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KEGROURD ARD OVERVIEW. ... . cvonsenvvoavsanraosonaeneons

Pleasse state your name, address and ocvupation.

Please briefly ﬁumm&aia@ youy relevant emplovment

training and experience.

What relevant professional affil

maintain?

Other than your appsarances on the .

%uvg Nt miQWfMMalg kv%%t&&@m in te AUWMUM‘
Areé you authosized to testify on b@hu1£ of

th@ pogsition of, the Florida Deparvtment of

Enforcement on this s at@@r?

Are you suthorized te testify on behalf of, «

the position of, the law enforcement Task Forc: that

wag created In an attempt Lo resclve the issues

between law enforcement and Southern Bell regarding

mattmwﬂ

up the Yask wmxw@?

% H %hw purpose of your W%wﬁmmﬁy?

What 1ls your conclusion regarding this matisx’

Wiat 1s your recommendation to the Public Sexvice

Commission?

Upon what evidence or considerations do you base

vour conclusions and recommendations?

vou
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POSITIVE AND NEGATIVE BEFFECTE OF "CALLIR ID" FROM &
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Ploase desoribe "Call ot as you vnderstand the
tata proposed by Southern Bell.

What bensflt MJgh? be @mﬁﬁymd by Floride law
enforosuent agencies by reason of the implementation
ol “Caller ID" as pxwpwmmm by Southern Bell?

T

me, wwmidmwmtaﬁimm of "Caller ID" as proposed by

A1 concern FOLE and the Task Porce?

O

B
those Cconcaerng?
Southarn Bell *Caller DY proposal include
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P While not addressing legal Jujcﬂ‘ el
that ayxre to be considered in briefs ed by
various parties, what is ¢ position of WD [

ragarding the "Caller ID® wﬁmww@mj offered

Boutherns Bell?

Q. What is the position of the
"Caller ID" proposal offered
"TRACK RECORD® OF "CALLER IDv

BMERT PEREPECTIVE. ..o ovvviuseconsa

. Ave you aware of difficuitie
gneountered by law enforcane
areas where “"Caller ID" has

0. Bid you and FULE in part rel:

in formulating the concerns

behalf of FDLE regarding Southern Bell s
proposal?
Q. vou and the Task Force in part vely upon

1;@

‘iculties in formulating
‘}waﬁﬁﬁﬁ on behalf of task
suthern Bell s e

by e % -
ey wwraller 1

SF . Please enumerate the difficulties encountered
by law enforcement agencies in areas where "Calle
FH" hes baen implemented that have leen relied uy
by you, FODLE, and the Pask Force in reachivg a
nwmitimn on this matter.

.  your opinion, based uwpon your training and
uﬁp@“i@nww as a law enforcement officer, will
difficulties be encountered by law enforcement
wqemwaﬁ_ operating in Southern Bell s Florxida

service arvess 1f Southern Beli s "Callsr ID®
mymﬁmm iy implemented?

. Wowld these anticipated difficulties be reduced or
aliminated 1f univergal-available bincking is
part of any mpprav&d "Caller ID" system in Fluflﬂaz

b, %Wmiwzm how this reduction or eliminazion would
bhe raglizsed.

OR HARMISTHEG PHONE CRALLE- THE SHORYVCOMINGS OF
The™ PEOM & LAaW BNPORCEMENT PERSPECYIVE..........
2. g low snforosment officer and as gpokesian
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wm%ﬁm?

e fhwam P

i e &,
s

s, Ay
gy

@

geing the problem of sbusive ox

b

) 48

1 [+
by

k Porce

Southern ﬁ@llz

FROM A LAW

© % % & » 0 8 €6 ¢ & 4 B D & B OG0 G I B F D

o)

8 that have
nt agencises

heean

been implmerted?
v upon thoge dif

the concex
force regavding
proposal?

o f

"Caller T

il

regarding

ocperating in

“ficulties
you have expressed on
Calley
T he
B you hawv

harassiog



Y.

from a law
they address
"&mw mmon@ calls as

What are those optiol

enforcement perspecti

th@ problem of sbusive or
il as, or better than,
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Have you, on behalf of FDLE and/or the Task Force,
sngaged in discussions with Southern Bell represent.
atives regarding Southern Bell s proposals for
reducing or eliminating law enforcement concerns
about its "Caller ID" proposal?

During what period of time did those discussions

oecur?

Were FDLE s and the Task Force s corncerns resolved by

veason of these discussions?

Please enumerate Southern Bell s proposals and for
aach proposal enumerated, indicete FDLE and the
Tasgk Force s responsge and concerns.

¢ "Caller ID" in any form is implemesrted, doss FDLE
and the Task Force seek additional services ox

conglderations from Southern Mell?

What additional seyvices or considevatlons are
sought, and why are they sought?

Ii each proposal of Southern Bell to eliminate oc
veduce law anforcement s concerns about "Caller 1D

ag propoged by Southern Bell were implemented, would
FOLE and the Tesk Force still maintain thelr
obiection ko "Caller ID" as proposwed?

in conclusion, would you briefly summarize the major
points of FDLE and the Task Force s opposition to
"Caller D" as proposed by Southern Bell?

Deew this conclude your testimony?
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List Of Exhibits
Prefiled Testimony 0f Ronc’d P. Tudor

Buhibit RPT-1s
Copy of article from Baltimore, Maryvliand newspapec, The Sun,
"Caller ID latest hit with high-technclogy

dated May 5, 1990,
drug dealers.”
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Lisgt Of Exhibits
Prefiled Testimony Of Ronald ™. Tudor

Exhibit RPP-1:
Copy of article from Baltimore, Maryland newspaper, The Sun,

dated May 5, 1990, "Caller ID latest hit with high-technclogy
druy dealers.”

{Mo other exhibits)




I. BACEGROUND AND DVIERVIEW

3 PLEASE STATE TOUR NAME, ADDRESS AND QUCHPATION.

B Ronald P. Tudor, P.O. Box 1489, Tallahasiee, ¥loride
32302 Special Agent, Florida Department of Law Enforcement.
£, PLEASE BRIEPLY SUMMARIZE YOUR RELEVANT EMPLOYMENT
TRHIWING ARD BEPERIERCE.

&, Sinve becoming employed in law enforcement, a carmer

2

of over 1B vears, I have recelved approximately 2400 hours
of training. This training includes courses on criminal
investigations, investigating organized crime, covert
avidence gathering, narcotic and drug law enforcement,
covert investigations, technical eguipment uvtilization,
slectyonic surveillance and wiretap, advanced telephone
sountermneasures, counter terrorism, and cellular telephone
intercapts. My zzperience in ovrganized crime investigation
jncludes working on a task forece investigacing the New
dersey Mob, and ceses involving identified csganized crime

sociates involved in loaasharking, sxtortion,

el ans

i
copruption, bookmeking and illegal lottery, porncgraphy ano

sepstitution, narcotics and contyolled substances, contract

Labor law vioclations, violatlons of ths federal and

* §

cad Covrupt Organizations (RICE)

tereorl a8 well ap mummerowus o
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&

involved in providing operational ess’stance and planning
for technical surveillance and investigations, in prov.ding
ressarch and development on telephone intercepw
investigations, providing technical support in the areas of
surveillance equipment and technigues and providing

assistance regarding the procedurss to be followed in such

in

(&

intercepts or surveillances. I have writtem ox assligted
the writing of training programs for law enforcement
officers involved in wiretap and electronic survelllance
mp@matiwnsg I have formulated and assisted others in
formulating the written policy and procedures of the Flovida
Department. of Law Bnforcement as they apply te investigative
uses of wiretaps and electronic surveillance. I have served
ap an instructoy for the Organized Crime institute s
training programs on electronic intercepts and technical
aspacts of covert surveillance and have desifgned and taught
on saveral occasions an 80 hour course on telephone
intercept technigues for lew enfoxcement agencies. During
my cerveey ir law enforcement I have set up and maintained
wechirical supervision on over 150 court-orderad wire and/ov
oral electronic intercepts and have set up and maintained
rechnical supervision on over 1,000 congensual oral
intercepts. In additicon, ¥ have provided training omn
wndorcovey operatione conducted by or throwgh the Florida

mreand Jury Panel in 1975, State aAvtorneys and

»
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thely investigators in 13 Florids

aiieial

than 700 police investigetors from ovar
agents from investigative operations of the U.&5. Arey
intelligencs, U.8. Alr Force 0.8.1., U.8. Custcma, .5,
postal Service, the brug Enforcement Administration,
Aloochol, Tobasco and Firgarms; Office of Navas

Investlgations, MNaval Investigative Service, General

gervicves Administration, the U.E. immigration Service and

the Federal Bursau of Investigetions., I have also Trained

and “esisted law enforcement or military representatives

e pumerous forsign eountries, including Canada,

P
s

sustralla, CGermany, Italy, New Yeasland, Taiwan, Tgraael
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& rounder {1994-85%) and Chalrmar (1984
sontheust Pechnical Investigators Associatlony Bational
Lisison to the #Hid-dtlantic Technical Iavestligators

seascistion {(1986-present); Training Divector, Wational

soclation (1988-15980Y; Co-

@a for the Wational

pology Comml

of the

Ggator e hesociation (18¥0); Hew

reme” for the National Technical
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4 A
3 o
i THE POSITION OF, THE FLORIDA
& Om THIS MATTER?
& B Vs, _
7 . ARE YOU AUTHORIZED TO TBESTIFY ON BEWHALEF OF, AND

g THE POSITION OF, THE LAW ENFPORCEMENT TASK FORCE THAT WAS
BATED TN AN ATTEMPT TO RESQOLVE THE ISSUES BETWEERN LAk

FWKiECX MENT AND SOUTHERN BELL REGARDING THIS MATTER?

of law

up of
Florida at

L

[

10
11 2 Tes
12 . HO MAKES UP THIS TAS
1A B Phis Committee is made
54 enforcenent throughout the state of
15 muniolpal, county, state and federal level. 1€
L £ sndercover officers, investigators, technical specialists
1y and supervisors from front line to senior management.
Lgencies represented on the Pask Force include municipal
19 police departments, shexiff s departments, and lncludes
28 onnal who were wmoelti-sgency deug tesk force members, a
£ wiorida Assistent State Attormey, and fedsral ageat £ Uit
“d ELE) AEE, IRS, U.8. Customs, and the ¥U.o. Bevrat
e Task Foroe representation roflectad the noeas
Pities, large metropolitar
5.0 ALl
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i in & Southern Bell service ares o had lsw enforcement

» "

i dutiee and responsibilities that involved operating in

i

d Seuthern Bell serxvice areas. In addition, members of the
4 viorida Police Chiefs Association, the Florids Sheriffs

3 hasvolation, the Florvida State Law Enforcement Chiefs

& hugmociation, the Fraternal Order of Police, and the Police

sumlent Association contacted the Task Force and

& expressed their concerns regarding Southern Bell s "Callex

2 int proposal and indicated their support for the position of
L0 the Task Yorce.

£ {2, WHAY IS THE PURPOSE OF YOUR TESTIMONY?

5 e To express the continued significant concexn of the
i3 Fiocids Department of Law Enforcement and the Task Foooe
L4 rhat "Callier ID" as proposed by Southern Bell presents a

15 elear and present danger to the safety and even the lives of
L6 wndercover law enforcement officers and operatives in

L Florida.

i . WEAY 8 YOUR CONCLUSION REGARDING THIZ MATTER?

19 A, It ip predicteble that criminals will lmmediavely

5

begin weipg the “"Caller ID" system as proposed by Southera

the calls they recelive while engaged in their

i L3 Lwgs abe acts. It lo eguaelly predictable that the

piaw enforcement officers or operati

by mnch use of Southern Bell s pro

H

)
A

MR R
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L s WHAT IS YOUR RECOMMENDATION U0 THE PUBLIC SERVICE

4 COMMIBSEION?

3 B First, if "Caller ID" phould be allowed in Florida at
4 all, 1t must be offered oniy with universal per-call

5 blocking made available to the public at lexge. Second, if

& "Coller IDY is implemented in Florida, Southerr Bell must be
7 mandated to werk with law enforcement to continue making

i ~avallable other special technical congiderations that vwill

Y

3 allow undercover officers and operatives to convince *heir

p

i advessaries that they are being truthful in their undercover
il wole o f2llow criminels. Thirxd, thrre should be at least a
< 140 day delay in implementing any "Caller D" system s0 that
13 law enforcement btraining programs can be developed and

L4 deliversd at @ statewide level. This is important to help
13 fdencify and communicate the dangers to lew enforcement

g produced by implesmentation of any "Callex XD

18 {3, WEON WHAT BVIDENCE OR CONSIDERATIONS DO YOU BASE YOUR

19 CrowCLUSIONS BED RECOHMERDATIONS?

B My tralaning and experience ap a law enforcemsant
TR g e W 0 S i gty im O e B e i pine By g o, oo b 6 T e e B oen,
L cugsions of these issuss with other law
e ng within Flovide, snd way

the "track record” of expervience

-5 of

in oy

alrwady ba
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implemented. I have learned that criwminals do utilize
"Caller ID" to return calls and confirm the origin of the
caller. According to law enforcement officers I have
contacted, such experiences have yesulted in cases being put
into direct ieopardy, with some ilnvertigaticns being
compromised. For example, the drug task force in Maryland
has arrested a heroin dealer who was using his "Caller ID®
digplay to force customers to call from specific phone
numbers in ordexr to transact business., A common facter in
law enforcement 8 concerns is the losg of control over
undercover operations that "Callex ID" promctes. Whern
“fcaller ID” ig utilized by criminals to force the screening
of calis gnd to help identify the origin of callers, the
balaence of control is shifted to the cririnal. Any such
ahift increases jeopardy to an undercover law enforcement
afficer or an operative s life.

I¥.  UHE POBITIVE AND NEGATIVE EFFECTS OF "CALLER ID" FROM A
LW BUFORCEMENT PERSPECTIVE.

. PLEASE DBESCRIBE "CALLER ID" AS YOU UNDERSTAND THE
BYSTEM AS PROPOSED BY SOUTHERN BELL.

A ke I understand it, Southern Bell s proposal would be
chat o coustomer could subscribe to the seuvice for $7.50 a
month, $90.00 pex year. If one subscrikes to the sexvice, a

digival zignal containing the dialed number of a zalling

'

povty will be delivered to the called party s telephone
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o

3

petwesn the firet and second ring.

he proper digital display box connects
phone line, the caller s telephons number would be displayed
gvan 1§ the caller ls utilising an unpublished or unliszted

é 4

telaphone nuwber. If, for some reasms, the digital signal

[0
£

o

not transmitted, the digplay box will display “out of

P

-

e
P
W

area” or a similar display. BAs proposed by Sovthern Bell,

general members of the dialing public would not have the

option te "block" the display of the caller s phone numbsy

This lg in contrast to "Caller ID" syvstems proposed o

v

@ by ¥ es 8 &g CORTEL, Sonthwestern Bell,
hed by companies such as CENTEL, Sonthwestern Bell

L e

i
Hes, West, and Paclfic Telesis Group, and the NYNEX
v'«} 1"

Corporstion @ New England Telephone that allow "Ciiler ID

shing' free on a per call, universal basis.

" WHAT BEWEFIT MIGHT BE ENJOYED BY FLORIDA LAW
BRPFORCEMENT AGENCIES BY REASON OF THE IMPLEMENTATION OF

"OALLER IDT AS PROPOSED BY SOUTHERN BELL?

anl

B Towre might be a percelved drop in obscens or

harassiery phone calls, although phone company statistics

sugyesting this aore open to criticisw end challenge. Alsc,

may, &t lesst for a limited time, be able wo

Jaw enforcop

omdlar IDY to ldentify from vhere calls from

S

widlisy

o law enforcoment wndercover telephones

PR
pdming

WEABTION OF "CALLER TDY AL PROPOS
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SOUTHERN BELL COBCERN FDLE AND THE TASBK FORCE?

B, Ferg .

. WHAT ARE THOSE CONCERNSY

A. FOLE and the Task Force sre concerned thai violient
criminale will begin to use "Caller IU" to screen and even
et up calls with unknowing undercover operatives. Our

concaern L8 that undercover officers ox operatives may

‘unintentionally display & phone number asgigred to a law

enforcement agency, and thereby jeopardize inves ations

i

prd personsl sa¥ety. Since occasionally, one s personal
phope might be wtilized in placing an undercover capacity

whone well, ocur concern extends to the femilies of

sver officers, operatives and coopgrating citizens.

Onoe an oviginating phone numberxr has been displayed, & cali.

nack to that number might caetch the recipient olif guard,

with o answer being made thet would be inconsistent with

one s endercover identity or role. Once an originating
phone musber hag been displayed, the addvess from which the
sl L originated cen be esasily ascertained by using a phone
nuber Lo addrese phone directory commonly available for
pate or for review at public libravies. Family members

of retribetion opr revenge. These

LATIERE

e ki

are woalid even if the undercowver operative s nob

RO @
wilth law enforoe: . In
of the publico weillsivng



"Caller 1D to conduct thelr own invesiigetion or

8 4
2

P intervention inte the problem of receiving abusive calles is
2 troubling. With self initiated investigation cowes the

.

peibility of personal intervention to address the problem.

e
5 This could well turn a misdemsanor class of crime into a
& potentially viclent confrontation between the call

7 recipient/victim and the caller/perpetrator.

3 i, DOES THE BSOUTHERN BELL "CALLER ID" PROPOSAL ITNCLUDE
9 OFFERING A UNIVERSALLY-AVAILABLE ABILITY T0 BLOCK THE

10 DISPLAY OF ONE™ 8 NUMBER WHEN PLA@XNG A CALL?

1% & e

1% 3. ZE‘S(QM WOULD THE OFFERING OF UNIVERSALL-AVAILABLE

t
s

BLOCWING OF THE DISPLAY OF OHE S NUMBER AFFECT FLLE AND THE

14 PREX FORCE S CORCERNE YOU HAVE IDENTIFIED?

L8 B Although universally-available blocking of the
digploy of a neebar on a "Caller ID" unit is not a panscea,
L Lt owouldd allow for a higher level of safety for uwndercover
1o officers, confidential informante, and coopersting viotims
19 and witnesses when making calls to criminals than the systewn

ehwern Bell. If the blocking option is

Y R ) Yot vy e oy
24 e by S
h w

2l avallavle wo the public at lerge, then a oriminal who

telephose call would not becowme overly

s @ Dloeked

g B
B L

i in sharp contrast to wiat Southern

Under Southern Bell s proposal, which would allow

ounly ¢ Limited poxtion o0 the telephone ueing




= s

i puklic, the very fact that blocking has occurrved will serve

egnforcenent officer ox

e o suggest to the criminal that a law
3 one acting on bshalf of law enforcement may be the psrson
& making the call, FDLE and the Task Porce’ s primary position

b i that we prefer not to have to cops with the jeovpardy to

& sufety that "Caller ID" represents at all. As & coumpromise,
7 however, the option »f universally-available blocking offers
& & balance of benefits while minimizing the clear and presen
g threat "Caller ID" without blocking presents. While "Callaey

Y I with universal blocking will represent a complication

10 inconvenlience to law enforcement operations, 1t will be
v much preferred than a "Caller ID" gystem with a " imlted or

13 nwo blecking option.

34 . BOOTHE BERBFITS THAY MIGHT BE BENJOYED BY PLORIDA L

15 BRHEPCRCEMENY AGEHCIES BY REASCN OF IMPLEMENTATION OF "CALLER

o &y PROPOBED BY SOUTHERN BELL OUTWEYGH THE CONCERNS YOU

¥ HAVE TOERTIVIED?

i 240,

19 3. WHELE ROT ADDRESSING LEGRL OBJECTIONDS T0 "CALLER XID”

IDRERED IR BRIBFS PILED BY THE VARIOUS

O

IS CPHE POSITION OF PLRLE REGUADING THE "CALLER

i BY SOUTHERN B

objeciions Lo

Lalking lnto account any Llegal

e e b G Yoy nts 1By hy &7ty & b " eIy ey g P PR BT Wewy iy
gt Lt that may be wralsed, as currentiy by
b, the "aller IH7 tarlii ils e
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3 eliminate or even reduce the gignificant and

o

a
i

p contserng regarding the safety and security of those involwed

3 in working either in an undercover investigative capacity,
4 o working in cooperation with pelice during & criminal
5 investigation. ¥FDLE remains opposed to implementation of

iler ID" as proposed by Southern Bell.

i Wy
G Calle

7 £ WHAYT I8 THE POSITION OF THE TASK FORCE REGARDING THF
G "CALLER ID" PROPOSAL OFFERED BY SOUTHERN BELLY

& A The Task Force jineglsts that law enforcenment should
10 remain "whele, " with the ability to continue to convince
i1 criminal suspecte that undercover operatives are bheinv

o wiad

4 truthful in thelr undercover roles. "Caller ID" as proposed

oy d

13 by Southers Bell shifts the balance of control towsrd the

14 wriminal, giving ¢ distinet advantage to the often violent
LS law breacer, who has time and time again proved that he is

i

e willing to kill those posiag a threat to the success of hi

enterprise. The Task Porce continues Lo opposs ths

R "Caller I0" az proposed by Scouthern Bell.

¥,

19 TI%.  WHE "FAcC kKECORD" OF "CALLER ID" FROM A LAW

&0 EHECROCRBENT BESPROPIVE
&3 s ARE YO 08 DIPFICULTIES TUAT HAVE BEEN

LAW BRFORCEMAENT AGENCIES OPERBPING IN LREAS

SRR

LER D" AS BEEN IHPLEMENTED?

G R

REhs
i

o &, AND FDLE FH OPFART RELY UPON CTHOSE DIFPICULATIES

53




8 FORMULBTING THE CONCERNS YOU HAVE EXPRELSED ON BEHALE OF

FOLE BECARDING BOUTHERH BELL™S "CALLER ID" PROPUOSAL?
A, Yasg .
£ OID YOU ARD THE TASK FORCE IN PART RELY UPONM THOSE

DIFFICULTIES IN PORMULATING THE COHCERHS TOU HAVE EXPRESSED

O BEHALF OF TASK FORCE REGARDING SOUTHERN BELL 5 "CALLER

sy

Inr PRGPOBAL?
A Yes .

2. PLEASE BNUMBRATE THE DIFFICULTIES ENCOUNTLRED BY LAW

BNFORCEMERT AGFNCIES IN ARDAS WHERE "CALLER ID" HAS BoEN

AR HE N

TEPLEMENTED THAT HAVE BEEN RELIED UPON BY YOU, FDLE, AND YHE

TAGK FORCE IN PEACHING A POSITION ON THIS MATTER.
J A In darch, 1988, I received a call from an FDLE agent

in Orlando, Flogide. This was one of the areas where

Southern Pell wag testing the "Caller ID" system. The agent

wap extremely concerned because every time he called one of
his confidenial informants, the informant would tell the
agent the number of the telephone [rom which the agent was

colilng, This concerned the agent, and demonstrated how the

ot 0f society was among the first Lo vsalize

pow Che "Celler ID" technology could further criminal
Gnierprlses .

po detectives in New Jersey thot have advised

St
2N

in nndercover calls to suspRols have bean returned

only te have the calls divected by the phone
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august, 1990, I wmet with an uwndsuoover

o

from the Arlington County Police Depaviment in northe

he sdvised me that he recently had
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L BHPERIEHCE AS 2 LAY ENPORCEMENT OFPICER, WILL SIMILAR
2 DIPFICULTIES BE ENCOUNTERED BY LAW ENPORCEMENT AGEN(IPS
3 OPERATING IN SOUTHERN BELL & FLORIDE SERVICE AREAE IF

4 SOUPHERM BELL™H "CALLER ID® PROPOSAL I8 IMPLEMENTEDY

5 B Absolutely.

& G WOULD "THESE ANTICIRATED DIFFICULTIES BE REDUCED OR
7 PLEMTNATED IF UNIVERSALLY-AVAILABLE BLOCKING IS5 MADE & PARY

OF ANY APPROVED "CALLER ID" SYSTEM IN FLORIDA?

Far)
N

. T believe the potential for such difficulties will be

W

10 &kgux ficantly reduced if universally-available blocking ha

11 mede @ part of any "Caller IDY system implemented in this

14
53 T3 BYVLATH HOW THIS REDUCTION OR BLIMINATION WOULD BE

WLIEND.

i A By offeriry a relatively simple means of blotking the
kRS delivery of the caller s number to the called pavty,

L cemiler (00 with universally avallable blocking wonld haip
18 e updercosver operative fall under the "umbrella" of the
1% public at-lorgs, and thus assist the operative s eficris to
28 spland in® with sovlety. One alternative proposed by

wonuld reguire the use of agency spseific, o

i aveilability osll block, which would inmediately

Jer an being from en agenoy entitled to

s

Blocking. Other alternatives proposed reguive the

epmbersone special dialing arcangensnts witi
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€ WHAT BRE THOSE CORCERRSY
A Flrat, I bellieve that other than

prank calls, most truly abusive calls

e
F43
g

somseone who is intent on completin

'3

will certainly be sble to make use of

ceilvlar phones, or other alternatives
Sovthern Bell that will oot reveal the identity

wf the caller. By moving from one pay pnone oo

shusive caller can “mask"” his identity when placing a

Hecond, mozt people will not know the telephone pumber of

H

onymouy abusive caller, and therefore will be 1i

o

the initial call aven if they have a "Caller

LoT

Ly e

unit. Advising the abunive caller that the recipient now
enows the callexr s number is likely to cause the abusive
valler to utilize a different phone the next time. This

creater = "loun" pattern where the abusive caller can be

puccessful since the recipient will be unable to identify

Fregn an unknown noaber whether 1t is the abusive

gome ovher parson calling.

ol

Third, merely advising an abusive caller that his phone

is koowe will not necessarily stop the caller s

This type of caller may continme to make

faction, o is

v
&%)
,,_v
ita
“1
i

: phone company studias
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rhope studies wmore accurately

reduction in the reports of & regelpt of abusive Cé.ls.

& ey

There 18 a faulty assumption that the reduction of repo

abusive calls copvesponds bo an aoctual duaction in

DRF Al calling ackivity. In facht, whatb
L8 increased tendency for veciplents Lo take

voowen baunds In one way on

s that reporti

somer, in the recipient s wind, unnecessary.

¥ oden o bhink thet the evidence obtaineo
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e sufficient Lo

mpmnber, will be foun

and smany tiwmes would o
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o prosecution of an abusive call
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ngerounsusss of the sitw

.

wanult in confrontations betwesn viotims

- e, i om gy o & N o5 VB g, o T ey e w15 gnen e
deran individuale. The danger of sue

e
Tioe,

ante”

couwrse, iz the potential fow
civilizged gociety has tried to avoid. What beging as &
could likely tuxn L &

O worse.

Such reciplent-to-celler contact is contrary to ail

recemmendations thet telephonse companies and police

have btraditionally glven to victims ol abus

In fact, phone companiz=s have always instrulted

aof such calls not to even converse with the

" €3¢
4 A

wh alone attempt to recontact Uhem.

e caller back and inform him that you know nils

y
¢

phona number g to establish a link of comwmanicatlon wity

rpe sbusive caller that couwld wvery well encouyage the call
ot 2

mexing calls. This is wuach greater "contact”

hasdng up on the callex. Yet "Caller ID°

aldlebacks by lte very natur
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o
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6d - WHEY ARE THOSE OPIIONS, AND WHY, “rROM A LAW
ERYORCPRMENY PERSPECTIVE, WOULD THRY ADDRESS THE PHUBLSM OF

ABUSIVE OR HARASSIWG PHONE CALLS AS WELL AS, OR BETIER THAN,

i

TOALLER 1Dy

s

B One option is “Call Trace." 7This is a customer

activated system, not to be coniused with the phone company

activated “call tracing,” oy & “"trap and ¢

" ars - ot CRY ey S e
St Tinis

R K2 .

ol

sption allows a vecipient of & troubling all to press &

, E
thrse digit code on the recipient ™ s phone at the conclusion
of & call, This code signals the phone company computer to

£

"trap' the number from the previous call, date and time

e

srtamp it, apd log it into a special deta file at the

and

office. The recipient of the call then must advise the

phons comppany security office of the nature of the recsived
call and an investigation of the incident can ocour. PFhone
company bosiness records such as the printout of the time

and dete Ghe call was placed are available as evideznoe if =

criminal prosecution occurs.

S ol

While presently customers of Southern Bell must presubscri

Trace at o rate of 54 per swmonth, I awm aware thet the

b (e
Office Of Public Counsel has pestictioned the PSEC to weguire

&~

cacre o e offered to all phone customsrs in Flovida

ono# Tpay as you uwse 1t basle, wich & euggestion thaet wsach

in a charge not to excesd $1. 74 such a syscem

sntad, 1t wouwld represent a tervifllc deterrent Lo
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o 4
A

ebusive callers, because any recipient anywhere in the siate
could have the called “"traced" by the phone company. Not to
wmontion that the “pay as yvou use it* system would he less
gxpenslve, so it would be available to most everyone who
neads to use it.

A sooond opition is customer activated "Call Blocking®. This
allows the recipient of a troubling call to enter a three

digit code on the phone at the conclusior of the call which

codes the phone company central switch to not put calls fro

the previous caller through to the recipient s phone. While
the abugive caller might move to another phone, thl.s

suenario 1z no worse than what could ocour with the "Taller

Phe wes of "Call Blocking" in conjunction with "Call Yrace”
provides a very effective weaporn against abusive calls, but
doos not endangsr the physical safety of law enforceamsnt
opearatives lilke the "Caller ID" system does.

A third option, "Selective Call Acceptance”, would allow
wgolpients to program wpe to, I believe, six identificd
mambers that vhe yeciplent g phone would receive., Other
puwboars wowid wobt be connpected o che veciplent s phone
witile the progoem is in effect. This would be helpful, fog
o parents who lsave their children with a baby
Ordy YRoown® pumbers would ring into the hosas

CONREet .

abusive caller gould

T T DR AR
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A& fourth option is "Return Call”., This allows a recip

[

to call back a caller even though the caller s number is not
known. Thls is not a preferred option, however, since it
prowotes contact with abusive callers, coptrary to poons
company and law enforcement suggestions, and encourages
gacalation or "vigilante" intervention discussed sarlier.

& £ifth option is "Caller ID" but with wniversal per call
blocking avallable. By allowing the option of per call
blocking to everyone, law enforcement security concerng arg
better addressed. Customers will still have the option of

choosinyg to answer or not answer a "blockeld" phone call. I

susive caller chooses to "block” his number, the

an a
veolplient nesd not answer the "blocked" phone call.

Southern Bell has analogized "Caller ID" to a peephoie
viewer in one s front deor. Well, if a caller "blocks" his
mweber, a reciplent can respond just like a home ownesr whe
sees that the person at the door has coversed the peephole:
dust don t "open the door.”

soain, the main polint from a law enforcement perspective ig
that many options offer as much or better ability to sddrass

&«

abugive phons calles, but do not endanger the perscaal safocty

Loy enforcesent operatives like Scuthern Beli s "Ualler

2 .
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AND/OR THE T4

o HAVE YOU, ON BEHALF OF I
PHGRGED XN DISCUSSIONS WITH SOUTHERN BELL REPRESENTATIVES

REGARDING SOUTHERN BELL S PROPCUSALS FOR REDUCING OR

X

BLIMIRATING LAW ENFORCEMENT CONCERNS ABOUT IP8 "CALLEK ID-
PROPOSAL?

‘éﬂa 5 “}{@E’g °

£y

L2 DURING WHAT PERICD OF TIME DID THESE DISC ISSIONS

CGCCUR?

B, Between February, 1990, and June, 19%0.

e WERE I'DLES AND THE TASK FORCE ™S CONCERNS RBESOLYVED BY

AGON OF THESE DISCUSSIONS?

W

24

B Bey,
£ PLEASE BENUMERATE SOUTHERN RBELL ™S PROPOSALS AND FOR
EACH PROPOSAL BRUMERATED, IRDICATE FDLE AND THE TASK FORCE™S

RESPONSE AND CONCERNS.

3 3

A The main options suggested to law enforcenent by

<

£h o«

Southern Bell werse: (1) use of cellular phones, which do not

currently gererate "Caller ID" number displavs; (2) use of

gperator-assisted calling, at a per call charge, whereby the

g the call throwgh an operatoy and avoilds

waller pl

ing the caller s number on a "Caller ID” displayy (3)

el w

iy eards in placing calls, at a per oall charvge,

that doss not ovrrently generate "Lelier YDY muwebor
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]
o
&
ts
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o the ¥ophone nuwbey

=

v

2 phone Lines serving police

3 "Celler IDY display of the

designed n

wf “"oubtgoling calls only"

g P S . e g i P S 2 e B
! and {7) remote accesy Lo & limite

numivers predetermined by

7 sulforcement agencles. 211 of these optlons

8 proved to be obijectionable for one

o

] the suggestions of value cannot be

10 angwen o PULE and the Task Porce

1 ot oms propoged by Southern

e

masyy options guggested actually

dercover caller as being somsone gpeci.
14 oy law enforcoment cives wbilleing v

cption worlid register on "Cal

mot normeally veceived.  For exewsple, LI "out of oy i
17 indicated oo ¢ “"Caller ID" display urit, but the and

oparative wae supposed to be in the comsunity, the
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g

little suspicion could jeopardize an investigation and
terminate law enforcement efforts even Lf the matier never

roaches the stage where the personal safety of operatives is
sndangeraed. Unfortunately, however, when suspicions ure

arcoused in undercover operations, the potentlal for a

B8 .

piolent confrontation to resolve suspicions increas

Ie]

SGacond, the opticns would increase the cost of conducting

Cinvestligations. Suggestions like using only outgoing lines,

oy

cellular phones, calling cavds, operated assisted calling ox
pay phones are out of the cydinaxy options, and cost more

3
o

Lharn the present cost of doing investigative husiness.. &L &

time when law enforcement agencies are increasingly strey
for funds, any increase of cost ig unwelcome.

Hhird, the proposals were too cumbersome, and ignore the
praciicel realities of conducting undercover investigsailions.
o give a citizen informant undercover operative a calling
card or ceollulasr phone makes o complex task of coordinating
the infopmaeant s efforts even more complex. It is
uprealistic to eepect undercover informants to vnderstand,
aceaept, and wtilize complex options such as @ remolbely

dlaled tronsfer syetems and placing local calls through

g oscds or operatorg. e complenity of such options

@

g add o delay in undercover operatives’ placing of

slgations ava

aalle, In the sres of deowg Steafficking, Tnvest

fapt moving, changing at a moment s notice. Law

,::i 5
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3 Fourth, proposals

1

[raa

4 “Caller IDY problem. The

5 inoreasingly rave &

5 prowide celler numbers for other aress
7 distant fultur phone
& calling card numbers b layed el Tir. "

e

vhe Task Forece does not want to have Lo revigit this

30 four or five years down the road when ouwt of "

iminated.

muhe have ail but b

sl @olutions
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1 operatives Lo operate without detertlion could caryy with it
& grave consequences. Bven knowledge that the pouvertial risk
3 has Increased by reagon of “Caller IDY syatems may have &
4 chilling effect on the willingness of many informants to
& gontinue to cooperate with law enforcement.
6 gixzth, allowing remote access by undercover law enf{orcemsnt
7 investigacors to numbers preselected by Southsrin Bell is a
8 cumbersome process and carvies with the inherent delays of
9 having to utilize Southern Bell "work orders' or other
10 provesses to obtaln such a aumber. A pointed out earl]

% 1i tavestigations are often fast-moving, and law erforcoement

12 may have the need to utilize multiple, quiclly changing,

. 1 piasg igned nuwbers to assist in the investigation.
14 hdditionally, the use of unassigned numbers co
investigetions when the recipient of a call ia which an

L& unsssiyned norber is utilized calls the “Callex ID”

E 17 displayved nuwber back and continually gets no answer, o
? 18 worse yeht, obtaings a recorxding that the number dialed iz
1e "not in service.,
20 0. IF "CALLEAY TR ANY VORM IS5 THPLEMENTED, DOES FDLE
21 BINO THE PESE FORCE SEREK ADDITIONAL SERVICES OR
& CORBTDERRYIONS FROM BOUTHERI BELL?
23 B, Ve .

BATIONSG ARE BCUGHT,

AR i WEAT ADDTTIONAL SERVICES OR CONSY!

O R L B A
4‘:»;’114. TR

BOUGHTY?
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4 POINTS OF FDOLE AKD THE TASK FORCE 8 OPPOBI

4 TR AS PROPOBED BY SOUTHERN BELL?

it B Fivat, and foremost, it endangers ithe

& suforcenent personnel. Second, the options
¥ feuthern Bell are short term, costly, cumberson
& sneir own concerns about safety of operatives,

net chilling effect on informants willingness Lo

3
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simt in luvestigations. Thind, the pory

Sovit Lo

i that can be cbtained by "Callexr IDTY
L il or better by other phore sysi

fons do not

e, Thesa other O

nforcement personnel or operabtlve

ety of Law

i 4

A e Tn wndercover investligrt

e

wain with the law ény

A

et

of the

1E CERTY . cailer DY as proposed by Southern Ball mal

ot

]

ous shife of that control to the eriminal elaensnt.

PETHS CONCLUDE YOUR TESTIMONY?

L




bl

sﬂ@ﬁ@&ww?’%m%w
¢ ceovenn I8 commmpmicate ofth another —
et acmured it somsane, smewhere will

- way isasidng v R

§k&aﬁ?ﬂﬁe&%$&mw§g?ﬁ those tink
terk bores thed aliow sleos! dealors o rontant
firelr cuniomers and souToes of supply withew!
wg@s m&mmmaw
Er %3 moiiie colhular g&%&%@%
33 42 maxe ralis that can™ e
?%m

i

Qﬁm

Bt LRty

LT

2 moblems for
wrd gre oiious. 9%

And now, for the frst e, dnug enforsement
cfiictels o Balilnose are dissovering yei ensiber
plece of felephonic epdoment io thely seareh and
seimre raits: Caller B3, the Ggital-SBsplay camip-
feent (et aficws 2 consuner lo view the sumbers

Dockst Ho. B%1il.z
Bonald ¥. Tuder X
N,
gpapey Avruicisz
T=3}
Tudor Ezhible, Wawevnaper Arcicle
Page 1 sf 32

%i%@&&ﬁﬁﬁﬁ%ﬁ&“@f.
Drug? denlers unr ¥ toaveid L
%ﬁ@?ﬁ&%ﬁé
“B's frighlening,” sold A

Katharine Sswneniooed. .§~§ﬁﬁ§mﬁ??
saw Cafler Elemdpment {x‘sr&smﬁzﬁ i ihe o
raids agains? the Linwend "Rudy™ @k
&gm@ﬁ&m.am?gwihwsﬁfm@eﬁ
Sre ol

L%ﬁ&ﬁ&ﬁﬁﬁ&ﬁ@&@ﬁ&,
Ho Blonl capabBies are &
that folowed carliey tonn

sl A
sald
=

o




! AT =
e B8 %:%Zé ;
it

: . :
51%:.”‘,51 et "wsﬁmﬁﬁ'xzw‘ﬂi'wﬁa%& }?« « S S
oy
L&
T

i b vy
' iy /\ (&/
ot &
Wl iy "

@

O S —— ol astony o
jaltimore drug

o5
I

i

| PHONEY, from 1A

munications indusry — innova.
toris that have ed 10 & covert wag of
slectronic bankmanship, Az won 29
drug truffickers discover the lateat
techinology for avolding detection,
goverament survelllonce experts ba.
#in looklig for ways to thwart that
feahnolay.
- the telesommunications industey
‘ ,ggmﬂm&m fione ?f this. Contact
MERET Conaniey that origin B
teved to doctars, mWemﬂ%n%mr
- professionols are belatedly comisyg to
fermie with the uge of thelr product
P by drug traficikers, Many now re-
quire credit checks and corporate af-
L fillations for customers,
o And n the case of the mobile
E phone Industey, law enforcement of
| felale say they are still atruggling
, with the resulting nurveitlane? probe
; lems that were, By and large, unan.
i Ueipated by the new celular carmiers
i {haptwgezm; sprimgdog wp arvand the
P nattan in the 1 eds,
“Wher we came ol with cellulay
spstems,” dnid Robert W, Mehey,
sicdent of Gve Cellulas Yeleoommu.
sione Indusiry Asaoctistion, “we
pfadd B vidlon e and Sdesd that vie
; wion hap ‘oen reallved - thet i
 would change the way people do
, buginess, OF caurse. being optimis-
| we didia't antivipste whst that
woldid meany whe applied 1o Dy
busingases.”
©For kv enfsvaement, the. falloug
from the cellular sevoh tiom hags
come rel only from the sopitetiieted
w.z:a\ﬁm to which diug dealvrn wag e
[ mobile equipment, But alte from
| echriond problemes and Ytationn
shat cantinue to hamper ssrvelianmg
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Indtially, police aed prosocuier
strgmled with wivetoy techniguae

[ ohat often cuptused Gy porifens of
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i “Instiadly, these (eellular] compg-
nies weren't prepared to think . .,
about investigations the we do,” sald
Harvey B, Elganberg, chief of the O
antzed Crime Drug Enforcement
asle Foree here. “IU°0 wken them a
touple years (o come up 1o spsed.”
aémf.ﬂ mw&ﬁ &M@ the cell.dar teeh-
nolegy is sl belng dusssted tice
and pm@ecuwm.r&@ %aaam @mm
wonder, Caller (D, hay been sheveled
atop an already crowded plate: “The
whole thing hes really tohen off,”
ngpeed Jack Taylos, wie hestds the
Haltimore office of the federal Drug
Enforcement Administration. “Like
anything elee, we need w get 8 hane
dle on 1"
in the case of Caller I3, the bene.
fita to a drug dealer are apparent,
The new technclogy allowe a traf.
ficker to note the nurmber of any In-
cornin, call before peking up the re-
ceivey = acresning cells in much
the same way it & digited contact
pager can be used,
- a number displayed on Caller-
1D s unfemiliar, & dealer might an.
awey by telling the caller W 5o W a
pay phone or a knowy extension —
where a police wirelsp i leos Unel
-~ beftrre discussing anything Begal,
If f1e's copecinlly cautious, the denler
mlgg‘% 1ot even toke the call,
ot poses & ek o monitormd
ione converaations tn w;aﬂeh an ;:;é
prnant o cooperalor makes o U
el to the targel of the probe In an
attempt to provoke a diacussfon
aboul eyl sotfvities. These calin
Mmﬁw?mm the offiess of & state or
fereval dnvg onlorcemnon) agency, us-
trg undercover pliane lines notailed
for thid prirpiBe,
Alth the vndercover Bsws
have exchangss dilorent from those
uged by the solice agency, a drwg
dealer watryg Caller 10 omabd nustiethe-
leay vinte (st e cessclale o calling
fitm Sroms an unfamiiior ewheangs.
“Ihe guestion Uhesn becomen,
“Where arg you calltng from®P,’ © ax.
platmed ong fedeval survetiloncs ans

e more to the potnt, “Why aren't
vy callfng ane (o your waual pay
phons® ”

Although the pyeblems for lew
prforeement sse alowly hesowmisng
apparent, phgne COMPanies acrong
the nutton have - with soms vl
rany - marketed Caller 1) teahnals
oy undee the oo of erime pre.
wention and parssnnl privecy. The

| copatpenentt e be eifestive of elon-
| pleng atnugive piwng deils,

Cay offielals bere n Oy

seet, who soledd nod s b Wentited,

AL the s L.

Waghinglon ares say i
everyihing prasible 1¢ o
technology compatitie
forvement neods. Mej
o wolving CAF officialz and rep
| tives of federal andd state law evd
| sment Lgfeneies have been ongoing
l "We're committed 1o Anding s
ctoss” satd Al H. Burman, spoks
;mmx Jae the C&P Telephone

“There are 3 manber of thinge !
“ran he done and that are e
+ done.”
P Mr Burman noted. for sxamg

that the phone company nag ?
| abiliey to “Black” certais rumbers

| exchanges from Caller 1D, s thatl !

| number of origin dos not appoar

the digual display. Likewtse, law -
feregnrant officials say the techng
Iy exia & 1o mask muenbers aliow
them to appear on Calier 1D a5 .
other number emtlrely

Currently, many 8o more o
phone euchanges are . A Hnked
the Caller 1D gvstent and therefore
“blocked” nu.nber should #ot are.
& drug trafficker's suscons
police officiale note thal MO
the slate's phone 9y 3tem comes
e, thal eoudd change.

The phone comp.ny wil be o
rieltting 18 proposed res
needs of law enforce
state Public Jervies Cony
fure June, Mr. Burmar
gamme dme, he added. &
twreen phose ompany an
fledass ape continuing,

Judging from recent eaperici
with celivfir phones = the prec:
g waves (i the telecommunicatio

g~ that dialogue o Ukely to pre
easential if law enforcemens offich
ree golng to keep pace with the lé

bt

Attractive to drug trafiickers t
eaee of thely mobility and anonyr
tp, colbuler phones have wen &
of th ngyeotica trade for sgvi
yeRro, By adpiring & phoae ynd
DR RAT DEFBON S aame —- perhia
goery froan @ celtular carder in anot
GF ety -~ a dealer can maxe fo
froun 85 extension that can’t be ¢
10 a0y suddeens.

Tho bentetll s, again, obvious:

¥ an investigator learns of
fsomome o mpartment uasd Dy a de
teaffloler and cotabiishes siough
gl eause, he con sewk B eow
myebiared wigalng of the phone el
it addzeon, Bl o that |
v & celbalay phone, the in
ferr vt somehiow learn the phor
yugsibey, or aliernatively, b nar
of the magon to whom the pher
s sunlel.

ar




£ i

e

e e tovend wivastl
Ldrrerood Williams ¢ wms,e&;”c
&MW ore were alde (o u.hmm

ach colliday eXIEnsions e o g
eﬁw prineipgl target’s .@,mww&; balief
thigd ek phor wm uldd it B
tored, Mp, Willlame ab e potal vy
averbirrd sugy esiing that hip oeline
tay extenwion mmd not e tanped,
FOLPEEH S,

Iy fact, ceblular mw%w @t be
wz ‘etepped e any other ghang e

8t the centrml site whese the p%maxm
am: iakied to 2 compuler &i}’@%&“"ﬁ
which 8, o turn, Hnked (o regular
phinive sErvios,

HMowever, uniie the ragular
Q;JW)W&“ cwwgmmm oo GERHIRE ST Y

greonna! hoave been oﬁ@msm AL h
aw enforeement agencies for due
adeg o the ponsnger eeliulae oasy %’m«
wles gy oftan dl-prepared for b ugg
senpiex a‘w»‘(( nventigationg: *Ag 1t
they belked when the Py wBw em:ew
mush Information we naeded,” said
ang levestigator tn Jhe WY % R
e, "ﬁvmammw they had o bring
t tngre peaple.”

in the Willlame investigation, in
faed, (odeyad gmmmmm had (o up-
pad divectly to blgh-level suecutives
i Bell Auantie, one of this ares’s
b celiulng corritrs, (0 engws & full
w thnaly resgonee L0 & serles of
wishpuanes and coud orders, Stat-
wieh oulin phane companies (o
it oart ordere for donon.
vl 7 el ntevcente.

it 5 8 leek of @www
stadd, the celludar companies 2y in
muany anees wlio contenning with
EATInRE mmmwm that dmile -
emigalioy & hondhil of aovess
hotd o mﬁwﬁzﬁw Ty wivelen
g e 0 pelntively Mniled mumber
it wam‘z& il ragudar phang cow-
fﬂ& www mfv waky tm

ihe elhny e
] witeleng, o vm%ﬁ 2 (ljw
AT mmm mr'vg}zmw st
Yned oy the f& WEBE Gy

; ,emf et with linke
RN m%wntr}/ h’Yﬂ 5»"%1'%1
i, g SR ;
/Mﬂ )

e azﬁ‘li M.v*l"’aumra e
trade. & decade age. the
thony of @ Bermin w
nave meated g
wrivelag e thy
m:[a e 5 Blwip g
oot aidera o a
z%mf«; aawt celludny oompnls
iy maﬂe ‘“.hb’%i‘ S LTYVIROLE
alrget-lavel o
themusives an‘ Al
tietartnined ¢ mz:m"m\a@ mrmmi tance.
To weadntalo contasy with ko ﬂ»ug;xg i
er, & dealer merely By
E:wm {5 dz;«% &m“ wuw

LA, ,t}z;‘* vmimuﬂw ".lsIE"H“' Whed
Lraties wau AR
gwer el particubay inovailos
dng of thelr own. AL solecte
phoned 0 &U e’ s W
markets, o ,ﬁm@é calls wve ;
heed, Elmm«nsym QIR e T 1
sebriedy o piroed denler walte ©
gy e e ey Brbondied iy the
COTRIY.

“Weeve duse Shaat In wovarag
tloge.” snld Jagpey Mot
fipels i’,ﬁff ARGt Tk o
BLate’s attoraey's ofiive.

B ehoabey't e il the tead
ad 1 bondye

3y
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Ir the recent tnvestigadon of the
Linwond Willtama organieation. e
vestigators were abie to monitor five
saeh cellulay extenlons - daspite
the principal target’s apparent beltef
ihnt such phones tould not Be mani
topedh, Be. Witliaras at ene potnt wag
overheard suggeating that his celiu.
far extension could not be tagped,
sourees 2aid,

In fagt, caliular phones can be
wiretapped ke any othey phong -
ud the centivd site where the phasnea
sre linked 16 8 computer system
which 2, 10 en, linked to regilar
e service,

T However, unlike the wragfular
phong wVW%mnim s VOB BEEAINH

srsennel have been deallng wiln
sw enforcement agencles fov dec-
ades = the younger celiular compa-
nies are often dl-preparced for long,
complex drug Investigations: “At firet
they balked when they saw haw
mueh tformstion we nseded.” said
one Investigator tn the Willlame
probe, “Eventuatly, they had @0 bring
i more prople.”

In the Williame Investigation, n
fuet, federal prosedulor had (o ap-
pasd divgetly to high-level executives
at Bell Atlantie, one of this area’s
b cellular carrers, 19 enause & full
and Hmely redponee (o 3 setfes of
gmbpuenas and court orders. Slet.
wlee regules phene companies to
eomply with court orders for docu-
hahfs oF phon nteveepts,

In addition to a ek of swppurt
gaff, ehe celiular companies arg i
many ceees el confending with
ey w«z%ﬁmwm that Hmis ta-
vontigators io & hendful of aureas
oloas for wiretaps. Those wirelap
whots - 5 FelnUvely Gmited mnber
poenyared with roguinge phone cowe
frashes o [RuEe a2rve Aot only the
oimte el lgued police deprrtimenis in
ams surem, Baat alao intallivency agen-
e s v S €A, WGE or PU,

e, Mabwer, the celhular trhchetey
apsnetation pragident, conosned Rt
speds of Gie ouavent coripiter erplpe
ment daeigned for the phong Gyi.
tone wan monufactuared with lidthe
ehoging 00 talepions socuriy fr baw

coforeeming. & n5W generalion of

aigted compnster syoterne i exgacied
o slieviute o of the problems
il dhe el few yemrs, e added.

Law erfercement olncums way
techinion sufinements witl help, but
aohing ean charge the facl thet
telephone communientions have pey-
manently ansformed the drug
trade. A dessde go, the hvestiga-
ton of & heroin wholenwer might
have euated on o rouling telephone
wiretap: now thet same probe couls
require & string of subposnas and
coeapd 9rEry o » half-dapen Doepey
firrng and celhdse companies,

o the Current environmMent, even
sireatlevel dealers have insulnied
themeclves agsinet all bug the mog!
deterinined electivale survetilance.
To malutaln contact with his suppli-
er, & dealer mere'y usen the pay

fione 0 dinl the gource's contact
reeper nuimber, then walklg at thy
phone for the guppller to wall back
and talke the ovder,

Blmipie, weeuie, effective,

In a response that typi 2 the wia.
fun Quo, C&P offictals and BalUmors
prospcutor have sanagged o s
gwar hal particular iorovation »ith
ane of thelr Jwem AL selected pay
phones 1o Balthwore's wred, o ug
warkel . outgolng calls ase prrmont-
e, I bing comd w- e opes on
which @ stre denley wa't T
ply —- are now blocked by the phone
COMBARY.

“We've chone that in severad locas-
Hona,” sald Jamey Hechberd, who
heads the narcotics unit of e ey
state's attoyney's oifioe,

“It doager't atop all the treiftaking,
Bt 1 hvedye.” ‘
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