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This review of Florida's rkee  largest incumbent !oca! e x c h c j e  camers (.2C) was 
conducted on behalf of the Florida Public Seivice Commissicn ( 5 2  Ccx:!ission) by rhe Bureau 
of Performance Analysis. The objective of the review was to assess each company's policies, 
practices, and controls regarding rhe security of sensiiive customer information. 

Thc rcview's primary objectives were: 

.? To become familiar with, document, and evaluatc each ILEC's policies, praztices, and 
procedures for safeguardlay sensitive customer data. 

;/ To determine whether sufficient physical and vimal  iniemal controls exis: in each carrier 
to protect customer sensitive data and the network. 

-..:. To ensure ihct each company is in compliance with applicable state, federal, and industry 
guidelincs regarding protection of sensitive customer information. 

The review focused on examining each company's policies, practices, proccdures, 
network systcms, and operational controls for safeguarding sensirive customer dua .  Staff 
reviewed and assessed ILEC infomalion technology (IT) security, key facilities' security, and 
customer account secunly in each company. Internal and extemal audits associated with IT and 
data security, from 2005 to the present, were also reviewed. 

Specifically, staff focused its review on the following functional areas: 

0 Managemcnt  overs^&: 
.?. Informarion Technology Controls 
3 User Awareness 
0 Outsourcing Conirols 
0 h u d m  of Data Secunty 

Each ILEC was reviewed separately, but identical criteria were employed so that 
compararivc assessment would be possible. Duiing the review, staff gathered information from 
each company t h r o q h  document requests. After studying company responses, staff conducted 



on-site visits with each company. Key company personnel in the functional areas under review 
were interviewed. This review 'was conducted between January and Apnl 2008. 

Each company's policies, pracrices, and procedures were conpared to applicable state 
and federal statutes relevant to the protection of sensitive customcr data. Physical and virtual 
security systems currently in slse, other measures undergoing iniplenentation, and security 
concepts in stages of either planning or devclopnent were reviewed. 

To assess and compare each company's overall security posture, staff used infomarion 
gathered from document reviews, on-site intemicws, and facility visits to assess each company's 
overall security status. Areas of concl-:-.. were discemed, as were bes: practices currcnrly in use 
for these : L C ' s .  

Nonc of the reviewed companies reponed, or are aware of, any major breaches involving 
sensitive customer information in  thc previous two years, the period covered by this review. 
However, each company is variously impacted by the accelerated pace of evolving technology. 
Whilc the safcguards for pro:cctiny sensitive custonier data &re 
continually improving, the rechnology used to brcach such safepards 
improvcs in parallel. Technologica! advances can render obsolete or 
ineffective thosc security measurcs initially considered IO be c o ~ ?  pap, jc ,  
comprehensive and of potentially long duration. It is a constant spiral 
of amion and reaction. 

"$'E)!Ic of' the 
rey ic .~ .~  eii 

i-epor~cd, o r  a r e  

ma.!(Pr ! lP .3Chc< 

izvo!%ing 
sei l~i i i \ ,c  

T"":<,e ()i; aI.,;,' 
EXNlBPT 1 presents a sunlrmry of the data security issues 

observed during s t a f f s  review. Where staff found each caregory of 
controls to be appropriate and adequate, it is indicated by a solid circle 
( 3 ) .  An issue i s  indicated by an open circle (0 ) .  C UStO X L'Q- 

infor!i!atiorl i t1  

thc previous ?\Yo 
i 'caas.. . . 

The findings for each company are summ,arized on the 
following page. Additional discussion of stafPs conclusions for each 
company is containcd in chapters three through seven. 

11 

Two appendices are located at the back of this review. APBEh'DIS -4, is a chart 
comparing ILEC customer data security practices. APPENDIX p3 provides details on the 
sensitive customer information each iLEC collects, its use, and whether this infomation is 
masked for security. Exp.-.:atory notes provide additional information. 
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Embarq has developed and implemented policies and procedwes that focus on protecting 
confidential information. The company also has adequate m c s x e s  in place to secure iis physical 
assets by monitoring and restnc..:::Z access 10 specialized areas by job t m e  -:d need-to-know. 
Embarq also proactively prorecis its network a d  the sensitive information stored thPrcin using 
both extemal sources, and irs own internal security 

Vinual and physical sccunty now in use are in keeping with the besr industry practices, 
layered for a defense in depth, and appear to be effeciive. 





2oo 3ackgroz3d aDd fferspestive 

In general terms, identity theft is the use of someone's pcrsonal information with the 
intent to conmiit fraud. Identity rhefi can include the establishment OF a new account without 
authonzaiion, the misuse of an existing account and the establishment or misuse of govemnenr 
documenls rind benefits. 

The social security number is arguably the singlc most important i t en  of information 
neccssary to commit identity fraud. The function of the social security 
number has evoivcd Dearly over time, from a simple tracking number 
initially uscd for the fcderai government reriremenr systcm to more of a 
pcrsonal identification number used by entities ranging from rhe Intemal 
Revenue Service to banks, credit reponing azencies, aad various service 
providers. This evolution of the social security numbcr has created a need 
to more adequately protect and secure its use by the owner and exposure 
to those who mignt exploit it. While the social security number is the 
most critical component for identity theft, other information such as date 
of birth, a driver's license number, hc.r::: address, phone number, bank 
account and routing infor:nation, and credit account n,..~:.bcrs can also be 
useful In facilitating identity theft. 

Individuals bear the ultimate responsibility to judiciously secure personal information, 
Many times, identity theft occurs when 2 victim loses personal information or carelcssly exposes 
such iiirormation to opportunistic thieves. However, consumers must frequently entrust personal 
information to a business or agency. I n  doing so, there is a reasonable expectation that reputable 
companies wIll earnestly protect this sensitive information. 

Results of an FTC-sponsored survey on identity theft undertaken in 2003 high1i:hted 
several critical things. The tnreat of identity theft is credible, theirs are no longer isolated, and 
the problcni is increasing. The report also pointed out that, more than ever before, adequately 
protecting customer sensitive information is vital for ensuring consumer confidence. 

The 2006 FTC idenrip The$ Survey Reporr indicated that during 2005, 3.7 percent of the 
U.  S. population experienced some type of identity theft. In the previous 5 years, 12.7 percent 
(approximately 27 million citizens) reported being victims of sc:::: type of identity theft. The 
report showed that identity thcft impacted approximately 8.3 million American citizens during 
2005, at an estimared average cost o f  $1,882 per victim. The esiimate of total losses nationwide 
is S15.6 billion and the median of hours required by victims to resolve impact is ten hours. 
However, nearly one-third of c o m p i r h n t s  required 40 hours or more io resolve the issues.' 



- 
The FTC annually tracks identity theft complaints by ;ype -. . .i.:a:-i& t-anketj 

and location. in 2006, the latest data available, Florida ranked fifth f;yTh i a l  the i ln l i t s l ,  
in the nation with 98.3 cases per 100,000 population and a total of ~,, 98.3 cas\-u per 
17,780 reported victims. The Miami-Fon Lauderdale Metropolitan 
Statistical Area had the hixhesr number of Florida complainants j00,OOO population 
w i t h  7,557.' and a tciT:?P 'Of' 17,7NI) 

r-i:po:-ted vict:31s. ._ 
The problem of identity thefr is growing in Florida. The 

reponed number of victims within the state has steadily increased each year since 2002: 

These numbers represent those victims who notified authorities of the cnme; the actual 
total number may be significantly higher. In the last full year for which categorized data is 
currcntly available, thc 2006 FTC study noted that 26 percent reported the crime to the FTC, 
state or local government, and local police. Thirty-six percent notified a credit agency.' 

The Federal Trade Commission categorizes identity thefi complaints based on how 
victims' information was misused, including telecommunications fraud. Of note, the 2006 
Florida data indicates that 3.6 percent of complainants reponed unaurhorized establishment of 
new telecommunications accounis.' 

One of the most publicized breaches o c c r - c d  in 2005, when the consumer data broker, 
ChoiccPoint, h c . ,  admitted that i t  had compromised 163,000 consumers in its database. The 
company sold personal information, such as names, social security numbers, binh dates, 
cmployment Infomiation, and credit histories to an intemational group posing as legitimate 
American businessmcn. The individuals lied about thcir credentials and used commercial 
domestic mail drops to receive the information, ChoicePoint not only igorcd  red flags, but used 
unsecured fax machincs for correspondence. 

Also in 2005, B ~ I L ~  of America admiited losing a back-up file containing personal 
information for up to 1.2 million customers. In the same yew, Bx>. of America, Wachovia. 
Commerce Bancorp, and PNC Financial Services Group uncovered illegal sales b y  employees of 

A Idvnrity Their Viciim Complain1 Dam. Flonda. January I - Deccmbr: 3 I ,  2GOG. n C ,  W a s b ~ g l o n ,  DC. Fig 4a 
2OOG FTC /&nilrv Then Si(rwv Rciiori. Nimemhrr 7nn7 i 

~~ , , . - ~ ' ldenriry Theft Victim Compi-.:.: Data, Flonda, January I - Decembcr 31,2006, FTC. Washington, DC. Fig 2 
~ .___I._ .. l_ll , . ._ -. . .,, 



sensitive customer information. Over 676,000 customers were affected by the inremal breach in 
what was labeled at the time as potentially the "biggest security breach to hit r:le banking 
industry.337 

'22.1 Fbrida Breaches 
Companies operating within Florida are not imixune to unintentional exposure or 

The following list highlights recent events in  intentional breaches of customer infomiation. 
which customer information was exposed through unauthorized events: 

0 In March 2005, Customer records of a Florida-based subsidiary of the LexisNexis 
Groups were compromiscd when hackers used malicious programs to collect valid 
customer identification, passwords, a d  access the company's database. The hackers 
eventually gained access to 3 10.000 customer records. 

S In February 2006, a contractor for Blue Cross and Blue Shield of Florida sent the 
names and social security numbers of current afid fc:z:x errployccs tc his home 
computer. The former computer 
consultant was ordered to reimburse BCBS S580,OOO for expenses related to the 
incident. 

This was a clear violation of  company policy. 

In :May 2006, hackers accessed the Vystar Credit Union in Jacksonville, FL. Thcy 
collccted the personal information of approximately 34,000 members, indudin: 
names, social security numbers, date of birrh, and mothers' maiden namcs. 

': In Apnl 2007, ChildKet, an organization that manages Broward County's child 
welfare systcni, had a laptop siolen by a former employec. The laptop contained 
social sccurity numbers, financial and credit data, and driver's license information. 
Approximately 12,000 adoptive and foster-parents were adversely impacted. 

Ln June 2007, Jacksonville Federal Credit Union realized that social security and 
account numbers of 7,7GG of its members were accidentally posted, unencrypted, onto 
the intemet. The search engine Google indexed these records within its search 
criteria, exposing them thoughout the World Wide Web. 

0 In July 2007, Fidelity National Information Services, of St. Petersburg, reponed that 
approximately 2,300,000 customer records were stolen by a worker from a subsidiary 
company. The information stolen included credit card information, biir.k account 
numbers, and other sensitive personal data. 

G In November 2007, Memorial Blood Centers reponed a discovered theft of a laptop 
computer holding donor information. About 268,000 donor records contained the 
donor's namc and social security number. The laptop computer was stolen in 
downtown Minneapolis during preparations for a chm'ty blood drive. 

2 



0 In Decembcr 2007 to M u c h  2008, i t  was discovered that a breach of fix computer 
system led to the theft of about 4.2 million credit and debit card r.:::ibers from the 
Hannaihrd and Sweetbay stores. hannaford operates 165 stores in the Noflheast and 
there are 106 Sweetbay supermarkets in Florida. 

0 In February 2008, an Information Security Analyst was sentenced to SO months for 
aggravated identity theft and access device fraud. The individual had used an 
assumed online identity to sell approximately 637,000 stolen credit card numbers 

ugh a Web site frequented by individuals engaged in credit card fraud. 
Fortunately, the two bigyest customers tumed out to be undercover Secret Service 
agents. 

‘ 4  Ir. April 2008, Lifeblood Mid-South reponed a missing laptop. An intemal 
investigation uncovercc a second laplop missing from Lifeblood’s primary blood 
supplier. Stored inside both computers were donor n’ames, birth dates, and addresses. 
I n  rhe majority of cases, the social security number, driver’s license and telephone 
numbers, e-mail address, ethnicity, marital status, blood type and cholesterol level 
were also compromised, 

2.2.2 Peakntial of E::+osure 
Piivacy Rights Clearinghouse, a nonprofit consumer information advocacy orxanization, 

annually compiies 3 listing of ail dara breaches involving sezsitive customer data. In those 
incidents reported 2005 lo the presenr, the majority of identity breaches can be categorized into 
four types: 

..> Tecmology 
+ Online Exposure 
0 Insiders 
0 Improper storage or disposal of customer records 

Technology exposure c m  include unauthorized access into a company computer or 
sewer, espccialiy those thar store sensitive information in an unencrypted format. Also, this 
could include the uninrentional or intentional downloading of malicious sofrware to a company 
network not adequately secured with antivirus applications. 

Online exposure c2.n include personal information that is inadvertenily loaded onto rhe 
inrerner. Search engines, such as Google, can be used IO mine data from company websites and 
expose this infomiation to a vast, worldwide audience through the iniemet. E-mails that include 
personal information may also be sent inadvertently to the inconect addressee and unencrypted 
e-maiis may be intercepted by hackers or malware. 

Insiders can be dishonest employees with intent to commit fraud, or well-intentioned 
workers who commit a simple error in judgnent. A dishonest employee may work for any 
corporalion or agency. Employees wit3 access to personal infomation may use extreme mec-.s 
IO collect and steal personal infomiation. Deviccs such as iPo&, personal USB storage 
and cell phones may provide a dishonest employee the means to collect, store, and trms 

____. . .__- .___ ~. __ .. 
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Well intentioned, honest employees may also take sensitive customer information off-site for 
legitimate reasons but have the misfortune of a the8 or loss while away from 1he office. 

Improperly stored or disposed records containing sensitive customer iflformation can be a 
temptin:: target for rhlcves. Iriiaroper storage can include unsecured paper files and unshredded 
or panially destroyed documents and electronic media. Mailings that include sensitive personal 
data can casily be stolen and lead to a breach of infomation. Impropcr destruction or disposal of 
old hardware can also lead io a security breach if memory devices are not properly purged. 

. . .  ... 
. . . .  

, . ^  
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Several federal and state statutes or initiatives govcm data security and identity theft. 
Thcse apply eirher directly or  indirectly to Florida's inccmbenr local exchange caniers and 
should be considered in developing security practices and procedures. 

2.3.1 U§ CO&, Title 47, Chapter 5 ,  Subchapter BH. IF'zi-8 B, 5 2 2 2 ;  Privacy 

Under provisions of lhis statute, which wen: into effect in January 2006, 
klecommunications carriers have an obligation to proteci the confidentiality of customer 
propricrary network information (CPNI). The statute defines CPKI as: 

Qf CUStQmer Ps0pPieBaP-y XCbYQrk !hnfQrmatiQIl 

InIbnnation rclating to the quantiry, technical configuration, type, destination, 
location, and amount of use of telecommunications services subscribed io by any 
customer, and that is made available to the carrier by the customer solely by virtue of 
thc camer-customer relationship. 

Infoi-niation contained In the bills pertaining to telephone exchange semice or 
telephone toll service received by a customer o f a  carrier. 

3 

Telecommunications carriers that either receive proprietary information directly f?om 
individual customers or from another carrier, for purposes of providing any telecommunications 
service, shall use the information only for this purpose and are prohibited from using the 
informarion for marketing or other purposes. 

Except as required by law or with the approval of the customer, a carrier that receives or 
obtains customer proprietary network information by virtue of an offer to provide these services 
can only use, disclose, or allow access IO CPNI in its provision of  the scrjice. Caniers are 
allomed to publish directones containing personal information such as name, address. and phone 
number. Customers may opt-out of such directories by choosing to have an unpublished number. 

The stature also allows publication of aggregate data by telecommurilcations carriers. 
Such collective data relates to a group or category of semices or customers, bom which 
individual customer identities and chzracteristics have been removed. 

Scnsitive customer information studied during this review falls outside the definition of 
CPKI as contained in this statutc. This review concentrates on how Florida ILECs collect, use, 



and safeguard such non-CPNI cilstomer infonnaiion social security and driver’s license numbers, 
banking information, and credit card data. 

2.3.9 Identity Theft and .4ssui;iption Eeterrence . k t  li 998 
In 1998, the Federal government enacted the Identity Theft and .4ssumption Deterrence 

Act. This measure made it a violation of federal law to intentionally misuse anolher person’s 

ACI charyed rhe Federal Trade Commission FTC)  as the principal federal govemmenial agency 
responsible to protect consumers from identity theft. Victims of identiry rheR can nolu repon the 
crime IC thc FTC. which is responsible to collect complaints and then share the information with 
federal, staic, and loca! l a w  enforcement. 

identifying infomiation or cxis:iny accounts. or to establish an account using hisher name. R The 

2.3.3 Fair anid Accurate Credit Tmnsaction Act 2003 
This amendment to the Fair Credit Reponing Act is desig.ed to help elevate attention 

given IO preventing identity thefi. Two components of the law require companies to truncate 
credit and debit card information on prinied receipts, and to properly dispose of customer 
records. All credit card machines must be progra ed to pnni only the !as1 five-digils of the 
card information on a receipt, and may not include the expiraiion date. 

Disposal requirements instruct busixsses on methods to bc used for documents 
containing custumer informarion. Proper disposal includes buming or shredding of paper reports 
and completcly erasing elecnonic storage devices. Such services can also be contracted to a 
qualified disposal company. 

2.3.4 Fair  Debt C~lYe~t i r~~ns  Privacy . k t  
This act specifically limits the information that a creditor, or its agent: can provide to a 

thi:d pany. For instance, this legislation prevents a creditor, or the creditor’s agent, fron 
disc lo sin^ to a third party thai an ... lividual is in dcbt. This law also prevents a service provider 
from disclosing m y  past-duc or  charge-off information to anyone other than the customer of 
record or a previously designarea, authorized user. 

2.3.5 Presidential Task Force ~f identification Theft 
In May 2006, an Executive Order was issued establishing the President’s Task Force on 

Identity Thefi. Tliis task force, headed by the Atromey General nnd the Chairman of :he Federal 
Trade Commission, was charged to “craft a strategic plan aiming to make the federal 
zovemment’s efforts more effective and efficient in the areas of identity thefi awareness, 
prevention, detection, and pro~ecut ion.”~ The April 2007 final report featured a strategic plan 
recognizing that “No single federal Jaw regulates comprehensively thc private sector or 
governmental use, display, or  disclosure of social security numbers; instead, there are a va~iery 
of laws goveming social security number use in certain sectors or in specific situaiiox.”” The 
Task Force has recommended the development of a comprehensive record on private sector use 

*Public LJW 105-319.3 12 Srai.3007 (OcroberiO.l938) 
‘ Tht President’s ldcnriry Thrfi Task Force, Combating ldeniiry Thefr - A Suategic Plan, 2007, p. viii 

The Prcsidonr’s Identity Theft Task For-e. Combating Idenriiy Theft - A SrnteSic Plan, 2007, p. 21 IO 
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of social security numbers. including evaluating their necessity. The rrajor policy 
recommendations from the Task Force are: 

i- Federal azencies should reduce thc unnecessary use ofsocial security nurrbers, the 
most valuable commodity for an idcntity thief. 

‘-Y That national standards should be established to require private sector entities to 
safeguard the personal data they compile and maintain and to provide noti8:e to 
consumers whcn a breach occurs that poses a significani risk of identity theft. 

.:.> Federal agencies should implement a broad, sustained awareness campaig  ro educate 
consci-.frs, the private sector, and the public sector on deterring, detecting, and 
defending against identjiy theft. 

.3 A National Identity TheR Law Enforccmcnr Center should be created to allow law 
enforccment agencies to coor3i::ate their efforts and infomarion more efficiently, and 
investigate and prosecute identity thieves more cffcctiveiy. I !  

The Task Force believes that these changes are key to waging a more cirective ii&r 
against identity thee and reduce its incidence and damage. Some recommendations can be 
implemcntcd relatively quickly; GlheTS will rake lime and the sustained cooperation of 
government entities and the privare sector. 

2.3.6 Florida Statute 817.568 and 817.5681 
Florida Statute 817.568 makes i t  a crime to iraudulenrly use another person’s identifying 

information without first obtaining consent. 

Florida Public Service Commission (“rhe Commission”) has iinited specific jurisdiction 
regarding the security of sensitive customer data or its storage. However, within the existing 
framework of those measures, the Commission seeks ‘io monitor the activities of regulated 
businesses, cnsuring that adequate safeguards have been put into place to protect sensirive 
personal information from compromise. Chapter 550.1 17 of the Florida Statutes allows the 
Commission to conduct management and operation audits for any regulated company to ensure 
adequate operaling controls exist. In accordrxe with that authority, this report addresses 
whether each - 2 C  audited for customer data security has adequate sensitive customer data 
controls in place. The audit particularly focused on management, infomation techrology, user 
awareness, outsourcing, and auditing. The following company chapters address these. controls in 
a question and answer fomiat. 

i l  Thc Prcstdznr‘s ldrnriry ‘i’iicfi Task Force, Combatin2 Identity Theft - A Snaregic Pian, 2007, p. 4 
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Embarq Corporation is headquartered in Overland Park, Kansas, and has approximately 
19,000 empioyees operating ia I8  states. In Florid% Embarq currently services approximately 
1.3 million residential customers. Embarq’s service ponfolio inciudes local voice and data 
services, long distance, Business Class high-spccd lntemet, wireless, enhanced data network 
services, voice and data commmicarion equipment, and managed network services. 

Does Lmbarq management have a ciear uanderstanainy that Enlormation 
security is a management responsibility? 

Embarq’s responses to document requests and on-site inierviews indicate that 
management does have a clear understanding that inronnation security is primarily a 
management responsibility. Embarq has employed a system that identifies an Information Asser 
Owner (1.40) who is personally responsible for the security, distribution, and access to specific 
sensitive customer information. IAO’s throughout Embarq are typically at rhe level of Director. 
This places Embarq’s management within the information chain of custody, charging them with 
the day-to-day responsibiliry of  sensitive customcr data security. 

Embarq’s commitmen? Io protecting sensitive customer data is highIighted in the privacy 
principles i t  employs to assure their customers that the information collecred is used only for 
appropriate purposes, and is protected from any inappropriate use or disclosure. 

What  type of personal inforia~ation d ~ t s  E m b a ~ q  collect frpom censtomers? 
. .  When initiating a new r 

collects the customer’s informatio 
nt, a Customer Service Representative (CSR) 

The customer may also be asked to provide a previous address. The same information is 
collected on any co-applicant who will be sharing responsibility for bill payment. The customer 
can elect to provide a credit card number or account number to pay for any account set-up fees 
and/or establish automatic billins. 



Was Ea:barq irisnagemeaat assessed the appropriateness of the  information 
collected from C U S ~ Q ~ ~ T S ?  

Embarq’s responses to staf?s data requests and intewiews indicated that management has 
assessed the :::;amation collected and decmed it to be appropriate to processing new account 
requests, aild essential for processing service requests and provi-.z$ telecommunication services. 
Embarq’s management states it is aware of the potential risks associated with collecting such 
information, especially with individual social security numbers that are specifically collected in 
order to run a customer credit worthiness check. The number is then maintained in the system for 
customer identification purposes. 

Does Embarq aaquateky limit the use and disclosure of ~ u s ~ o m e r s ’  personal 
infQrIlUtiOn? 





overall responsibility rcmains with thc 1.40 until thc infomiation is vcrificd to be properly 
destroyed, or it is assigncd to anothcr IAO. This systcm provides a constant and traccablc chain 
of cusioriy leading to those charged with the protcction o f  Embarq's intctnal data, proprietary 
information. and sensitive customer infomiation. 

Embarq management believes that the protection of sensitivc customcr data is vital to its 
busincss succcss. The company uses a number of monitoring tools to evaluatc the overall 
integrity of thc infomiation system. These toois include an in-linc intrusion prevention systcm to 
identify. deter, or prevent unauthoiized entry. All access to the systcm is monitorcd by Sccurity 
Event Monitoring and any unusual event detcctcd is investiydtcd by the Computer Incidcnt 
Iiesponsc Team (CIRT). 

Fhs Embarq established appropriate information security policies, 
procedures, and guidelines'? 

Embarq has cstahlished appropriate information security policies, procedures, and 
guidclincs by einpioying logical access controls hascd on job responsibilities and work-rclated 
"need-to-know." Storage and handling procctlurcs are detailcd in Embarq's Iriforr~in~iori 
Clussficutiori Gziideiines unci Iiforination Clu.ssi$curion & Quick Reference Guide, published 
March 2007. 

The Enferprise Seauii); Poiicy addresses topics such as: 
> Infoxmation Classification 

Cryptogaphic Controls 
* Nctwork Security 
* Acccss Control 

The hlformution Security Srundurds outlincs: 
Data Classification, Handling, and Storage 

, Encryption of Electronic Infomation 
Information Communications 

> Network and Computing Systems 
L Risk Management 

Security Compliance Reviews 
* Third Party Scrviccs. 

Information Technology cniployees work to protect sensitive customcr infommtion and 
to make the entire nctwork resistant to penctration by running the most current versions of 

. 
lwel of Critical Alert or AlcI?, the CIRT team becomes involved to take measures to handle the 
security threat. Embarq also receives notices dircctiy from Microsoft due to the significant 
number of Windows-specific vulnerabilities. 





Security Event Monitoring system. The Computer Jncident Response Team also proactively 
monitors the system for security events. 

Does Embarq monitor software security activity and produce appropriate 
management reports? 

Embarq information technology has the ability to monitor employee access to the 
network and sensitive information in real time. This oversight provides IT the capability of 
determining who is accessing specific areas of the nehvork, when such access occurred, the 
duration of the access and whether unauthorized users attempted access. 

All access to Embarq’s network system is retained in audit logs that are sent to Security 
Event Monitoring and are available for review. Unusual activity triggers an alarm for the 
Computer Incident Response Team to investigate and review. System access reports are 
generated quarterly for review by the Information Asset Owner (IAO), who verifies the 
infomation is accurate. While the reports are. generated quarterly, unusual or suspicious activity 
is handled immediately and the IAO and appropriate management are notified prior to the 
scheduled quarterly report. 

Does Embarq have adequate privacy and data policies and procedures? 

Annually, Embarq employees are required to read and acknowledge the Code of Conduct 
dated February 2007. Verification of the acknowledgement is handled electronically as 
employees must enter their user ID and password for the electronic signature. Employees also 
receive an annual refresher on handling sensitive customer data. However, the Embarq Code of 
Conduct only briefly addresses the handling of sensitive customer infomation and does not cite 
specific laws or regulations. Employees are referred to the EmpZoyee Guide, the Privacy Policy 
and the Customer Proprietary Network Information PoZicy for more details. Staff notes that 
Embarq does not have separate, written policies for sensitive customer information. However, 
staffdoes not believe this to rise to the level of a finding or major concern. 

All employees must acknowledge the Proprietary Information Display on a daily basis as 
part of the initial sign-on process. While this is an affirmation of their responsibilities in handling 
CPNI, neither the Proprietary Information Display, nor the Code of Conduct specifically address 
the use of sensitive customer information. These policies include corporate information as a 
whole and include the protection of sensitive customer information only by mention of how the 
information should be used, rather than how it is to be protected. 

Are Embarq employees properly trained on privacy and data security 
policies? 

New employees to Embarq are trained “from the ground up,” reviewing and 
acknowledging all of the above listed policies and guidelines, as well as formalized training on 

~ 
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how to handle corporate infomiation and sensitive customer informarion. The training is self- 
paced, using both classroom and int-met formats. Once areas of training have been completed, 
the employcc’s file is updated 10 note the completion. 

Regular on-the-job trainiiig is used to reinforce those principles uti.: ... :.z the corporate 
intraner, annual review, and ac:c.owledgement of the Code ofConducr and CPNI training, and 
interoffice memos with topics highlighting any current areas of interest, including s2feguarding 
sensitive customer data. Embarq states that it strives to bring the safeguarding of sensitive 

D ~ t s  iEri:barq have pQkiCies and procedures in place which address penalties 
for violations of Privacy Data Security policies? 

Embarq corporate policy: in the Employee Guide. Policies and Procedures states: 

“Any employee who violates Company policy regarding ihe co?+dentialiry of cusiomer 
information wiil be subjecr to disciplinary action. Disciplinuiy acrion muy imiude tenninclrion. 
even for the firs[ offense. ” 

Embarq’s policy calls for any action that results in a breach of sensitive customer 
information to be referred to Human Resources for review and determination of the next course 
of action. For a breach involving electronic data, the Computer Incident Response Team is to 
become involved to investigate &id communicate its findings for any hr ther  course of action. 

Does Embarq  provide third parties x\ith access to custoz-er personal or 
banking data? 

Embarq partners with inurpendent vendors located renonallv throughout rhe countn to 
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payments. Cusromers can visit one of Embarq’s 18 stores, log-on to Embarq’s Web site or 
contact a call center to make a paymenr. 

Radio Shack, to purchase ;he prepayment. Embarq also allows payment through all Westem 
Union locations. 

E::.xrq enters into a iMurzer Agreement with these companies ?hat contractually binds the 
vendor to terms and conditions regarding the handling of any information provided to 
cantractors. Enbarq also maintains Physicui Secxriry Adniifiisrrulion: Srnndurds for  Suppliers, 
dated October 2007, along with a Supplier Code of Conducr, also revised in October 2007. These 
documents further hig$light Embarq’s requirements for the vendor’s responsibility for handling 
castomer k rama t ion ,  such as protecting co::Ldential and proprietary information thar belongs to 
Embarq and its customers, along with computer and network security. 

What c o t ~ t ~ ~ k  Bias Embarq pent in place to prevent d i s ~ l ~ s u r e  of customers’ 
persomi informauion by third parties? 

Embarq states that each vendor operates under the same terms 2s defined by the Mnster 
Agreemenr. Each vcndor is expected to secure customer information in a manner that is at a 
r:i:.imum, equivalent to Embarq’s corporate standards, which are also supplemented by the 

third party employees that provide service to Embarq are required to undergo a 
background check. All third party vendor persc-7.51 are to abide by all policies and jrocedures 
applicable to E::>arq premises access ris;n.s. Embarq states that its general practice is to ensure 
that everyone knows and understands its policies regarding security of confidenrial infomiation 
and the Code of Ethics. Embarq releases these documents periodically and encourages review by 
both Embarq employees and all third patty vcndor employees. 

Embarq’s Musrer Agreenzenr states all third party vendors must a&ke to stringent, 
company-wide security standards and their intemal structures are open to assessment by 
Embarq’s security team. Violations or breaches of its confidentiality policies will result in 
corrective actions that include dismissal of contract agreements. 

Does Embarq possess or have access t o  competent auditing resources to 
evaluate information security ~ : d  associated risks? 





Embarq has developed and implemented policies and procedures that focus on protecting 
confidential information. The company also has adequate measures in place to secure its physical 
assets by monitoring and reshcting access to specialized areas by job type and need-to-know. 
Embarq also proactively protects its network and the sensitive information stored therein using 
both external SQUTC~S, and its own i n t d  security 

Virtual and physical security now in use are in keeping with the best industry ractices 
layered for a defense in depth, and appear to be effective. P 
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This  section provides a venue for companies ro c o r a e n ~  on the repon. All comments 
have beet? reproduced ve rba rh .  

To be deremined 

To be determined. 





This cha.c summarizes each company's secunry policies, pracriccs, and initiatives. The 
points arc discussed in more derail in each respective company chapter. 
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