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	Attachment III - 6



Drug & Alcohol Testing / Background Investigation Risk Classifications

This list specifies the minimum Risk level for contract workers performing certain types of services.  These Risk classifications primarily apply to services provided on Company premises, in order to provide reasonable employee, customer, public, and asset protection.  If the services are performed on the Contractor’s premises, the associated risks should be evaluated on a case-by-case basis to determine if drug testing and background investigations are warranted.  Mitigating factors may be considered when determining the Risk classification of a particular contact worker on a work site or project.  The mitigating factors may increase or decrease the Risk assignment level – see Chapter III (page III-19).  There are no mitigating factors for a contract worker having cyber or authorized unescorted access to Critical Cyber Assets – see Chapter III (page III-17).
If a Contractor performs work in multiple Risk levels, the higher Risk level should be assigned.  Contract workers may be placed in one Risk level for drug tests and another Risk level for background investigations.  In most cases, alcohol screening is not required to qualify contract workers to work on Company premises.  Where Federal regulations require more drug testing or background investigation criteria, the more stringent requirements will apply.
Risk Assignment Codes:

	
	Risk I – Both Drug/Alcohol Testing and Background Investigation

	
	Risk II – No Drug/Alcohol Testing and Background Investigation Required

	
	Depends on the nature of service - evaluated on a case-by-case basis

	D
	Risk I – Drug/Alcohol Testing Only

	B
	Risk I – Background Investigation Only

	DBTA
	Risk I -  Drug/Alcohol Testing, Background Investigation, Cyber Security Training, and Enrollment in Periodic Security Awareness Program


	Contract Service
	Risk Assignment

	1. 
	Advertising
	

	2. 
	Aerial Inspections (Power Delivery)
	

	3. 
	Aerial Repair and Installation (Power Delivery)
	

	4. 
	Alignment Services – on plant sites
	D

	5. 
	AMR Communications (Automated Meter Reading)
	

	6. 
	Appliance Delivery & Installation (in customer’s home)
	B

	7. 
	Appliance Repair (in customer’s home)
	

	8. 
	Appliance Repair (company premises)
	

	9. 
	Appraisals (Corporate Real Estate) - exterior access only
	

	10. 
	Asbestos Abatement / Insulation Services
	D

	11. 
	Ash Collection
	D

	12. 
	Ash Hauling Service (if hauling/moving onsite)
	D

	13. 
	Attachment Agreement Contracts (Power Delivery)
	

	14. 
	Attorneys
	

	15. 
	Attorneys – Performing Governmental Relations Activities
	B

	16. 
	Automobile Rentals (drop-offs)
	

	17. 
	Balancing (low speed)
	D

	18. 
	Belt Splicing
	D

	19. 
	Blasting (explosive)
	

	20. 
	Boiler Repair
	D

	21. 
	Breaker/Switchyard Repair
	

	22. 
	Breaker/Switchyard Repair – on plant sites
	D

	23. 
	Building Maintenance/Service – exterior
	

	24. 
	Building Maintenance/Service – interior (restricted access)
	

	25. 
	Building Maintenance/Service – interior (unrestricted access)
	

	26. 
	Carpenters
	

	27. 
	Carpenters – on plant sites
	D

	28. 
	Carpet installers
	S

	29. 
	Catalyst Cleaning / Repair
	D

	30. 
	Caterers
	

	31. 
	Chemicals (delivered)
	

	32. 
	Chemical Cleaning
	D

	33. 
	Chemical Process Inspection/Repair 
	D

	34. 
	Clerical Services (w/network and/or unrestricted access)
	

	35. 
	Clerical Services (wo/network access / on plant sites)
	D

	36. 
	Clerical Services (all other)
	

	37. 
	Coal Delivery
	

	38. 
	Collection Agencies
	

	39. 
	Communications Equipment Repair
	

	40. 
	Communications Equipment Repair – on plant sites
	D

	41. 
	Computer Services (w/network access)
	

	42. 
	Concrete Contractors and Form Fabrication - offsite
	

	43. 
	Concrete and Underground – on plant sites
	D

	44. 
	Condemnation Services
	

	45. 
	Condenser Tube Cleaning
	D

	46. 
	Consulting/Training Services – restricted access offices / training buildings
	

	47. 
	Consulting/Training Services (technical) – plant/powerhouse access
	D

	48. 
	Contract Worker Having Authorized Cyber or Authorized Unescorted Physical Access to Critical Cyber Assets – see footnote (1) 
	DBTA

	49. 
	Controls Tuning
	

	50. 
	Cooling Tower Repair
	D

	51. 
	Copy Machine Installation & Repair
	

	52. 
	Counterpoise (Power Delivery)
	

	53. 
	Courier Services – unrestricted access
	

	54. 
	Courier Services – limited/controlled access
	

	55. 
	Craft Workers at Plants (any services not listed)– see footnote (2)
	D

	56. 
	Crane Operator/Rental
	

	57. 
	Crane Operator/Rental/Service & Repair – on plant sites
	D

	58. 
	Customer’s Premise Service Providers
	

	59. 
	Customer’s Property Repair – exterior only
	

	60. 
	Cylinder Gas Suppliers
	

	61. 
	Delivery Personnel – General Materials/Supplies
	

	62. 
	Demineralizers
	D

	63. 
	Demolition
	

	64. 
	Demolition – on plant sites
	D

	65. 
	Directional Bore/Trenching URD Services (Power Delivery)
	

	66. 
	Diving/Scuba Inspection and Maintenance Services
	D

	67. 
	Document Scanning
	

	68. 
	Dredging Services
	D

	69. 
	Drilling Services
	

	70. 
	Drilling Services – on plant sites
	D

	71. 
	Drive-Away services
	

	72. 
	Duct Repair
	

	73. 
	Duct Repair – on plant sites
	D

	74. 
	Electrical Repair
	

	75. 
	Electrical Repair – on plant sites
	D

	76. 
	Elevator Maintenance/Repair – unrestricted access
	

	77. 
	Elevator / Manlift Maintenance/Repair – on plant sites
	D

	78. 
	Emergency Responders (if contracted for)
	

	79. 
	Employee Relocation Services
	

	80. 
	Energy Services Contracting – customer locations
	

	81. 
	Engineering Contractors – working on Company premises
	

	82. 
	Engineering Contractors – off Company premises
	

	83. 
	Environmental Testing & Remediation Services 
	

	84. 
	Environmental Testing & Remediation Services – on plant sites
	D

	85. 
	Erosion Control/Excavation
	

	86. 
	Erosion Control/Excavation – on plant sites
	D

	87. 
	Expansion Joint Repairs
	D

	88. 
	Explosives/Blasting
	

	89. 
	Exterminators/Pest Control/Termite Protection – Inside Facilities
	

	90. 
	Facility Use Agreement/Food/Entertainment/Lodging
	

	91. 
	Fencing Contractors
	

	92. 
	Fencing Contractors – on plant sites
	D

	93. 
	Fiberglass Repair – on plant sites
	D

	94. 
	Field Service Engineer/Technician (Power Delivery)
	

	95. 
	Fire Inspections – Company Facilities
	

	96. 
	Food Service Workers – on site, unrestricted access
	

	97. 
	Foundations / Furnish/Install Mats on Right of Way
	

	98. 
	Fuel Delivery
	

	99. 
	Gas Line Inspections – on plant sites
	D

	100. 
	General Contractors
	S

	101. 
	Generator Rewinders – on plant sites
	D

	102. 
	Grit Blasting
	D

	103. 
	Gypsum Hauling (if hauling/moving onsite)
	D

	104. 
	Hanger Inspections
	D

	105. 
	Heavy Equipment Operators
	

	106. 
	Heavy Equipment Operators – on plant sites
	D

	107. 
	Heavy Equipment Maintenance / Repair – on plant sites
	D

	108. 
	Heavy Equipment Transportation
	

	109. 
	HVAC services maintenance/repairs/installation (exterior)
	

	110. 
	HVAC services maintenance/repairs/installation (exterior) – on plant sites
	D

	111. 
	HVAC services maintenance/repairs/installation (interior) – unrestricted access
	

	112. 
	Inspection services (not otherwise listed) – on plant sites
	D

	113. 
	Insulation Services
	

	114. 
	Insulation Services (craft workers) – on plant sites
	D

	115. 
	Intake Screen Repair
	D

	116. 
	Janitorial Services 
	

	117. 
	Jobsite Superintendents
	

	118. 
	Laborers – on plant sites
	D

	119. 
	Land Acquisition (Corporate Real Estate)
	

	120. 
	Landscape Services
	

	121. 
	Language Translation – off site
	

	122. 
	Lawn Care – Buildings/Facilities
	

	123. 
	Lawn Care – Substation Outside Fence
	

	124. 
	Lift Station Repair
	D

	125. 
	Lighting Construction/Maintenance (exterior) 
	

	126. 
	Lighting Construction/Maintenance (exterior) – on plant sites
	D

	127. 
	Lighting Construction/Maintenance (interior)
	

	128. 
	Lighting Reclamation
	

	129. 
	Limestone Delivery
	

	130. 
	Line Marking - parking lots and street
	

	131. 
	Lobbyist
	B

	132. 
	Locksmiths – Company Facilities
	

	133. 
	Logistics – Appliances (Marketing)
	

	134. 
	Logistics – Materials
	

	135. 
	Locomotive Repair
	D

	136. 
	Machining – on plant sites
	D

	137. 
	Metal Fabrication/Construction
	

	138. 
	Metal Fabrication/Construction – on plant sites
	D

	139. 
	Meter Equipment Repairs (Power Delivery)
	

	140. 
	Meter Reading
	

	141. 
	Motor Repair – on plant sites
	D

	142. 
	NDE (Contracted services)
	D

	143. 
	Nuclear Level Detector Service/Repair
	D

	144. 
	Nursing Services
	

	145. 
	Office Equipment Provider/Service
	

	146. 
	Office Space/Cubicle Installation – unrestricted access
	

	147. 
	Office Space/Cubicle Installation (Craft Workers) – on plant sites
	D

	148. 
	Overhead & Underground Transmission and Distribution Contractor
	

	149. 
	Overhead Line Equipment Repair (Power Delivery) – off site
	

	150. 
	Painters – exterior
	

	151. 
	Painters – interior
	

	152. 
	Painters – on plant sites
	D

	153. 
	Parking Lot Repairs/Paving
	

	154. 
	Parking Lot Repairs/Paving – on plant sites
	D

	155. 
	Parts Cleaning Machine Services
	

	156. 
	Parts Cleaning Machine Services – on plant sites
	D

	157. 
	PCB Test Service – off site
	

	158. 
	Photography 
	

	159. 
	Physicians and Other Medical Services
	

	160. 
	Pile Driving Services
	

	161. 
	Pile Driving Services – on plant sites
	D

	162. 
	Plumbing – unrestricted access
	

	163. 
	Plumbing – restricted access
	

	164. 
	Pole Inspections / Attachments / Reinforcements 
	

	165. 
	Portable Water Trailers (delivery and operation)
	

	166. 
	Portable Toilet services (delivery and removal)
	

	167. 
	Precipitator Washing Services
	D

	168. 
	Professional Services Providers/Consultants – Company Supervised
	

	169. 
	Professional Services Consultants – non-Company Supervised
	

	170. 
	Professional Services Consultants – Governmental Relations
	B

	171. 
	Property and Lake Surveillance (Corporate Real Estate)
	

	172. 
	Pump repair – on plant sites
	D

	173. 
	Railcar / Railroad Services – on plant sites
	D

	174. 
	Refractory
	D

	175. 
	Right of Way Clearing
	

	176. 
	Right of Way Clearing – on plant sites
	D

	177. 
	Roofing Installation/Repair
	S

	178. 
	Roofing Installation/Repair (Craft Workers) – on plant sites
	D

	179. 
	Safety Specialist
	

	180. 
	Sand Blasting – on plant sites
	D

	181. 
	Scaffolding Erectors
	D

	182. 
	Scale Calibration (Storeroom)
	

	183. 
	Scale Calibration (Truck)
	

	184. 
	Scale Calibration (Belt)
	D

	185. 
	Scheduling Support Services
	

	186. 
	Scrap Material Disposal/Removal (non-hazardous)
	

	187. 
	Scrap Material Disposal/Removal (hazardous)
	

	188. 
	Security Equipment Technicians – Alarm Systems, etc.
	

	189. 
	Security Services – Armored Car, Deposit Delivery, etc.
	

	190. 
	Security Services – On Site, Company Premises
	

	191. 
	Site Preparation/Clearing/Grading/etc.
	

	192. 
	Site Preparation/Clearing/Grading/etc. – on plant sites
	D

	193. 
	Software Acquisition
	

	194. 
	Software Development – on site or network access
	

	195. 
	Specialty Tank Lining
	D

	196. 
	Sprinkler Systems - Building (fire)
	

	197. 
	Sprinkler Systems – Lawn Services
	

	198. 
	Stack Inspection/Repair
	D

	199. 
	Stress Relieving / Heat Treating Services – on plant sites
	D

	200. 
	Substation Electricians
	

	201. 
	Substation Construction/Maintenance
	

	202. 
	Substation Panel/SCADA Wiring – off site
	

	203. 
	Surveying Aerial/Land
	

	204. 
	Surveying Aerial – plants
	

	205. 
	Surveying Land – on plant sites
	D

	206. 
	Switchyard Maintenance – on plant sites
	D

	207. 
	Tank Inspection/Repair – on plant sites
	D

	208. 
	Temporary Services/Agency Workers (administrative and professional)
	

	209. 
	Test Engineers
	

	210. 
	Tool Trailer (Rental/ Third Party)
	

	211. 
	Tower Construction
	

	212. 
	Towing Service – Vehicles
	

	213. 
	Tree Trimming/Vegetation Maintenance
	

	214. 
	Tug Boat Services
	D

	215. 
	Turbine Repair Contractors
	D

	216. 
	Underground Cable Locators
	

	217. 
	Vacuuming (Industrial) – on plant sites
	D

	218. 
	Valve Repair – on plant sites
	D

	219. 
	Vehicle Washing/Cleaning – unrestricted access
	

	220. 
	Vehicle Washing/Cleaning – restricted access
	

	221. 
	Vending Machine Personnel
	

	222. 
	Video Inspection Services – on plant sites
	D

	223. 
	Waste Disposal/Removal (non-hazardous)
	

	224. 
	Weld Overlays – on plant sites
	D


Footnotes:

[image: image1.wmf](1)
If a contract worker may or will have authorized cyber (electronic) access or unescorted physical access to Company Critical Cyber Assets, the risk assignment for the contract worker is Risk I, DBTA.  To ensure the appropriate background investigation procedures are followed, consult the document to the right and contact SCS Legal or Compliance for guidance on the Company’s policy and procedures for Contractor Access to Critical Cyber Assets.  
(2) “Craft workers at plants” includes all contractor employees (unless specifically specified in this table) performing any new construction or work associated with demolition, maintenance, repair, renovation, replacement, revamping, and upkeep of machinery, and equipment within the confines of the plant.
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Contractor Physical and Electronic Access to 


Critical Cyber Assets

1.0 Introduction


Security and access restrictions mandated by FERC Order 706 require Southern Company to implement new policies and practices regarding physical and electronic access to any system or facility designated as a Critical Cyber Asset (CCA).  These policies and practices will include determining what personnel can have electronic access to a CCA and/or unescorted physical access to a CCA.  The type of access granted to a direct employee, contractor employee, or visitor will be determined by the duty being performed and how often the party will need access to the CCA and/or CCA area.


2.0 Requirements


Prior to any personnel being permitted electronic or unescorted physical access to a CCA, the following criteria must be fulfilled:


(a) Enrollment in a Southern Company or other Southern Company approved periodic security awareness reinforcement program.


Personnel with access to a CCA or CCA area need to be aware of any security restrictions or protocols in place for the CCA and/or CCA area.


(b) Initial and annual Southern Company or Southern Company approved cyber security training.


Any pre-requisite cyber security training for access to a CCA and/or CCA area must be determined and completed.  After completion of initial cyber security training, Personnel must undergo cyber security training no less than once each year. 


(c) Background investigation.


A completed Risk 1 background investigation as defined in the Southern Company Contract Guidance Manual (Attachments III-7 and III-9) no more than 7 years old must be verified and documented.  Background investigations must be performed by an entity independent of the party requesting access.  Current Risk 1 background investigations must be performed by one of the preferred providers listed in the Contract Guidance Manual.  


The Contract Administrator is responsible for collecting evidence of the fulfillment of these criteria and forwarding it to Southern Company Transmission Compliance.

Personnel will not be granted electronic access to a CCA or unescorted physical access to a CCA area if any of these criteria are not fulfilled.  


Additionally, the personnel type (direct employee, leased or independent contractor, visitor) will determine how access is requested, granted, and documented (e.g., since unescorted physical access must be requested through Cool Compliance, an NTID will be necessary before requesting unescorted physical access).


3.0 Physical Access


Unescorted physical access to CCA areas is available only to internal Southern Company personnel (direct employee or contractor) working directly on a CCA.  Lists of personnel with unescorted physical access shall be maintained and reviewed at least quarterly.  Emergency responders will be granted unescorted access to a CCA area in the event of an emergency and all appropriate measures will be followed to manage and document this access.  


Anyone not approved for unescorted physical access (or emergency responders) must be considered a visitor.  Visitors will be required to record their access the area in a visitor log and must be escorted while in a CCA area regardless of the reason for needing access.  Since the requirements for unescorted physical access are strict, most individuals entering a CCA area will require an escort (who has been granted unescorted access).  


Note:
Every person entering a CCA area must record his or her access electronically (for example, by using a badge reader if authorized for unescorted physical access) or in a visitor log.  If an individual authorized for unescorted physical access enters a CCA area without swiping his or her badge, that person must sign the visitor log.  Tailgating (that is, an employee or visitor following an employee into an access-restricted area without recording his or her access either electronically or in a visitor log) is prohibited.


Examples of visitors requiring escorts while in a CCA area include, but are not limited to, the following:


· Food services (Aramark).


· Physical security.


· Cleaning services.


· Maintenance (Central Fire, Air, Jeffcoat, Mayflower, etc.).


· Professional services (including internal Southern Company contractors not working directly on a CCA).


· Vendor technical support.


· Mail services.


· Deliveries (Office supplies, etc.).


· Sales reps.


4.0 Electronic Access


All personnel, whether internal to Southern Company or outside contractors as deemed appropriate, with electronic access to CCAs shall be approved by management and documented.  Lists of personnel with electronic access to CCAs shall be maintained and reviewed at least quarterly.


Note:
Electronic access and unescorted physical access will be separate entities in Cool Compliance with different requirements for approval.  Having electronic access will not automatically authorize a user for unescorted physical access and vice versa.


5.0 Process


1. Identify and verify all CCA areas.


Once identified, CCA areas will need to be flagged in Cool Compliance so that access can be controlled and coordinated.


2. Identify any potential cyber security implications involved with hiring contractors to work on CCA-related projects.


This will include determining what type of access a contractor employee will have, requirements for unescorted physical access, and how escorted physical access will be implemented (e.g., appointing an escort, changing local processes, etc.). 


3. Determine and communicate requirements for obtaining access.


This information will be provided to any personnel requiring electronic or unescorted physical access to any CCA.


4. Compliance with applicable provisions of the Southern Company Contract Guidance Manual.

This will include completion of: 


(a) Enrollment in a periodic security awareness reinforcement program for each contractor employee who will have or has electronic access to a CCA and/or unescorted physical access to a CCA area.  


(b) Initial and annual cyber security training requirements.


(c) Initial and periodic background investigation and personnel risk assessment. 


For contractor employees, the Contract Administrator shall collect documentation of initial and periodic completion of (a), (b), and (c) and forward it to Southern Company Transmission Compliance.


5. Determine and document when to allow emergency temporary physical access exceptions.


This will include defining and documenting the following:


(a) Types of emergency circumstances dictating relaxation of standard physical access restrictions to accommodate emergency responders (medical, fire, etc.) and who will declare the emergency.


(b) Measures to maintain a reasonable level of security during the emergency.


(c) Measures for restoring standard security practices and documenting the exception.


Southern Company


Contractor Unescorted Physical and 


Electronic Access Checklist

Vendor


___________________________________


Contractor:





Supervisor:


___________________________________

___________________________________


		

		

		Provided by:

		

		Date completed:

		

		Reviewed by:



		Security training

		

		

		

		

		

		



		Background investigation complete (or verified) and determination of eligibility sent to SCS.  (Attach evidence.)

		

		

		

		

		

		



		Security awareness reinforcement program

		

		

		

		

		

		





I have reviewed the above and acknowledge that the information is correct.


___________________________________

___________________________________


SCS Vendor Contract Administrator


Date 


Name/Title


Please forward the completed checklist and evidence of the completed background investigation to Southern Company Transmission Compliance.


Southern Company Services
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