FLORIDA PUBLIC SERVICE COMMISSION
FLETCHER BUILDING
101 EAST GAINES STREET
TALLAHASSEE, FLORIDA 32399-0850

MEMORANDLUM

May 24, 1990

TO : DIRECTOR OF RZCORDS AND REPORTING g;;
P =5 i~
FROM : DIVISION OF COMMUNICATIONS (LONGIZ ’Z{?’
DIVISION OF LEGAL SERVICES (GREEN) ~
RE : DOCKET NO. 891194-TL - PROPOSED TARIFF FILINGS BY SOUTHERN BELL

TELEPHONE AND TELEGRAPH COMPANY CLARIFYING WHEN A MONPUBLISHED
NUMBER CAN BE DISCLOSED (7-89-506, FILED 9/29/89) AND INTRODUCING
CALLER ID TO TOUCHSTAR SERVICE (T7-89-507, FILED 9/29/89)

AGENDA JUNE 5, 1990 ~ CONTROVERSIAL AGENDA - PARTIES MAY MARTICIPATE

CRITICAL DATES:  NONE (COMPANY WAIVED 60 DAYS)

ISSUE AND RECOMMENDATION SUMMARY

ISSHE 1: Do the proposals presented to date by Southern Bell adequately
address the needs of the Commission-defined at-risk customers delineated at
the February 20, 1890 Agenda Conference?

RECOMMENDATION: VYes, the proposals presented by Scuthern Bell adequately

address the needs of the Commission-defined at-risk customers. At-risk
customers are those meeting the criteria ectablished by this Comission at the
February 20, 1990 Agenda Conference. They include law enforcement agencies

and psrsonnel, HRS-approved domestic violence intervention agencies and
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personnel, private marriage and family counselors and other agencias/nersonnel

dealing with domestic violence.

The company should make any or all of the following alternatives

available to these customers:

Per line blocking;

Calling cards;

Calling Party Number Revision;

Foreign Central Office (FCO) or Foreign Exchange (FX) service;
Remote Access Dialing Arrangements;

Any other arrangement agreed to by both the company and the

eligible customer.
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ISSUE 2: [LEGAL] Should the Commission grant law enforcement's specific
request to forward any number of the law enforceme-t agent's choosing?
RECOMMENDATION: No, the Comnission should not grant law enforcement's

specific reguest to forward any number of the law enforcement agent's choosing.

ISSUE 3: If a Commission-defined at-risk agency (or individual) agrees to
issue Southern Bell calling cards to its at-risk personnel and cliegnts For use
in their homes or when traveling for work-related sensitive calls, what rate
should Southern Bell charge the agency for local customer dialed credit card
calls made with these cards? What should he the rate for any cpecialized

sotutions law enforcement may vequire?
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RECOMMENDATION: If an agency or individual agency meets the Commission's
criteria for relief, Southern Bell calling cavds issued and used should have
all loca!l customer dialed credit card charges waived (zero rate for these
calls). The agency will be responsiblie for issuing cards only to those
employees or clients who are certified to be at risk, recertifying these
individuais annually, and taking reasonabie measures to discourage
unauthorized calls made with these cards.

A1l other solutions, such as special arvangements for law enforcement
agencies, should be charged at rates consistent with this Commission's
decision at the February 20, 1990 agenda. That decision provided for
nonvecurring charges to b» walved for 30 days prior/60 days after Caller ID is
available, in cach area 1t becomes available for any solution provided The
normal vecurring charges would apply (there is no recurring rate or cost for
per-line biocking) and nonrecurring charges apply after the 60 day period
(there is no nonrecurring rate or cost for issuing calling cards). If a
service 1s not tariffed and would be provided under a special arrangemenc, the
company should charge a vecurring rate equal to its incremental or marginal
recurring cost to provide the service.

The company's tariff should reguire the eligible customers Vo
maintain written certification of thelr at-risk personnel, vecertify them

annually, and make sueh certifications available to Southern Bell's security

department 1f vequested.
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ISSUE 4: Should the Commission require Southern Bell to request Tommission
approval before implementing any technology that would change the "Out of
Area” signal sent on calls made through an operator such as cutiined in
Issue 3?7

RECOMMENDATION: Yes, the Commission shoula require Southern Bel! to request
Commission approval before implementing any technology that would chahge tae
“Out of Arvea® signal sent on calls made thvough an operator such as outiined

in Issue 3.

ISSUE 5: MWhat should be the effective date of the tariffs?
RECOMMENDATION: A1l at-~risk customers should submit their orders to Soutiern

Bell no tater than August 15, 1990. Southevn Bell should file o veport on
September 1, 1920 ocutlining the number of personnel protected and the rature
of thelr work (HRS caseworkers, private domestic violence counselors, judges,
feaeral and state law enforcement, etc.), and any requests placed prior to
August 15, 1990 that remain voc be completed. The effective date of the
tari®fs should be Qctober 3, 1990, allewing fTor all at-risk customers {o be
properly accommodated, If staff believes that problems still exist with
Caller ID's implementation, & recommendation will be prepared for tha October
2, 1990 Agenda Conference outlining the problems and making further

recommandations.

R




Docket No. 891194-TL
May 24, 1990

CASE BACKGROUND

On June 19, 1984, the Commission approved a two-year trial of
TouchStar service in Orlando (Docket No. 840139-TL). This experiment was
extended for a third year and was completed on May 9, 1988. One of the
features offered during this trial was Call Monitor (now calied Caller ID, a
feature whereby & caller s telephone number was displayed to the called party
after the first ring. The usage sensitive rate structure of Call Monitor
coupled with the difficulty in obtaining the required CPE restricted this
service to a very few subscribers.

When TouchStar was reimplemented on a permanent basis in August 1988
{Docket No. B880791-TL), Call Monitor was not inciuded. Southern Bell
Telephone and Telegraph Company (Southern Bell or company) indicated trat 1t
woitld further test the feature in other states and gather information from
rcyional Bell companies’ offerings in other parts of the country before
reintroducing it here.

Southern Bell filed two propoced tariff revisions on September 29,
1989. One added Caller ID to i1ts TouchStar features; the other filing
proposed clarifications regsrding the divulgence of nonpublished telephone
numbers.

Staff had severa’ concerns with the appropriateness of that filing.
Among the concerns were the usefulness of the service, its affect on

nonpublished suhscribers, the privacy concerns, and its compiiance with state

and federa’ wiretapping/trap-and-trace Taws.
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Some of those concerns vere adequately addressed at *he December 19,
1988 Agenda Conference. The tariff implementing Caller ID (T-89-507) was
approved as Tiled, effective February 1, 1990, The tariff amending the
nonpublished/unlisted telephone number offering (7-89-506) was denied as
filed; Southern Bell was directed to amend the filing with a prohibition on
the resale of any nonpublished numbers acquived through Callec ID. This
tariff filing, if amended, would be approved administratively also effective
February 1, 1980 (it was amended and filed, but has not yet been given an
effoctive date by the Commission).

One iscue concerning the appropriateness of blocking certain
agencies’ numbers and any charge for such blocking was deferred for further
consideration before the Fabruary 1, 1990 effective date. However, this issue
was again deferred at the January 30, 1990 agenda and the effective dates
suspended when additional gquestions were raised concerning the blocking end
privacy issues. Staff and the company were directed to seek answers fo those
guestions and veturn to the Commission on February 20, 1990.

The Commission approved specific criteria for blocking at the
February 20. 1990 agenda. The criteria consisted of the following:

T.  The customer (sgency or individual) should establish

that 1ts business is law cnforcement or one which the
divulgence of identities over the telephone could
rause serlous personal orv physical harm to its

seployees ov clients, such as a domestic violence

intervention agency; and,
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2. The customer (agency or individual) should establi_ h
that the rorwarding of numbers through Caller I7 would
serfously impair or prevent it from performing its
business; and,

3.  The customer (agency or individual) should establish

that no reasonahble offering by the telephone company
other than blocling will protect its desired anonymity.

Southern Bell wus directed to accommodate the needs of all of the
eligible parties and report back to the Commission in time for the Jure 5
agenda. The company sent bill inserts o all customers in areas where Caller
ID was to become availzble. They also held extensive meetings with Department
of Rehabilitative Services (HRS) officiails and a law enforcement task group
set up at the February agenda. Southern Bell fised its report on the prugress

of these efforts on May 1, 1990 (Attachment A).



e R S e R G i R

Docket No. 891194~TL
May 24, 1990

DISCUSSION OF ISSUES
ISSUE 1: Do the proposals presented to date by Southern Bell adequately

address the needs of the Commission-defined at-risk customers delineated at
the February 20, 1990 Agenda Conference?

RECOMMENDATION: Yes, the proposals presented by Southern Bell adequately
address the needs of the Commission-defined at-risk customers  At-risk
customers are those meeting the criteria established by this Commission at the
February 20, 1990 Agenda Conference. They include law enforcement agencies
and personnel, HRS-approved domestic violence intervention agencies and
personnel, private marriage and family counselors and other agencies/personnel
dealing with domestic violence.

The company should make any or all of the following aluernatives

available to these customers:

. Per 1ine blocking;

Calling cards;

Caliing Party Number Revision;

Foreign Central Office (FCO) or Foreign Exchange (FX) service;
Remote Access Dialing Arrangements;

Any other arrangement agreed to by both the company and the
etigiblie customer.

°
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STAFF _ANALYSIS. Southern Bell was divected at the February 20 agenda to

resoive the anonymity concerns of HRS domestic viclence case workers and a law

enforcement task group set up at that agencda. The company conducted several
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meetings with both groups as well as dozens of meetings with loc-1 police
personn2l. Southern Bell also, under Commission guidance, sent a bill insert
(Attachment B) to all of its customers in areas where Caller ID will be
immediately available explaining the service and outlining the
Commission-approved criteria for blocking. This was done in an attempt te
notify any parties that HRS or the law enforcement task group overlooked.

The meetings Southern Bell conducted with HRS were quite productive.
HRS agreed to 1imit the availability of relief to only those offices and case
workers involved in sensitive investigations or harboring abuse victims.
Southern Bell and HRS agreed that the sensitive office lines would be equipped
with permangnt blocking (displaying “Private Number" or "P") and telephorea
calling cards would be issued to the case workers and foster parents for any
fncidental sensitive calls made from their homes.

The company's meetings with law enforcement were not quite as
fruitful. The law enforcement task group (consisting of field agents and
their supervisors from the Justice Department, DEA, Department of the
Treasury, FBI, FDLE, and other federal, state, and local offices) agreed that
calling cards, cellular phones, and payphones would satisfy many of their
needs but remained adamant that they be given the ability to deliver ai their
option, any working or nonworking telephone number (see Issue 2).

Southern Bell attempted to offer blocks of numbers, call diversion

methods, and other solutions. The law enforcement task force rejected all of
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the proposed solutions, requesting that Southern Bell find some way to arrange
for "any number delivery." At an April 3 meeting in Miami, Southern Belli
presented a technically possibie method for meeting the task Torce's request,
aithough it would be avrduous for both the company to implement and the agents
to use. Another meeting was scheduled for Aprit 17 to allow the company to
develop cost analyses and further technical refinements.

Southern Bell and the task force could not agree on a viable solution
and the negotiations did not proceed any further until the end of May.
Southern Bell would not offer any number delivery for what it termed “"severe
Tiability concerns” (some of which staff has outlined in Issue 2), and the
task force vetained the position that any numher delivery was neressary for 1t
to continue 1ts investigations properly.

Southern Bell met with the task force on May 22 in an attempt by both
sices to veopen negotiations. The parties agreed that some other solutions
would be adequate in wmost sltuations, but again the task force was concernad
that some major cases could be hampered without the ability to manipulate the
ortginating number of some calls. The meeting concluded with Southern Bell
agreeing to research some alternatives further and the law enforcement group
agreeing that some of the alternatives presented would be more helpful than
previous offeiings. It *s juportant to note here, however, that the task
force has indicated to staff that 1t is maintaining its previous position and
plans to advocate any number delivery or per call blocking at the June 5

asgenda.

~10-
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Several developments at the national level have poourre’ since the
February 20 agenda . Joseph Baer, a professional engineer from Hew York, has
requested the FCC to initiate rulemaking on Caller ID-type services. His
request 1s that all common carriers must "make available to any non-husiness
telephone subscriber (with an unlisted number) the means, at veaconable
charges, of substituting a confidentially registered ‘alternate alphanumeric
tdentity' (AL} for the billing number on a call-by-call basis..." Staf? has
contacted the FCC and we have been informed that no action has been taken on
this request, nor is any likely in the near future.

Staff investigated the technology required to provide this “name
instead of number” arvangement. We found that, although it is being testud in
some switches now, this ability will not be generically availab’e until the
second generation call management (or CLASS I1) features become availalle at
the end of 1991. Also, it could take six months to one year after that date
betore the capability would be widely deployed in Florida.

Another development at the federal level was the introduction of 2
Bi11 in the U.$ House of Representatives (HR 4340, attachment C) by Robert W.
Kastenmeier (D-Wisc.) amending the Electronic Communications Privacy Act of

1986. The bi11 proposed fo clarify that Caller ID would not constitute a trap

and trace device if the call originator could block receipt of the identifying

information.
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This bi1l is the House version of Serate Bill 2030 introduced by
Herbert Kohl (D-Wisc.) earlier this year. SB 2030 is scheduied for hearings
before the Senate Subcommittee on Technology and the Law on June 7, 199G. Ho
hearings have been scheduled for HR 4340, although both bilis may be addressed
at the June 7 Senate hearings.

Staff i¢ Taced with the dilemma of trying to specuiate what
alternatives offered by Southern Bell are feasible for law enforcement after
the task force's refusal to entertain any option but the delivery of any
number of their choosing. Although we do not have firsthand knowledge of
undevcover cperations, staff has scrutinized the available options, conferred
with law enforcement personnel in other jurisdictions and developed the
following analysis.

Southern Bell developed several alternatives, any ov atl of which it
offered o the law enforcewsnt task force as solutions to their problem (sez

Attachment A). Briefly, some of the alternatives presented were as follows:

1.  Per line biocking - this arrangement permanently biocks the
detivery of all outgoing numbers from the associated line,
sending a "P" or "Private Number" or an "0" or "Out of Area"
designation. Southern Bell's proposed rates for "P" delivery -
nonrecurring: standard Secondary Service Order charge; recurring
cost (and rate) $0.00. Proposed rates for delivery of 0" -
nonrecurriag: $142.50; recurring: $11.30.

2 Catling card ~ a customer dials O + 7 digits and the call is
completed through an operator, sending an "0" or "Out of Arpa”
designation. Proposed rates - nonrvecurring: $0.00: recurving:
$0.17 per call.

12
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3. Calling Party Number Revision - this arrangement ~l1lows a
different preset number (to be determined by *he company) to be
deliverad on all calls. Limited avallabitity «DMS 100 offices
only). Proposed rates - nonrecurring: $18.75; recurving: $3.9¢5

4, Foreign Central Office (FCO) or Foreign Exchange (FX) - this
allows undercover phones at a single location to appear to be in
different parts of town. This works l1ike any standard FCO or FX
line. Proposed rates: standard tariffed rates for FCO and FX.

5. Remote Access Dialing Arrangement - thic is a two-stage dieling
arrangement that can be accessed from any location. An agent
may dial the remote unit, enter an access code, and wait for a
second dial tone. The number delivered would be the one
associated with the remote unit (number to be determinad by fhe
company}. Proposed rates - nonrvecurring: $409.55 first line,
$183.40 ea. additional line; recurring: $36.50 first line,
$23.05 ea. additional tine; additional authorization codes:
$12.95 each.

Southern Bell also proposed arvangements whereby the agents could choose from
hlocks of numbers and other possibilities short of delivering any nurber.

As stated previously, law enforcement rejected these sclutions and
maintained that, even though the proposals would work in most situations, they
$t1171 would not make the undercover operations "whole.” The agents would
5t311 theoretically be restricted from some calls they are presentiy abie fo
make. The only altternative to any number delivery as stated by the task force

would be unlimited per-call blocking for all subscribers.

The endorvsemeat of per-call blocking by the task force (which has not
been indicated to staff as an official opinion from the law enforcement

community as a wholed leads staff to wonder whether the use of calling cards

i
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would suffice the undarcover agents in wost situations. There are two
retatively minor differences with the two alternatives. The use of per-cail
bilocking (dialing *67 then the terminating number) appeals to the task force
because they believe that they can "blend in" with the rest of the
popuiation. Calling card use would not be nearly so prevalent and therefore,
more suspicious. On the other hand, per-call blocking would deliver “Private

Number™ (or “P") and immediately aleri{ the cailed party that the caller

intentionally deleted his/her number, while calling through a calling card
delivers "Out of Area® (or "0"), which couid mean any of several things (long
distance, cellulay, technical difficulties, etc.).

If an undercover agent uses per-call blocking, he/she must Tace the
problem of expiaining to the called party why the number was not passed if 2
suspect becomas suspicious., That same agent, 1 using a calling card, now has
*he option oF being in a car, out of town, or can still make the exact sams
arqument he/she would have made for delivering a "P" with per-call blocking.

Staff's only remaining concern is law enforcement's clisim that they
would much more easily blend in with society if per~call hiocking were
approved. Me beileve the history of telephone iechnology and the criminals’
uses of it simply do not support thie ¢laim. Cellular telephones, although
used by only a very small percentage of subscribers, are popular with drug
dealers and other cviminals because they are portable and difficult to trace.

Call Forwarding was claimed to be the biggest boon to bookmakers since the

'} o
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invention of the telephone itself (try to find one by the telephone number
hefshe gives cut!). Criminals quickly find ways to circumvent the
conventional systems to suit their own needs. Staff fully expects that drug
dealers will quickly Tearn of the use of calling cards and begin to use them
themselves when unable to make a celjular call. Although mest individuals
will have no need or desire for this type of anonymity, it is there for anyone
who values it enough to call the phone company and ask (remember that calling
card calls are recorded for billing purposes in case an obscene caller tries
.

Staff asked law enforcement personnel in New Jersey, where per-call
blocking is not available, what problems they have encountered. Although we
by no means spoke to evaryone involved in undercover operations, the people we
did speak to clalmed that the use of ceitular phones, payphonsgs, and remote
~all diverters (such as Southern Bell has proposed) have filled their needs
guite satisfactorily. None of the personnel in New Jersey we spoke with
claimed that either any number delivery or per-call blocking was absclutely
necessary for undercover oparations. It should be pointed out that none of
the personnel made any claims to Knowing what the needs for Florida may be,
just that in New Jersey they have adapted existing technciogy to their needs
and that Caller ID service overall was working very well there.

If stafi's analysis 1s correct that there is no substantive

difference betweon calling cards and per-call blocking other than discouraging
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calling card use by making it inconvenient (exira digits) anc cosktly (5 .70 %o
$1.60 per call for the general population), coupled with HRS's apparent
satisfaction with the calling card use along with Timited per-line blocking,
1t could be construed that the company should be under no obtigation to
provide any additional options to Taw enforcement than it hrs to HRS. However
staff believes that all of the options presented by Southern Bell are
reasonable, and law enforcement agencies shouid be able to choose which
combination works best for each office's needs.

staff believes that the alternatives proposed to date by Southern
Bell are adequate {o protect law enforcement®s anonymity. The measures
proposed are certainly equivalent, if not superior, to unlimited per-yall
blocking and do not deteriorate efther the desirability or the effectivenuss
of Caller ID service. Staff recommends that these measures are appropriate

and should be made available to all law enforcement agencies who request them.
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ISSUE 2: T[LEGAL] Should the Commission grant law enforo ment's specific
request to forward gny number of the Taw enforcement agent's choosing?
RECOMMENDATION: HNo, the Commission should not grant law enforcement's
specific vequest to forward any number of the law enforcement agent's choosing.
STAFE ANALYSIS: Representatives of law enforcement have requested thal, in
conjunction with implementation of Caller ID service, they be given the
ability to deliver, at their option, any working or nonworking telephons
number of thelr own choosing. Staff believes that granting such a request
could violate the due process rights of a subscriber whose number was so
appropriated. But even more importantly, Staff strongly believes that
granting such a regquest would not be in the public interest.

It 9s well seftled that as between the telephone company eénd a
subscriber, it s the company that "owns" (has & property interest in) the
telephone number. However, as between the subscriber assigned a particular
telephone number and a third party (such as law enforcement), the person
assigned the number has a superior right to the number. The pronerty interest
of a subscriber in his telephone number appears to be one of a license; that
is, the subscriber is grented permission to do certain things (i.e., make and
receive calls; bi11 calls to his number) he could not do without the licensve.
The classic example of a Vicense is the sale of a theater ticket, which allows
the purchaser Lo occupy a seat for the purpose of watching the performance.

- The ticket purchaser holids no interest in the theater itself and the theater
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can Vimit the privileges associated with the ticket. A telepgnone number can
be seen as analogous to the theater ticket. The subscriber’'s telephone number
offers admission to the teiephone network for limited purposes. WNo one would
suggest that because a theater ticket conveys no interest in the theater
itself that a third party could take the ticket or seat purchased by another
with impunity. Indeed, just as the ticket belongs to the nurchaser, s¢ does
the telephone number belong to the subscriber.

1t ¥s quite possible that a court could ¥ind that a subscriber's
interest in his telephone number is sufficient to implicate due process
protections where Taw enforcement acts to appropriate the number for its own
use. The fundamental notion of due process s being afforded notice and an
opportunity to be heard, generally before deprivation of a protected
interest. Such protected interasts include 1ife, liberty, and property.
There 15 a strong avgument to be made for an individual's property interest in
his assigned telephone number. In addition, it can be argued that an
individual has a Viberty interest in being free from having communications
with suspected criminals being attributed to him via his assigned telephone
number.

But due process arguments aside, staff believes that granting law
enforcement's request would not be in the public interest. Me wish to make 1t
ciear that we believe the needs of law enforcement are of the highest ordur

and careful consideration by this

and deserve the full attention of
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Commission. The nature of the drug war alone causes us t»~ envision an
infinite number of situations where granting law enforcement's request would
constitute an invaluable aid in apprehending criminals. At the same time, the
risk of harm to an innocent citizen cannot be diccounted. The potential for
misplaced retaliation on the part of criminals is not Tar-fetched. He
recognize that law enforcement has proposed oniy limited uses for the
requested capability (i.e., a drug courier is detained at the airport and an
agent taking his place must make a telephone call from a specific location at
a particular time) and we have no reason to doubt Taw enforcement's
sincerity. However, the nature of the harm Tlowing from even a totally
innocent wistake, we believe, far outweighs ihe benefits that might be gained
from granting the request. Additionally, the uncemfortable notion of
fntentiona) misuse of the capability must also be recognized.

S$taff believes the Commission’s duty to regulate utilities in the
public interest requires that law enforcement's request be denied. We helieve
this is particularly true here, where the type of harm that could occur is

devastating, and the person Tikely to be harmed is an innocent bystander,

w19
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ISSUE 3: If a Commission~defined at-risk agency (or indiviuwual) agrees to
issue Southern Bell calling cards to i1ts at-risk personnel and clients Tor use
in their homes or when traveling for work-related sensitive calls, what rate
should Southern Bell charge the agency for local customer dialed credit card
calls made with {hese cards? MWhat should be the rate for any specialized
solutions Taw enforrement may require?

RECCMMENDATION: If an agency or individual agency meets the Commission's

eriteria for relief, Southern Bell calling cards issued and used should have
all local customer dialed credit card charges waived (zero rate for these
calls). The agency will be vesponsible for issuing cards only to those
employees aor ¢lients who are certified to k2 at risk, recertifying these
ingdividuals annually, and taking reasonable measures to discourage
unauthorized calls made with these cards.

A11 other solutions, such as special arrvangements for law enforcement
agencies, should be cherged at rates consistent with this Commission's
decising at the February 20, 1990 agenda. That decision provided *or
nonrecurring charges to be waived for 30 days prior/60 days after Caller JD is
avatlable, in each area 1t becomes available for any solution provided. The
normal recurving charges would apply (there is no recurring rate or cost for
per-1ine biocking) and nonrecurring charges apply after the 60 day period
(there 15 no nonrecurring rate or cost for issuing calling cards). If &

service is not tariffed and would be provided under a special arrengement, the

s
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company should charge a vecurring rate equal to its incremental or marginad
racurring cost to provide the service.

The company's tariff should require the eligible customers to
maintain written certification of their at-risk personnel, recertify them
annually, and make such certifications available to Southorn Bell's security
department 1f requested.

STAFE ANALYSIS: Staff expects the majority of eligible customers will be sate

agencies or agencies funded with state tax dollars. Other agencies and
sndividuals will most likely be licensed marviage and family counselors and
other mental health professionals dealing directly with domestic viclence
{ntervention or otherwise violent patients. It is not the intent of this
Commission to put any undue financial burden on these agercies as a vesuit of
impiementing Caller ID. This concept was taken into account when it was
decited that nonresurring charges for remedies these customers choose would be
waived as each new area came on line. Also because there was no vacurring
cost to Southern Bell for providing per-1ine blocking, no rate neecded to be
developed.

Gther solutions, however, seem to be more appropriate in many
fnstances than blocking. The calling card option by far hold the most appeal
to MRS officials. The cards are portable, convenient, and can be managed just

as any other corporais credit card can.
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The major drawback of calling cards according o HRS is their cost.
Southern Bell's local operator-assisted rate (which currently includes
customer diated calling cards) s currently $1.00 per call. The company’s

costs for customer dialed calling card calls is estimated to be $0.17 per

call. Although the call volumes provided to staff are very rough, if the 350
designated caseworkers make 10 cails per month using these cards, HRS would
add another $7,140 to its annual phone bill at Southern Bell's reported cost
($42,000 at Southern Bell's current rates). If 1000 law enforcement officers
make 15 calls per month, statewide law enforcement bills would rise $30,600
per year ($160,000 at Southern Bell's curvent rate). Although these amounts
are not large compared to these agencies’' lotal budgets, publicly funded
agencies wust neverthzless watch every penny, especially Jduring the present
cerists with the state budget.

Staff believes that the availability of per-line blocking and calling
cards should be the standard remedies for eligible agercies. Their use should
be encouraged and provided at minimal investment.

There are aiso some special arrangements that some law enforcement
agencies may desire for certain applications. Staff views these arvangements
as exceptions. Just as the law enforcement agencies ncw compensate the
telophone company for any elaborate trap-and-trace ov similar arrangements
provided to them, staff believes that sophisticated call diverters, etc.

shouid be provided ir a similar manner. So as to not encourage any profit

20—
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making on these arvangements, staff recommends that they be provided at the
company's vecurring incremental or marginal cost, with dnstallation rharges
waived for the 30 day prior/60 day after period previcusly approved at the
February 20, 1990 agenda.

Southern Bell has not provided full incremental cost information for

each of the proposed alternatives, but has provided proposed rate information,

as previously discussed, and some detailed cost information for wany of the
alternatives. They have claimed that many of the solutions, such as calling
card calis at $0.17 per call, are proposed at their incremental cost.

Although 1% appears to staff that the company's rates follow gach service's
marginal cost fairly closely, we recommend that in order to prope:ly provide
the services at marginal cost, as in our recommendation statement, the company
revise this information to provide true incremental or marginal costs and
adiust the proposed rztes for the alternatives to match those costs.

Staff beiieves that although the projected amount of call volumes by
the affected agencies does not add up to an amount of money that ceuld not be
managed, Southern Bell's profit margin on Caller ID sarvice will be better
able to absorb these costs than any publicly funded agency. HWe therefore
vecommend that the costs for the most common solutions be, for the most part,

borne hy the company (end added to the service's costs when developing future

rate and contribution Tevels) as outlined in this recommendation.
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ISSUE 4: Should the Commission vequire Southern Bell to reguest Commission
approval befora impliementing any technology that would change the "Ouvt of
Area® signal sent on calls made through an operator such as outlined in
Issue 37

RECOMMENDATION: Yes, the Commission should require Sotutnern Bell to reguest
Commission approval before implementing any technology that would change the
"Out of Area® signal sent on calls made through an operatov such as outlined
in Issue 3.

STAFF ANALYSIS: One of law enforcement's criticisms with the use of credit

cards was that their days were already numbered - that the technology would
soon be available to pass customer dialed credit card numbers, long distance
numbers, etc. and they would be left with a device that didn't work. This was
a tegitimate concern.

Staff does not believe that the technology to connect celliular and
Tong distance carriers to the Signalling System 7 and Caller ID networks is
within 3 years of completion (more likely 5-7 years). Many long distance
carriers have not even begun deployment of S57 and the issues of revenue
sharing Tor transmitting these services, etc. have not been resolved.

Southern Bell has indicated that the software required to pass
nuithers through the eperator is being developed and couid be aveilable within
twe to three vears (1t i35 unlikely 1t will be available any sooner). This

technology will not be inherent, however, and companies may choose to purchase

it or not deploy 16 at all,
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Staff recommends that Southern Bell be require! to seek Commission
approval before implementing any technology that would prevent the "Out of
Area" signal from being transmitted on customer dialed credit card (inciuding
caliing card) calls. This will ensure that the Commission can address any

concerns that may develop before allowing the use of caliing cards to become

obsolete.
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ISSUE 5: HKhat should be the effective date of the tariffs?
RECOMMENDATION: A1l at-risk customers should subm . their ovrders to Southern

Bell no later than August 15, 1990. Southern Bell should fite a report on
September 1, 1990 outlining the number of personnel protected and the nature
of their work (HRS caseworkers, private domestic violence counselors, judges,
tederal and state law enforcement, etc.), and any reguests placed prior to
August 15, 19%C that remain to be completed. The effective date of the
tariffs should be October 3, 1990, ailowing for all at-risk customers to be
properiy atcommodated. If staff believes that problems still exist with
Caller ID's ‘mplementation, a recommendation will be prepared for the Octoher
2, 1990 Agenda Conference cutlining the probiems and making further

recomnendations.
STAFF ANALYSIS: HRS staff has indicated that it will need a period of time to

issue its counselors caliing cards and instruct them on their use. They
proposed a 90 day period, but claimed they could feusibly accompiish it within
60 days.

The Taw enforcement task force, maintaining its position, has not
provided any information that Southern Bell could use to start blocking police
Tines and issuing calling cards to tne various agencies. There has been no
incentive for them to provide this information as long as fthe negotiations

still proceed. Staff believes that a definite effective vate, allowing them

enough time to lwplement the alternatives and educate theiv personnel, will
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factittate mutual cooperation. Staff does not intend to hold Southern Bell
T1able for law enforcement delays, nor do we beliese Taw enforcoment agencies
will delay further if the Commission approves staff's recommendation.

Staff retommends that the law enforcement agencies be given at least
90 days to identify the lines and agents needing protaction, receive caliing
cards from Southern Bell, and make any other special arrangements. Staff
believaes that an effective date of October 3, 1990 will allow enough time to
satisfy all requests and still provide staff with enough time to analyze the
company's report and prepare a recommendation, if necessary.

We recommend that the tariffs be allowed to become effective on that
date oniy i¥ Southern Bell files a vreport by September 1, 1990 stating that
all worthy requests have been filled. Staff will review this repor® and
contact the appropriate agencies. If we are satisfied that the company has
accomnodated HRS #nd Taw enforcement in a reasonable mapner, the tariffs will
become effective automatically October 3, 1990. 1f the company has not
accommodated the agencies in & veasonable manner, we will bring a status
recompendation for Commission review at the Cctober 2, 1930 Agenda
Conference. The report should outline the numbevr of personnel and nature of

agency (X number of police, X number of judges, X number of HRS personnel,

etc.) protected.
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Mr. Walter D’Haeseleer, Director
Division of Communications
Floride Public Serviece Commission

101 Past CGCeines Street
Tallahozsee, Florida 32399-0866 DIVISION OF COMMUNICATIONS
Dear My, DHacseleer:

Re: Southern Bell’s report on the status of Caller 1.D.

I have enciosed Southern Bell's reparv on the status of Caller

.p. amu &iatﬁd blocvking issues in response to the Commissior’s

Grder Mo, 22704 in Doecket No. 89119ﬂ, Included in the report is a

summary of the cuslomer responrse to the billing inse.t which was
e &

Law

directed by the Commission, a review of ocur contacts witl HRS,
gndorcepent wnd other stakeholder groups, and a des:ription,
including technical detall and cost, of the blocking methodologies
which have been developed., I have also included comments
concerning obher lated issues which were reguested by Staff.
These are outlined in the index which prere edes the attached

material .,

By copy of this letter I am providing these materials Lo HRS and
the Law &nf@zcﬂmwwt Yask Group in South Florida. I hope that this

L will be of assistance to Staff in developing its
id&amn for the June 5 agenda. If there are any further
which we can address, please let me know.
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Fopics

Response Lo the b1ll insert reguest customer co
on caller I,.D.

Contacts with HRS
Lontacts with Law Enforcements
ﬁ@ntactﬁ with other stakeholdersg
bescription of blocking wechanisms

Comments concerning Congressional Research Servics’g
position on Caller I.D.

Nerthern Telecom proposed Customer Name Delivery
alternative

Touchstar Availability
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SOUTHERN BELL
CALLER ID BLOCKING STUDY
MARCH 9 - APRIL 26, 1090

Category Number

mvmum il womenid

RATE OR GEMERAL INFORMATION 1,2

NON_PUB

informational 174
Negative 692

COMNTALTY BYy
A, ‘Agencles
informational

BLlo c%%mq sdvailability
Begatlve Comments f

= N

B

B, Law #nforcemsnt

- blocking availability 141
- pegative comments 33

GEficial - blocking availability 24
negative comments 6

§
H

press - blocking avallability 4
~ negative comments o

poctors - bloeking availabiiity 35
- pegative compnents 79

Orhers - blockiog availability
siive comments
gotive comments

RECEIVED 2,5
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2,563 =, 2%
1;189’793

2. % WEGATIVE COMMENTS 4 OF NEGATIVE COMMENTS

BILL INSERTE SENT
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Contacts with RS

HRE has distributed correspondence to their empleyees describing
the availability of blocking for Caller I.D. =nd solicited
identification of agency locations and employees homes which would
gqualify for blocking. BRS included a provision which provides for
ory approval of blocking reguests to ernsure that such

supervisge ‘
requests are warranted.

Based on that solicitation, HRS provided Southern Bell with a
preliminary list on April 26 which identifies 37¢ employee home
locationn snd 32 agency locations (see attached) for whizh it
believes blocking is appropriate. On April 27 HRES updatsd that

motification to advige that its Sexually Transmittable Disease

(81T} centers would also require blocking. Individual lines for
those STD centers would increase the initial blocking requests by
spproximately 200 to 300 lines, however, Southern Bell and HRS
have agreed to review theose locations to determine if the blocking
function can be focused on selected lines in a particular center,
The numbers ldentified cover those areas which would be Caller
1.0, eapebla, i.¢. Pouchstar deployed, through June 1990. It i
expected that additional reguests will be made ag Caller I.D, is
deploged in other areas of the state. Because the initial
Youchstar deployments cover most of the major population aress in
the state it lg anticipated that HR3’s eventual blocking needs
should be no wmorve than double their initial regquest.

N

With regard o the blocking mechanism, HRE bhas requested blocking
ol calling parriy number delivery at most agency locations and the
calling card option for employees homes and for certain
departments, such as the Inspector General’s coffice, when their
trangient functien reguires £lexibility in blocking
implementation. Southern Bell has advised HRE of the 17¢ per call
proposed offering for the calling card option. HRS has estimated
that this will resull in a cost of §1,000 per month" for ths
initial luplementation of blocking and, follcwing the sane

Sod

sstinate of thelr final needs, vp to $2,000 psr month when Caller
I.D. is fully deployed. They are currently evaluating the impact

on their departwmental budget and will providing comments to the
Compigsion reqarding that lssue.

Begluning the £ivet week of Hay, Souvthern Bell znd HRS are
initiating a prooess Lo identify agency and individual empioyee
talep pumbers in o to implement the appropriate blocking
albery i 5 il will advise the Commissicn of
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HRS

Preliminavy
CONPIDENTIALITY TELEPRONE REQUEBYSH

DISTRICT d (Jacksonville, Daytons Beach, New Smvrua Beach &

areas )

unsprmami s

Eaploves requasts

Jacksonville
Daytona Beach
Callahan

PFute Yerds
Handunrin

Jag Beach
Orange Park
Middlebery
Mot ITdentified

-3

Fotal

Programn Reguests

Bt
s

IR0 RS L wd o B2 B Y

Inspector General’s office (Jacksonville) 1
pomectic Abuse Council, Inc. (Daytona Beach) 3 §'s

Hubbzrd House,

Ine. {(Jacksonvills 5 #'s

DISTRICE T (Oviande)

Baployee Roguestr

Orlands

Progran Roopest

Ingpeator General’s Office
Help tow of Oscecla, INc.
Salvation Aramy [(Cocon)
Spouse abuse, fnc.
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RISTRICT 1O (7t Lauvderdale)

Baeplovee Roguests

FL. Lauvderdale ieo°

Program Rogusst

Tnepector General’s Office

DISTRICT 11 (Miami)

Buploves Reguepts

o
&=

Hiami

Program Regueste

ingpector Generals Office

MEDICAID PROGERAM [NTEGRITY

Enployves Reguests 32

PR BEDUESTS 329

TOTAY,

POTAHL PROCGUAN REOUESTS 32

“Reguests pending
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Contacts with Loaw nforcements

Subsequent to the Commission’s last agenda discu=sion of Caller
I.D., representatives of Southern Bell, including our Security,
Customer Belations, Regulatory, and Network departments have wal
repregentatives of FLLE and DEA, and others, who were presont ab
the agends. The blocking options described in this report wers
doveloped and ddzcussed.

i

In addition to meeting with that task group, SBouthern Bell has
made conbact with 97 individual law enforcement sgencies. With
regard to negotliations with the law enforcement task group, an
impasse hos been reached over the task group’s reguest for the
ability to deliver "any® telephone number without restriction.
fouthern Bell nas provided an alternative proposal that would
allow delivery of telephone numbers within a controlled group to
ensure that enm uninvolved third party’s telephone number ig not
delivered In the procese of undercover communication. Southern
Bell’s alternative has been discussed with the individual agency
contacts and appezrs to be acceptable,

At thisg tin Bouthern Bell intends to continue contact with the
Law Enforcement Pashk Grouvwp to determine if a resolution can Le
reached. Contacts with individual law enforcement agencies will
alse be pursued in order to describe th: blocking alternatives and
to selicit identification of agency and ewmployes teleprhone numbers
which reguire one of the blocking alternatives., That contact
process wi include a contact by our Security department with the
unde ¢ gove great of each agency to respond divectly teo their
specifiic needs. Concurrently our Marketing department i1l make
contact with the commnications officer in each agency to solicit
telephons numbers of non-undevecover officers who believe they need
blocking on thelr howme phone.

/
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OTHER STBKEHOIDER CONTACTS

Shealare Bureau talks

17 Telke to other civie groups:

Yaby 2000 Conference (Dade)

Miami Sherves Retapy

Hational Assn. of Retlred

Faderal %Suployees

Palm Bosch County Oriminal

suBhloe Commipaion

Riwanls Club (Boca Raton)

. Thomis Moze Men’s Cluk (Palm B )
.V Moore Community Center (Deytond)
Supnerise Lisng (Dayiona)

ApVats (Deyvonas)
B e ALY
Busine M
LLne Damoerats

0 0

Liong [Jeoksonville)
Melghborhood Watoh (Jacks.)

. Paveo

REAZEION

13 favorak
3 mhpad
1 nagative

all favorable

all Javerable

Favorable
faverable

favorehla

non-coRmltial
favorable
favoraple
Tavorabhla
Pavorable
Ffavorable
Tavorabhle
favorable
Yavorable
Favorahle
YR
Lavrorable
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Delivares

Reseription:

Bppiiontien:

Cononrng :

-

EhLLENG. URRER NELIVERY. DIOCKENG

o BB fopr Brivate oy Yiwiv

Liing Number Delivery Blocking sssigne the
rnahont priveagy indigstion ©o individesl

2 and/or o E88X groups. Unming <his
rangonent, a YBPY op “BPrivate §* Lo delliverad
1 every esll sriginated frowm those stations.
Ho metion i zeguired by the subsoriber.

wey admdnistrations Lines of the Pellse/Pire
CEENEs o an agentts heme number could e

with this festure Lo prevent the
of The originstling telephona punbep.

Tovehaber festures “Call Returs® and ¢ gll

0]

Trace® ave funetionsl against this featura.

re 4o wy recueying ghbazge o the oubsoril
Poblic Sezvice Commiesion will decid
s Bervice Opder charge o eobabillah




Deliveras:

Peserliptiont

Application:

Gonoerss:

Pricing:

i
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Caller 1.0,
Attachuoent E
rage 3 of 8

CELLULAR BBRYICE

An 0% far "Oub of Areg"

ALl ealls eriginated from 2 celiuianr
telephons will deliver an "Out of
Avea® signal to the oailed party
display unit,

Whah aveilable te the hganey/hgent,
an undereover call nay bo placed frem
% eollular telephens., The deldivery
oE  "OUT  oF  AREA® wllows &he
hgeney/dgent anonymity,

Puture devalopment by the eellular
Gonpeniens way reswult in the delivep
#f asllvler tolaphone mumbers. Thar
az¢ no plane at thiv time to deploy
wrde feetura by bellSouth.

Gomba for a sellular unit averaye
%%%@uﬁﬂ {opbinata) .

Instaliation B nd parvice
aotahl lohoont dizvey batwean

companien end ie theretore inpossible
Lo guote. Rasurring eonthly charges
average $35.00, There i alss aiy
tlos ohardd ranging from 60.235 to
Blyo 8 winute, dopendent of €ime
id L day of the waak,
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Balivers:

Desoripeion:

hppl lantisn:

LORnGsrne

Prioing:

CALLIRG onRn

A 0% ep YOUT OF AREBAP,

413 ealle oviginated with 2 call capd ¢ + ¥

digltes from any where will deliver mn "OUT oF

ARGRT

&t ageney oF hgent initletes & call from the
hgency, from the Agent's howmae, feen o pay
#tatlon er any other lecatlon allewing tha
Ayencysbgent Lo waintain anonynity.

Future development ef the 0 + Srunks being
sonverted o ©C87 will pesult  in  Che
origivating pusber being deiliveresd. Thers sre
plans for this developwent to toke plevw in
@ pant several vears.

The ageney will be provided gufficient calling
werds Go ogulp wJersever agente with spesific
ealling  ocard nuabers billed back o a
wlavellonvous aceeunt. The price per sall wiil
mn #0.17 for the surcharge. Teoll calls will
e BALEGE et full tarriffed racom.
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CALLING BARTY WUMBER REVISION
Delivers; b preset nusbay diffevent from oriwinating

b .

Bapeription: «‘z’fm:&fmxz? Party Number Revislon le available in
apseifie Contral Officom and can be added s
& fenture to any line served frem that Central
Offica. This feature allows a different proset
valid talephone number o be sent forward on
. enoh gall.

Applicetions I sgengy ean eviginate calle, from the aganey
uprved by o DHS, and appoayr %o be calling frowm
o different gesgrephledl area.

CORSGIIS The replacemgnt telephone number must bs &0
aubual working telephone nusbar assigned to and
paid for by the agensy,

Priving: Bntablinhnent
gervice Coot $16.80
Honereoureing chirge 1,98

Roevwering monthly charge $3.98

NOTH: CEN way be vead in oonnestleon with Private Accass Dieling
hEErangament
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shoent B

: O oof ou

PORBIGN CBNTRAL OFPICE
PORTIGN BXCHANGEH
Palivers: /30 Alglt number amsocinted with 2CO/PH.

Depoription: 4 ocirouit i established betwesn Central
fiZices in different geographicnl areas. Dial
tone is acquized frow the PCO/FX.

bpplication: The ngeney could ostablick a eireult providing
@lal Cons and 2  tolephone number Iim @
peogrephicsl area different f¢rom the BHBREY
Losation.

Bricings Pricing for PEO/PE will be offered 2t the
seanduard tariffed retes. as  an  ownbnple,

asrviod conpeotien shavges for PO is 63%.00.

© Rocurring chapges for FOO e Jdepondent on

distance but an average coot would zenge Trom

Yer KA

$40,00 to §80,.00. )

Povelgn Exchongs acets are considevably bilghey.

N
S
FeN

AL SRR




Caller I.D. Status Raport
Atrachment L
Pace 7 of 8

RENMOTE ACCESS DIALING ARDANCIM.LT

Dalivera: the telsphens number asseciated with

703
outgoling line of ¢he dialing arrangonont.

Daseription: This im a two-peage dialing srrangoment thet

' @an be accessed from any locotlen %o originaie
@ ozil te any losation and waintsin the true
dozation of the agent.

" Application: kn agent in transit, ag heme, or at the agenoy,
would dial the access numbey, input & 4-8 gigit
sacurity code and dial the target telephons
mmber. The number delivered to the targat Ls
appociated with Che outgoelny line eof ¢he
dinding - arvengement. hnonynity eof +this
soeation e weintained. '

LaBERERG ¢

Srlaing: Bervige Order Charge £129.15 B
ionereeurring Charga 280.40 firse 1ins

Bd.28 asnch ndel,ing
Heourrlrg Monthly tharge 26.80 Zirat line
' 25,05 aach odd. Lirne
AMdltionsl authorization code 12.98




Delivers:

Demoription:

Applications

Lornonrng e

Pricing:

ERY FHONE

Pay telephons number.

23l walls originated frem pay telemhones will
deliver the atation telephone musber.

agont, while in transif, may uwse the a8y phong
to plasce undercover calls while wma ntaining
ngeney anonyeity,

Call Return is restricted %o prevent call
return Lo pay statlions.

B9.2% par eall.
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AN A v
shment

Congressional Research Bervicoe’s Position on Caller T.D.

Congressional Mesearch Service’s position is that Caller 1.0,
contrary to the proscriptions of the Zlectroni Communications
Privacy act of 1986. ‘Thelr analyeis was rewested by the House
Judiciary Committee’s staff as a result of Congressman
Kastenmeier’s Caller I.D bill., Congressmen Kastenmeier
recommended that blocking be made available with Caller .0,

The Congressional Research Service concluded that Celler I.0D. wes
in wiolution of the trap and trace provisions of the Act,

Southern Bell disagrees with the Congressiona) Research Service’s
conclusion in that the trap and trace statute addresses consent by
the wser. In the case of Caller I.D., the “user”, Caller I1.D.
subseriber, reguests services, purchases an adjunct device, and
connects it to the telephone. These actions iwmply knowledge and
congsent in the use of Caller I.D.

“Section 934.31, Florida Statues, which tracks the language of the
Blectronic Communications Privacy Act of 1586, also permits the
telephone company to provide a trap and trace service "Whevre the
consent. of the uvser of the service has been obtained.®
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Lhernatives

Calling Party Tdentiflecs

Northern Telecom has announced a prmwpaciivm prfﬁnwvg provided by
a DMS 100 switceh, which would deliver the Calling Party Nawme Lo
the called party. Thelr initial capability to pzmvxd@ the servics
is not efficient for deployment on a large scale

it should be noted that initiation of the Calling Party Name would

be controlled by the called party and would not allow the caliing
party to deliver thei¥ name in lieu of their number.
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TOUCHSTAR TARIFF
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ATTACHMENT B

IMPORTANT NOTICE

The Florida Public Service Commission has approved the introduction of a new service referred to
au Caller igentification, or Caller ID. The Commission will establish the Jates for its availability to customers
at an upcoming regular agenda conference,

When the service is implemented, a Caller ID subscriber will receive the number of the calling party
on a special display unit attached to the telephone line when a call is received. {Cuztomers have (o
purchase the display unit; it is available from a variety of sources.) After reading the displayed number,
the parson may then choose to answer the call, to return the call later, or te ignore the call altogether.
In &ddition, some display units now available are capable of storing up to 4G or more calling numbers,

(inder Southern Bell's currently approved proposal, the number of virtially alf incoming direct-dial
local calls will appear including those from unlisted and/or nonpublished subscribers, Tnese subscribers
will be separately notified.

Because of the specialized concerns of some agencies and individuals who may be legitimately at
risk as a result of this service, the Public Seivice Commission has approved blocking the delivery of
some numbers in special circumstances if no other reasonable alternative can be arranged. Two

(over)

ATt ket 2

such alternatives would be to place the call through an operator (additional charges apply) or to place
the call from a public payphone.

The criteria the Commission used to determine eligibility for blocking include:

1. The customer (agency or individual) should establish that its business is law en‘orcement or one
which the divulgence of identities over the telephone could cause serious peisonal or physical
harm to its employ=es or clients, such as a domestic vioience intervention agency; and,

2. The customer (agency or individual) should establish that the forwarding of numbers through
Caller ID would seriously impair or prevent it from performing its business; and,

3. The customer {agency or individual) should establish that no reasonati« offering by the telephone
company other than blocking will protect its desired anonymity.

If you are a member of a law enforcement agency and have any auestions regarding Caller tD, please
contact your employer, Other individuals should direct their questions to Southern Beli at 1-8%30-321.4327
by Apiil 30, 1990. (HRS agencies and employees involved in violence intervention have already been
con.acted and are being dealt with at this time))

sy,
@:ﬁa Southarrn Bell
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prices make up 2 iarge poridon of pur Ingre-
dlent costs. Any increcss of Secrenst
BUgRs Drices hms e definiie offect on our
‘!n:l!% SeRe,

2 A Intredused by Reopreseniatives
Thomas J. Downey asd Wit D, Cradison
Tould lower our sugar rosls pkeost & mition
gdollarg Lhe first year and even méere in sue.
cogslve years Very Hitle, i eny, of the zav.
ings would fall lo eur Botlom Yine 89 In-
erensed profits. The crrmumer would be the
primary Beneficlnry becouse the savings In
sugur ool would e ueed {9 offeel increises
o other arens. Almost daily we sne prics bl
Juetmenis Lial affect our sost of dolng busl-
Ress. For exnmple, our employes heglih in.
surnnce oasiz for 1824 were RER percont
higher than In 398%, snd %e »re spending
shacet 13 pereent more foy cerions today
than we 3ld a yesr age. Poi the consimers’
Penefit, w2 Ury ool to pucs elong price Jne
Greasrs gvely thine we huve wnge oF Ingredl.
snh comt Imeresses. 1Y the savings B eugas
onsl mae Lo he gresler iben the other ¢eut
eranses fnourred in g given seat, B would
poss sleng The oost saviam 1w augh Mwer
pﬂm ‘o wre vommitied 12 profucing high

alae spel sasele. Gur Uuck vecord bears
thin out. Blnce Lhiile Dehble Snwh Cokes
were ot Inlreduved in 106K our seliing
prior Bms Just slighily more 4hen donbded
vhlle (he Consarner Prioe lnder hes gund
supled. Two Umes In the posl 14 pears we
have passed on cosd snvings when /

pusle eaome Sown. T

1 urge 10 v wrile 1w Dnited Hlatles m
progrsm tn 1990 Heguso (e quper Tona vals
wnd Baorease Supet  suoela Beth Amerlcen
hamimess 2.2d e Saerienn pubilo- Dur 3.
Inaers end poas conutit yeais-—wil Denedld, -

N 3
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B, WASTENMEIER, by, Gposboe, loday §
e bsbadhuting u Bl Sust woudd biing arlomals
b nunehar Maridication devicos whhin the gun
view of Federst law. W 1089, I
passed the Elachonke Commuisations Pieae
oy Aot [ECPAY, bringing togather o Tharting
frougs, e Jugtice Deporimart, busingstes,
o pongumbrs Tha Bubooaniiten on Soants,
brdedyciual Propardy, and the Adminisiration gt
Jugiice, wiiah § ehol, hold sxanshe hearings
i BOPA, W which 8 vwitnesses sgresd e
tockhesdopy hed nulstionad e lows regulat.
g the Elsrcrplion of cleceonlt TR
mmzﬁmmwwﬁfmgmmgw
o ot techhwlepies Aa the Movwe mpoit on
EOPA snted;

Adshosgh # & 5330 mol fwenly years ald,
the Wiretay Sel wag wriiten in (AT different
techumiontenl and regulaiery BRA. Cosniag.
mlustbonry were Simwad enclosively In ihe
farra of Yraswslmise of the buen velse
wvey Gpbweetn caivier metworkys. Moreoves,
e wentents of o lraditions telephane calk
Blmsmperared mowse G weeds  lransmfided
WA BT .AR Al Pk ware oy reands hopt,
dinvaenmsentty dhe law w“maww rehogly
agalnat M sunl intesrention oF She drusnme
ol dewr Strmen eparker Gelwosin

Tl Kwele ‘!“‘&.,Jﬁ Towd B4 ot aliampt B ad.
dvess H inlgenepting of lusd, dighel of e
eilien meimianioetlan, Thin stetulory froves
Ty A e m anpepierien ng G
peland guelor of (Re Bhw sprmmiricalions
LedtunmieE.r . “
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Many communicallons {oday ere sherted
en of Chrough systeras shich s »ot
eommsn carviers, Blecironds mell, videols
and sipvfing servioes sre not romwwan can e
ervived. Under exlaling law the infarooption
of these services of Lhe dlscleswe of the
gonienis of Mossagey over these sorvioos arg
probabliy ol regulaled or restricled. More-
pyer, tolaily privese systems are ropldly
belng developed by rrivate compankes for
thelr pwo use, I Is nol uncommon for s
nesses now not 1o use the lowal Wlephons
campesny [or] In some inslances the leng
distancy companies [n the creatlon of voloe
and dais nelworka, 8Bince these networks ane
private they arz nol covered by culstinmg
Federal lnw, In addltion, data I trenminities
aver iraditionad Lelephone services as well 23
by Llhese services. Slnee deta, wnifie the
humen voloe, ceanol be suraily interoeptod,
# 45 glen largely unregulaled and unrestyiel-
ed under present 1aw,

Todsg, e have large scale slartronie mall
eparations, celluiar and cordiess felenhones,
paging deviess, minfsiurized lropemiiiors
for radio survelliance, and o doeding aryey
af digitissd Informailon networks wirich
were iittle more than concepls two desndes
sz, Dalorioustely, dhe sume techaologies
that hald such promise for dhe fulure aleg
enhanoe dhe #lak ehel pur comerunicsiions
will be Intercepled by sither private pasifen
oF the governiment. .

Sociely had come 1o believe that these rew

wers appropriate for vse, but Bw

tewre &4 not sat lorth the parsmeters for that
waa, EDPA whempled o consider ench of
meaa new md‘mmg:es ant, whege phasible,
i integrata them g tha tew, i
Fechnology changes so quichly that, enfos-

C qunatoly, only 4 years lpter, we @76 sbeady

facad with new davices thal wmay nt be oo
ered by FOPA. Avtomatic number denbifien.
on, eonimonly known as Catler 1D or AN, &
an exmmpie. AN i designed %0 Yep the isle
ghons runber of a cafier and dagisy 4 oo 4
dmine novd 3 the lelephons of Dw poriy
baing cmlled. Frosumebly, the pedy belng
cadled may decide, upon ieview of the fols-
phors number, o answer o oall or nol

1 tdoome aow Wohnologios! devsitpmants
snd bsfieve thel thoy chould be mads sval-
#hia o consumers. However, lechnniogicsl
advancas mus! always be balanced epeingd
omnpaliig sociotsl interesls,

Mmm&mmﬁmaﬁawm@sﬁ»
tranle dence, & prondses 1o cignificantly aitey
e poramunications landecep.s. There are pile
vagy interosts on Loth coides of the AN
gabata, Congress mwsl asvess the impact thal
iz paw toveice Wit have on the privacy ter
2510 o both lelephone caflers and call rece-
piants. Wo musl evelpts how # will affect
pepcices and cusloms thot have daveloped
g mery woacs, and how 1o prolect against
adverss uees of Dlomnaticn hal was onoe
consisiend private, Dul thal will aow be widely
avaobie feough wee of AL

Advorates o AMI coniend thel the now
sordoe wh oupand privecy prolecdons Yoo
wlepheng call seciplents. Al vl save the
wErs functien a2z 8 peephels i ong’s frond
goty, afeding o calied pedty So deckls
whather @he posen ooy hes o feollinr
pranber, sl whether 1o anewer Bw fole-
phone, Agheeads foihar beligve et AN il
deler hespssing lolephone ol by orablo,
gl o saslly soreen oallars, They ﬁm@fm@
sodogs onn Breillations o9 e oo oF e sens
#th, S@w}sm thal ary lmialons woald deles!
Eehen Supoei.

e
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On e pther hardd, many poopie are oo
oerned that AN may Wwids pieacy bacaues
# ghifls thn histonosd privacy Dalancs pesy
foon o calting party and o o odied padty
i fmp beoomes pooeried @oes sty thet
whinh & parson Maced o telephone cal, ¥ may
W dore shomanously. B only when el
fhe  sier decides 1o revesl TS or hor Kanilty
that the secipient knows wiv. is caling Con.
Wary 0 prasent praciice end oumlom AR
il gulomabicelly daplay the rale’s lele-
phin e wih O ecdoal e Ca%er's oon-
wanl von gnswednyg mechines today pervs
cafens %o declds whethel o Aol B fesww 8
reasage wnd Turatyy woal Palk idedtes.

AR wordd suspord Bils expacialion of o
valy on wiich caliers have coms 10 rely, v
wil: redpach 1o cellor with unlistod iefephons
B Triers, TRong SupaBsing OSOnGems 4hind
B dervigs meivian el o privagy dustom
el fn s bngrale @ B sotiely pu B
sateguarted. Rocurdingly, they altwr oppowe
e sorvice shope®er, o o & minkmus uge
0 ¥nposition of specilic PeawAes B oot
the privacy lnterssis of Tha calng pasties.

A3 3 prefuninary meties, thare e guesliond
ahoit whelher $he aew sonvion & nedessery 0
nchisus some of ¥ sialed pugroses. For gx-

.- ovepie,' 55 moled, AN has Bean promoct 7w B

M%Weﬁpﬂvp&&a@wﬁ& arpteing
cafis. However, Other tachnelogies
emy '%w&mﬁ Wi e por
mwae;%am zeaalnd by ARG “f’m
gy axista ¥ aliow & reciplend o e
ﬁﬂﬂafgmmberwm@ae&ymmm;w
mw&%mmm&wm:*w
ity The cafior. A g 0N R BiSG Rlonk o
fuime colie Bom coriain vmebosg, Fraly, e
peesiog Tomct R can Goveen oM wmrarded
tdeptuons cah.. |,
information obisined Swough the ARG sy

ioe may srons parsonnl privacy Inleresls iﬂ

“mwliary i Seportand wave. For dxampla,

oneuney ool ool arder compnnias by xﬂvw
englion, Ghe oompanies can oblan Bm oone
g’ phons oumbar and, Buough & revere
-tedtory, 3 consumess name ant adidug
Az 8 vesull, T consemes may b0 Faluaty
added to mefling i35 srel B0 aulijecled by
wanted tewphors sales apliclafona

Morpower, by affording P culler privacy,
o twrent telephans system futhem ey
wilal pocislal purposes. Thets pamdass wiar
oy woudd bo fruatraiod  Be AN vorviz &
anplomeamied withoul safeguards. For fxame
s, Yhose taiing rofuge in bathered women's
shellers wion call home 10 el o ek chitren
wouid have ey whereasouls Pwealed o
{halr husbande, Those conteging SIDS fiok
Bnow, oF Serving B9 MV BOWLEE, pofos B
formsards, o as whisBebbrwors eRon & 30 by
using fwe tedspiong. They delend oo anonyrst
&y & maltng o ool Simdedy, peyohis-
Hints, ofber sefond poofesginngte, and sboisd
wirkigg uivs weed o ozb Gl Datends o o5
e brpm ey oy coiit not B g0 withtest
dhatonl s vhalr telpphone farnbirs aed oone
ey

BgRad.

Flrey, vedoia Dushsased 095N bsn A &
tedri (g o penpit e Bvo 0 pow aephbor-
foads by velusing o voepand 7 B prodls
B,

§ Framw Sed tobmbons soenptudse avreds
e founbky aro deveinoping Thal own poicies
phaut AL Seme comperies have Geoided B
ofier , noms have deditded shal B privaly
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coreomg anss! be honed ool st and have
nod decided whather o0 not 10 ofler 1. Soms
have decided 1o ofler AN bt only with biogh.
ing doviced fov thase who wan them,

§ em sise awpig that some of the telaphone
nompanes that have oficied AN have repon.
ed enthusiashc consumer toaction, Others
have dolermines that el customers wand
Blocking devices.

Communications policy '8 & Federal maller,
snd Buerg shoutd bo uniformily. i 4 &g to ba el
feetiva, that policy choutd it Be made by the
States o regionn, of by individual telephone

companias,
W addition to the policy erguments gbod
whwitver and how Al should bo mplementsd,
Shert ave significant fope! soues wolved. The
fy o0 i wﬁwlh&r ELPA alwady coOvERS

mmmmwwnmom rovided my
subcommitica with g ihot con-
cludes hat ECPA doss waw&m.m

that it prohilite & I s Is 1ha case, then the
wiophone commpanies thal ae offering the
ganvicn a1a vipkating the law. { know thal thard
e logsl opindens o tha contrery, These
guestions must B0 rescived cisary  and

promplly.

§ am therslors inroducing & bl that | be-
fieve will resolve s logal and QUas~
Yons, Fam plsesed in cosponsyr along
with another member of my subcommitios,
the froen Oklahome, Mr. Svmai,
The bl wil provide uniformlty, and will ade-
quately balance vy varlous peivacy concems
mesmlbyﬂma&eppeﬂammowmenﬂ:
of ANL R will permil the lg COmpanics
w0 offer AN I el cusiomens, it & wil -
avire e o wise offer blogkdng davices to
cusiomers who di nef wart thelr elephena
pustpbe s rovenled,

A bloshing davice would mainiain the status
qu, 8t keast for those whe want it There may
be soive who have no probiem with having
thelr telophone mambers rovesiod. They do
v ol ead t0 vecuest & Blookhy devicn. Bul for
these win 6o net wand thel rumbang re-
voakad, blocking divic 5 would be svailable,
Tha prandse of the bil kb simple, B amands
18 WSS 3121, whiich currently outs forth
genarl prohioliong on o vse of pen regls-
bers antd bap and racs devicss. AN B g Wap
&0 treos devics “whith caplums Be noov
ing elocionic o siher Bnpulzes which idenity
the orginating cumber of an bebumont o
dsviwhmwﬁchawﬁame&eﬁmﬁom
ramication Ctrmeaitied™ L8 USO.
12BN, ‘mebmerm!ssmmmpﬁm i Base
fion 31Zt°e prohibition for B uee of dovices
p Mmﬂym%';ﬁwwgiw
oy ‘ 4 irdormalion”

the caller of the opller's fumber, 'm&sek@a@-
ton sppfics onfy ¥ Dhe lelephons sompsny
mﬁw@wamwwwo&
fha ideniitying ndprmation. Seelion 39121 &
wady swkes goriely awcspipnm, ud they
wopy I proviges, cathes than vews, end
wodd Gne b Fopplcable Yo AN davices.
W@%éﬂmwmﬁmwmw
Ges. This bif would eizs sroole ohvil Uobity.
with tomadng 2al forth i 10 LLB.GL 2707, Wr
Jranddiers whi anshiy Suleghwns sall reciplants
n obialn iboraihalng
awahawmwmwwmm

% epgrepch aken 14 S BH i supporied
wmwmwmmmm-
fmip, by Biote wnormeyvd penerd oround Gy
ooy, Such ws bn Ponraylvaris gnad Borth
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Cmoiing, and Dy the Nptional Assocation of

Seate Uity Covsumar Advocates. in addibmn,

taw enforcement olficers have exprrised cone

cemg thal offoring AN withoul alsa providing
tlucking devices will Lompromisy thew ¢ffois
by clacousaging confidential informants.

Wy ghoult! not aitow AN ic be offerad with.
out Faderal guidance. The Congiess wwus!
consides the importance of @ unifoim comm-
nications policy, tha significent privecy ¢on
cerng thal | have noted, snd the lmplication,
of g change in the slatus quo such . AN
would cause. In addition, | am ewng Hhal
guestions exist about whethar tha siate of
technology today will permil complete and im-
modiate implemaentation of the bill's regulre-
ments. These quastions will ba fully alsd
wign the Subtommities on Courts, tnielieci
&l Properly, and the Administration of Justios,
which | chair, holds sarly hearings on s D&
{ am confidant that the concema of all sides
will b resolved satisfaciornily.

Concresslonar Rzseancn Brrvicw,
THe Liarany oF CORCKESS,
Woshingion, DC, October 28, 1388,

‘To; House Commitice on the Judiciary,

(Attention: Virginle Bloan}

Prom: American Law Diviston,

Subject: Culier dentification lelephone
eguipmont and the Flectronle Oummuni-
cations Privacy Act,

‘This {5 in response o your request for in.
formation &s te whether instalistion or use

of caller identification telephene equiprient

is contrary lo the proscriptions ef the Elee-
troniec Communications Privacy At of 1983
{ECPAY, Pub, L. No, 80-308, 150 Stat. 1048
(1988), it appears o be. The lnnguage of the
Act prohiibits instaliation and uze, Tnder o
dinary clrcumstaacen the slatutory encep-
tiont appear inapplicabile. The legisiative
history, wkile not specific, seems 1o wup »ord
guch an interpretation. ‘The courts, on the
other hand, might consider the privacy I
leresi involved relatively minor and accord-
Ingly firned thet Congress did not intend Yo
prectude the use of such equipment, -

Caller identification telephone equipment
uges & device to ldentify the number of the
iciephione from whicth an (ocoming call
eriginated and then to dizplay & nene axso-
cinted with that number. 28 may siso be
use) i conjunciion with goulpment which
remotely records or displays the iedephone
number or 8 name associated with that
atumber for either Incoming or suigolng
alle or both.

The ECPA established a new chapler 208
in title 18 of the Unlied Stites Jode, 18
VA€, 31213121, which prohibiis the ingtal-
iation or use of pen registers orF Grap and
trace devicas.! Pen reglsiers record the nura-
berp of the telephone instruments daled
{roam & pariiculer telephone fr-irmment:
irap and rece devices record the numbrre
of ielephone instruments upon which calla

{8 pariicoisr Inslrument have bheer deied

Saller fentification equ!pmem etk
tutzs & “irap and trace device™ for pourposes
of the ECFA, for it meets the definitinn of
18 UROC, 8124 regardiesy of whether o
anmier oF 2 name associated wih the
nomber eve displayed afier the Gap and
{raoe has occurred,® .

The ECPA%W legirialive history seemis (o
eonflvm B Congreariong] inlent 40 ewmbody
the type of equiprment under tonsideraiion
here within the prohibitions of 18 AL,
3131, Admittedly, ihe eguipment do=3 nod
eppesr G have been specifieally mentioneg
anrwhery within that bistory and #is dscus-

* ootnotes at end of axtieis,
* Fooinsles ek rod of arilole.,

af

gk
.{ b 2%

af Resarks b

ston of Wep and (rece devlors fnvolsod sur.
eptitions wse of those devices by 8 thord
pariy, erdinarily elther the phone company
or the police. THe ECPA war infendsd o
proleet  communications privery epainst
Bott: privale gad e enforcemment Intrue
slong.® Congress also intended Lo protect
communicstions pHvacy againat throats pos.
Fibte under the existing slate of wehnology
ardg shose (hat might Lecome possible bnshe
future ?

The most persunsive argument within
BLCPAs hlstory seens to flow {roem Con.
press” treatment of tracking deviees M B
3278 arid B. 1687 the bills under consider-
ation durng the hewrings which Ied to -
aclment of the BLPA, each have added 2
new chapier 206 Lo 2tle 18 of the United
Bintes Code. Thet chapier would have foe.
bidden the installation and use of pon regls-
fevs andd tracklng devioes exczpl wnder o2F
tein designated clicumsiances,

During the hearings svidence was offerd
that suggested thal the definltlon of trsck.
ing Jdevicen hed been drafted so 23 Lo sren-
ably encor pass erdinary private wse paying
gevices {Intduding videe display pexers,
rather then merely susveptitious use.®

Boib comamitiees responded by removing
the tracking provisions frora chapter 208
The Senate commitiee also added Jangusgs
elsewhera in the bili deslgned 10 cutlaw the
intarceniton of sommmunications to, Sut oot
the use of, video display pering devices. I3
then Inseried irap and trae dAevice pro-i
eona into chapler 208 -

Fetiiwr the Benale sommitler r~;>~:m -t
the subseguent dehate In efther Mouse 25
plain the substitoilon In @ ofic terms. i b
difficuit to belleve, howe er, thel Cony e
wowld hay  uninleciionsily approved s ¢ efb
wnition of trep and trace deviges which {neisl
iz proseribod thelr use by both pariles and
nonpariles W o tumemawricaiion when U had
e tecently relecied such & definty n of
track 1 devices,

Bawve 1 assuming Longm ir:!en&m the
trep snd {race provisionz of chanter 368 Lo
apply Lo tie use of calier Identification i
play 2quipinent it does 01 hecessarlly
follow that § wrestricts all such wuse The
ECTAR tran and lrece restrictions are sube
Jert to & pumber of erceplions. Two of thest
nvolve tnsteilation and wse purmaent o
coust orders frsued either under the prove-
dures of chapler 308 or under those of the
Foreign Inleliigence Survelllance Act, 13
17.5.C. 2121aY. The caller ldentification dis-
play is iikely 16 be offered by & communice-
Hlons providey &8 & customser convenfonor
rather than for purposes =f criminal Inveatd.
gations ar forelgn intelligence, the py vposes
vpon which the courl orders musi be based.
The wouerl order exceplions are Lhereiore
not Hkely to be appieable D most cases.

The provider exceplions are zrguably
mre relevant and in earlier mem.rands we
poted that the prohibiuons do nol apply
when (he provider excepiions zre available,
“Fhe Applleation of Restriction. on Trap
and Toaee Detiuzs to Phone Service Allow-
ing Dispiay of Phohe Humbers of intoming
Caliers,” July 14, 1088 “Trap Devicey and
the Bjectronie Communications Privacy Act
of 1189, P.L. 99-508," August 31, 1950).%

The sirst exception exempla “use of 2 e
vopisier oF trap wnd irase device by & prorid
er of eiocironle or wire communicallon sere
ter—{1} relating 10 the operation. malnbe.
nance, end esting of & wire of eleclronic
communication service or 1o the protecison
of the rights or proparly of such provider,

2 Proolnoses ol @ m of sribete.
3 Pootuotes ti e« of aribebe.
F Pootntdes ot #4d of shdcke
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ar to the prolection of wers of Ahal serviee
from nbuse of wabnafut o
sorvlee,” 8 SRERbMT demmphy
added.y

Dy 48 Tace Lhe e
wae of & trep ong
wike oF eleciyoniy conae
wifordy the exeoption fmi
othey parts of of Sl wihie
insondes an excepbion Lrn epply Lo bolly peo-
widers and their customes § sialed that e
tention clearly, see o.g. 18 U.SQ 332N}
which Includes both providor snd customaer
mse wfihln the WHW@ escoptinn o the re
strirtion of the wse of pen register, Plnslly,
thee Joglslntive hisiory of the r»xuzmﬁon EHH S
poris the view that L wey only o be avalls
aile o providess.

When the legldnlion wis Introduced the
excaption wius Bmiled (o oniy the operation,
malnlonanes & Ing language eumpo.
fent of the cuy solion, The current
nnpuage sppear tihe tlenyy bills reporte
28 out by bolh the House and Sensle com-
medtters, although i the ense of the Howse
version ihe euepll ek Hmbted to pen
yegisters slncs pyopoaed chapter 208 only
covergd pen reg D ihe Mouse version.

The Senate rop S5y praphivases the
language of the ¢ ton, @, Rep, No. 543
at 48, bul the Mouse repord ldentiffes &
number 0f nstences where e originad lan.
puage would not reseh preexisting protee.
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To amend title 18, United States Code, to protect the privacy of telephone users.

IN THE HOUSE OF REPRESENTATIVES
Marcn 21, 1990

Mr. KasrenMrIER (for himself, Mr. Synagr, and Mr. Epwarps of California) in-
troduced the following bill; which was referred to the Committee on the

Judieiary

A BILL

T'o wmend title 1€, United States Code, to protect the privacy of

telephone users.

Be it enacted by the Senate ond House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

T'his Act may be cited as the “Telephone Privacy Act of
1890".

SEC. 2. TUTLE 18 AMENDMENTS.
{2) ExcerTioN 170 PROHIBITION.——Section 3121 of

title 18, United States Code, is amended—




{1} w the heading for subsection (b), by inserting

“wita Resescr 10 Use By Peovioer” after “Ex-

CEPTION

{2) by inserting sfter tubsection (b) the following:

“le) Excrerion wite ReseEer 1o Use or CaLies
InEwrreicaTion SysteMe.—The probibition of subsection
{a) does not apply with respect to the use of a device that
allows the recipient of & telephone call to determine any indi-
vidually identifying information about the caller or the origi-
nating number {other than information voluntarily given by
the caller in the course of the communication) if the provider
enables any telephone call originator to block receipt o the
identifying information.””; and

(8) by redesignating subsection ‘c) as subsection

(d).

(b) Crvin Liasrrary.—Section 3121 of title 18, United
States Code, is further amended by adding at the end the
following:

“{ey Crviv Acrion.—Any user of wire or electronic
compunication service may, in a c¢ivil action, obtain relief
against any provider who directly or indirectly provides to
recipients of ielephone calls the ability to determine individ-
usily identifisble information, but fails to enalie an originator
bo lock receipt of the originating number as reguired undey

subsection (b)), in the same manner and (o the sarme extent

@HER 4340 153




3

8
a8 & customer aggrieved by o violation of chapter 121 of this
title may, under section 2707 of this title, obtain relief
against the violator.”. |

O
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