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The Florida Public Service Commission, on Fehruary 20, 19%0 asked

that a‘mmmmitté& of law enforcement reprassritatives work with
Soutrern Bell Telephone Company to de . elop alternatives to
universal call blocking for the problems posed to undercovey
npﬂ#atimnm by Caller~iID., Unfortunately, the progress reported to
thi#jcmmmissian by both Southern Bell, and the P3C staff in
s¢1Vihg law enforcement's problemns with Caller-ID, is not the
success the reports suggest. In fact, the law enforcement com-
mittee feels that the more time that has been spent on this
topie, the more guestions that have been raised as to the poten-
'tial‘thraats this new service poses to law enforcement officers

and civilians that use the telephone to conduct conficential

investigations.

This committee iz made up of members of law enforcement that
inolude undercovey officers, investigators, technical
specialiste, and supervisors from front line co senior manage-
ment. The ugencies renresented on the committee include wunici-
pal police, county sheriffs, drug task forces, state law enforce-
ment and prosecutive agencies, and federal agencies including
the FBI, DEA, ATF, and the U.S. Secret Service. These depart-
ments represent the needs of small municipalities, large metro-~
politan areas, and multi-jurisdicticnal investigative concerns.
In addition, the Florida Police Chiefs Association, the Florida
Shariffa Assouiation, the FPlorida State Law Enforcement Chiefs
association, the Fratevnal Order of Police, and the Folice Benev-
olent Asgocistior have contachted this cownittee to express thelyr

concerns and support of this committee's findings.
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viow of $his, the conmitbee
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the BSC staff report completely dismisses this committee’s col-

s
the

le &tlfﬁ wxparti%e and concerns, and our 4 ssatisfaction with

sy

mlt@xnauxvmm to Caller-ID blocking proposced by S5outhern Be

In fact, the wajority of any alternatives posed to the commii
by Southern Bell, are no more than reworded versions ©f the
suggestions wmade by Bell to the PSC in February of this year, and
deternined by this committee to he insufficient to meelt I
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safety and securlty needs of law enforcement at that

The biggest improvement in the offers from Bell are a recent
decision to decrease much of the cost of these alterni tives.
Although law enforcement agrees that it should nov have to absorb

o

the increased cost that Caller-ID poses just to maintain the

"goatug gue”, cost must be secondary to insuring that adegua

safeguards are provided to making undercover telephone calls,

e

The researen conducted by this commititee during the last five
monthe suggests that at least two of the suggesced alternatives
are, at best, short lived band-aid approaches to the problem.
The Bell represantatives have stated that within one to twoe years
long distant walls will be delivered through Caller-Ib. In
addition, a mesber of a technical research commitiee in Washirg-
bom, D.C. advized the committee chalrman that a test of deliver-
ing esllular telephone numbers to Caller-ID boxes, is sliated for

moanths. Telephone industyy Crade

wide plar o be able to deliver all

pation within five years.
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guch information suggests that the solution ©f using calling

cards to deliver "Out of Area® to a Calleor-1D howxw would be mean-

ingless, and begs thg guestion, “What is out-uf-Area? , since
nothing will be left to he "out of Area”. It is the position of
tnis committee that we should not accept short lived solutions o
such a cémplex and serious problem, nor do we wish to contirually

have to re-address this issue while CLAZSS gservice develiops.
P

gseveral of the suggested alternatives completely ignore the need
for confidential informants to make undercover calls, since thelr
access to such solutions as "Remote Access Dialing® woull, at
best, be imprudent. This also applies to civilian witnesses and
victims who agree to assist law enforcement in th=» investigaticon

of criminal activity.

suggestions made by this committee to Bell that, altbough not &
panacea, seemed to be a workable, though complay compromise, were
at First adamantly refused by Bell as technically impossibkle.
When committee members were able to prove otherwise, Bell kKept
serious discussion of these unigue and innovative ideas delayed
through what can most diplomatically be described «#s "Marketing
Pouble-gpeak’. In fact, at the conclusion of a commithes
meeting in April, one Bell spokesman stated, "I realize it nas

taken several weeks for you guys to drag these answers out of

WHeoals This is unfortunate , bevause although the law enforae-
nent menbers entered these discussions with a sincers belief that

{v was 2 joint affort to solve problems, it soon evolved into an

adversarial relationaship.

3

G

B S Lt R




,"w‘*\ .

-

¢

This has caused the committee to have to conduct much of the
research on it's own, since information from Bell was often
deceptive and seemed only to support it's ‘ebruvary position that

law anforcement's needs had already been addressed.

Investigetior. by this committee into Southern Bell claims that no
otheyr law enforcement agencies, in states with Caller-ID, are

having difficulties with the service, are Simply Hot True !

Ccages have been documented in Maryland wheie heroin traffickers
have bégun to set their illicit drug delivery scenarios around
the use of Caller-ID. Arrests have heen made, and CHND boxes
seized. I was personally asked to discuss Caller-ID with a group
of technical agents and major crime investigators in New Jersey.
I received several comments as to how Caller-ID had alrsady put
numercue cases in jeopardy, but fortunately ha¢ yet to cause any
injuries. 3ome of these investigators sald that they were seek-
ing legul assistance to have Caller-ID outlawed in the state of
New Jersey, the state that supposedly loves it ¥ I did not hear
one officer, in an audience of over sixty investigators, say
anything posivive about this service. Indeed, comments such as,
"We hope Florida has better luck than Jersey did in keeping this
serviaa fyrom being rammed down your throath, were more preva-

lent.

In addition, I have copies of letters frow law enforcemnent agen-
cies within Plorida indicating how the compan.on service of

spaturn Call® has destroyed cases in this state. And, as I

stated to this Commission in February, FOLE had an informant use
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Calier~ID against an agent in Orlande in 1988, during the limited
trial period, further evidence that the criminal element of

gociety will be the first to misuse and abrse this service.

Attendance by committee members at numercus public hearings held
on Caller-ID, have revealed few, if any, cases where less axpen-

sive, less intrusive, and much safer to law enforcenent, services

like “Call Trace®, "Call Return®, and "Call Block® would not have

sufficed in selVing their preblems. Most of the people at these
g hearings, speaking in favor of Caller-ID, had nc objzction to,
{(and many supported) the idea of universal per-call block in

conjunction with the introduction of Caller-ID.

buring the last Cive months many of the law enforcement officials
that, at first, supported Caller-ID have changed their posit.on
once the potential threats of this service have been brought to
their attention. This includes explaining the problems with the
suggested solutions to call block proposed by Southern Bell. The
cammémﬁﬁ I hzve heard generally include something like the state-
ment, "Bell never mentioned that to us". I must admit, I, too
thought this a narvelous technolegy until March 7288 when I
received that call from an FDLE agent in Orlando. I realize now
tiat law enforcement does not need Caller-ID, but we do need

anonymity in conducting undercover investigations.
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Conclusion

In view of the last five months investigation and research, it is
the position of the Law Enforcement Commit ee on Caller-1ID that
for law onforcement to remaln "whole® in it's ablility to conduch
complex and dangerous undercover investigations, and to maintain
iv's current level of safety and security, we can zccept nothing
less than the following:

1 - Caller-1ID should only be introduced with universal psr-

call blocking, available to tha public at large.

2 = Southern Bell must work with lawv enforcement to
provide other special technical considerations al-
lowing undercover operatives to continue to convince
their adversaries that they are being truthful. Such
gpecial sclutions should only be ianplemented with
cooperation of the individual law enforcement (gency'’s
management, who will institute respousible account-

akility and avdit control measures to minimize abuse.

A delay of at least 120 days from the decision of the

8
H

PSC before Caller-ID «an be implemented. This time
frame is considered the minimum necessary to develop
and deploy training programs deemed Iimpervative to
educating personnel to the new prouvedures necessary

for thelr continmied survival.

For this Compission to grant less, serves only Lo pose unduve, and

potentialiy 1ife threatening complications on an already

dangerous and important service to our socliety.
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