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PRELIMINARY STATEMENT

pursuant to notice, this cause was heard on November 28 and
29, 1990, on the issues pres=nted in the Cimmission's Prehearing
Order cated November 21, 1990. The position of the Attorney
General, Statewide Prosecutor, and Florida Department of Law
Enforcement (FDLE) on each of these issues is presented herein.
References to the hearing transcript shall be by use of the

symbol "T" followed by the appropriate page muwber in

parenthesis. References to exhibits shall be designated "Ex.




INTRODUCTION

The Caller ID service proposed by Southern Bell in its
tariff has the potential for multiplz productive uses.
Unfortunately, it alsc has a number of significant legal and
policy problems which mandate that implementation of the system

as currently proposed be precluded.

First among these drawbacks is the fact that Caller 1ID
without the availability of universal, per-call blocking, would
violate Florida's wiretap law, Chapter 934, Florida Statutes.
Under both the Florida and Federal statutory definitions, Cetler
ID is a "trap and trace" device. Use of such a device is il.egal

in Florida without the consent of both parties to the call.

From a public policy standpoint, Caller ID is a significant
intrusion into the privacy of the calling party. The actions of
this Commission probably do not arise to the '"state action”
necesgary to trigger a constitutional analysis. Nevertheless, it
cannot be denied that the display of the calling party's number
constitutes a sharing of information the customer has grown
éawumtomed to viewing as private. This is particularly so in the
context of unlisted or ncnpublished numbers, for which the

customer pavs an additional fee to ensure greater privacy.

Anothor disadvantage, and the one with the most potentially
lengerows conseguences, 1is the hazard Caller ID poses to law

snforcement. The possibility that the display may alert violent
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criminals to an undercover investigation simply cannot be
permitted. A sgimilar hazard exists with respect to battered
spouses, who could be located and victimi:ed by their abusers

through use of the Caller ID display.

The solutions Southern Bell has offered for these concerns
are Iinadeguate. It is the position of the undersigned that per
call and per line blockinrg at no charge to thz calling parties is

the only reasonable, logical alternative.



R

ISSUES

Issue 1l: Por the purposes of this docket, what is the definition

of Caller ID?

Attorney General, Statewide Prcsecutor, and
FDLE Position: Caller ID is the display of
the calling party's telephone number to ithe
called party prior to the called party
answering the telephone. This is how the
feature currertly offered by Sou“hern Bell
igs defined, but this Jocket should consider
the planned expansion of the Caller 1ID
displayed information to include additional
calling party related information.

Digcussion:

The undersigned adopt the position of the Department of
Geneval Services, i.e., that Celler ID has two definitions. In
the narrow sense, it 1is the display of the calling party's
t@laphbn@ number to the called party prior to the called party
answaring the telephone. (T 53, 490, 4%9, 1044). In the broad
sense, it encompasses the passing of a range oi information about
the calling party through the telephone network. (T 489, 1045).
Thig information can include directory number, calling party name
énd address, and personal identification codes. (T 490, 1044-45).
when a calling party opts to block the forwarding of the outgoing
nunber, under either definition, no information about the calling

perty should leave the terminating switch. (T 1046, 1075y .

Ck i S R




Issue Z: Is Caller ID a trap and trace device as described in

Chapter 934, Florida Statutes?

Attorney General, Statewide Prosecutor, and
FDLE Position: Caller 1ID, as proposed by
Southern Bell, constitutes a trap and trace
device as defined by §934.02(Z21), Fla.Stat.
(1989).

Discugsions:

Sec. 934.02(21) Fla.Stat. (1989) defines "trap and trace
device" as "a device which captures the incoming electronic or
other impulses which identify the oxriginating number of an
instrumsnt or a device from which a wire or electronic
communication was transmitted.” This is also the definitiun
founnd in the federal, Pennsylvaria, and North Carolina statutes.
18 U.8.C. #3127(4); 18 Pa.C.S. s. 5720; N.C.G.S. 15A-260(3)

(1988} .

Glenn Mayne, diviesion director at the Department of General

Services, described the physical process of Calley ID as follows:

When the calling out~pulse is generated over
the line that goes back to the serving wire
center, that as it enters that serving wire
center that pulse is trapped at that time.
It then goes over to a mass storage device
of goms sort and picks up that particular
dialed number, along with the number that
it's calling from, and determines the
routing. That routing then travels across
the netwoxrk to wherever the calling number
has the terminating loyic and circuitry in
it. And then at that point that number is
transmitted to the calling device itself.




(T L0677,

While Nancy Sims, Operations Manager at South~rn Bell, made
a genere. denial that Caller ID was a trap and trace device (¥
54 she was unable to explain why this was so. (T 205). Iin

Dy
fact, the operation of the Caller ID display device which is
attzched to the call recipient's phone line, often referred to as
the CPE, is such that it falls sqguarely within the Florida and
federsl definition of a '"trap and trace device." This was
tacitly admitted by Ms. Sims when she indicated the device
"displays the number." (T 205). Indeed, the testimcny of GVE
reprasevtative Larry Radin indicated that Caller ID is . more
sophisticated form of trap and trace. (T 466). FDLE witness Rna
Tudor confirms that a vast majority of Southern Bell's switches
are digital (T 918), and that traditional trap and traces done by
reason of a court order "do the same ching" that Caller ID does,
in that the digital switch is programmed to look for, ana
display, an originating caller's phone number. (T 302, 9139;.
Thus, there is no meaningful distinction between the operation of
a Southern Bell digital switch under a court-ordered trap and
ﬁwﬁce and the operation occurring to facilitate Ceéller 1ID.
agditionalily, with Caller ID, the CFE &t the call recipient's
pnone i3 the method through which the ultimate display of the

mueber ocours The CP& is, therefore, "a device which captures

L2

che

the incoming electronic or other impulses which ildaentify <

[

priginating number....'



A Pennsylvanis appellate court has recently found Caller (b
to be a trap and trace device within the meaning of this

definition. Barasch v. Pennsylvania Public Utilities Commisgsion,

576 A.2d 79 (Pa. Commw. 1990} (Pa. S.Ct., review pending).
Similarly, Noxth Carolina's Attorney General has copined that

Caller ID constitutes a trap and trace device:

when the calling party's number is
successfully transmitted by Bell's switch to
our  hypothetical customer's Caller ID
display device, there is unguestionably a
"trap and trace" as the term is defined by
the statutes (G.S. 15A-260-264 and 18 U.S.C.
3121-3127).

Respongs and Memorandum of Attorney General, In the Matuver of

Tariff Filing tc Establish Rates and Regulations for Caller ib

Sexvice Docket No. P-55, Sub. 925 (North Carolina Utilities

Comm., filed January 3, 1991).1

Because both Pennsylvania and North Carclina's definitions
of "trap and trace device" mirror that of Florida, these
decisions indicate that Caller ID as proposed by Southern Bell
involves the illegal use of a trap and trace device under Florida

law, as is discussed in greater detail in Issue 3.

k Kentucky's Attorney General adopted the North Carolina
i1terpretation as part of a brief recently filed in the Kentucky
rublic Service Commission. Without addressing the wiretap issue,
the Kentucky PSC required GTE South to provide free per-call
blocking. In the Matter of: The Tariff Filing of GTE South
Incorporated to Establish Custom Local Area Signaling Service,
Case No. 90-096, (Ky. Public Sexvice Commission, ctober 8,
1990y,




Iggue 3: Does Caller ID violate any federal laws or any laws of

et froiicnl AU gt

the state of Plorida?

Attorneyv General, Statewide Prosecutor, and
¥DLE Position: Caller ID would violate both
Florida and federal law.

Electronic devices enable law ~nforcement
officials and privace citizens to monitor
and record private conversations, to monitor
movemants of persons and objects, and to
trace or record telephone calls made to or
from a particular telephone. Recognizing
the threat to privacy rights that would
vesult from unrestricted wuse of these
devices Congress passed Title III of the
Omnibus Crime Control and Safe Streets Act
of 1968, which regulates the electronic and
mechanical interception of wire, oral and
electronic communications by government
officials and private citizens.

Georgetown Law Journal, Vol. 76:521, (26 (15988).

Title IITI of the Tmnibus Crime Control and Safe Streets Act

of 1968 is codified at 18 U.S8.C. B82510-2520. As noted by the

o

United States Supreme Court in Gelbard v. United States, 408 U.

431, 48 (1972), the overriding concern of the Congress when it

agsad Title I¥I was to protect privacy rights. See also, Berger
P p p Y g sSergecs

v. New York, 388 U.S. 41 (1967), and S. Rep. No. 1097, 920th

Cong., Second Session 66, reprinted in 1968 U.S. Code Icnygress

and Administration News 2112, 2153 (discussing constitutional

standards established in Berger and legislative history of Title




In 1986, the Congress revisited the area of electronic
surveillance when it passed public Law 98-508, ‘"Elecuronic
Communications Privacy Act of 1986", to monitor the use of pen
registers and trap and trace devices. 18 U.s.C. 8B3121-3127.

Specifically, 18 U.S.C. 83121 provides:

General prohibition on pen register and trap
and trace dewvice use; exception

(2) In general.-Except as provided in this
section, no person shall install or use a
pen register or a trap and trace device
without first obtaining a court order under
section 3213 of this title or under the
Foreign Intelligence Surveillance Act of
1978 (50 U.8.C. §1801 et. seg.).

(b} Exception.-The prohibition of
subsection (a) does not apply with respect
to the use of a pen register or a trap and
trace device by a provider of electxonic ox
wire communication service-

(1) relating to the operation,
maintenance, and testing of a wire
or electronic communication service
or to the protection of the rights
or property of such provider, or to
the protection of users of that
service from abuse of service or
unlawful use of service; or

(2) to record the fact that a wire
or electronic communication was
initiated or completed in orxder to
protect such provider, another
provider furnishing service toward
the completion of the wire
communication, or a user of that
service, from fraudulent, unlawiul
or abusive use of service; or (3)
where the consent of the user of
that service has been obtained.

) Penalty.--Whoever knowingly violates
subsection (a) shall be fined under this




title or imprisoned not more than one year,
oxr both,

In section 3127, the Congress defined th: terms ‘“wire
communication”, "@lectronic communication”, and "electronic
communication service" as meaning the same as those terms under
18 U.s8.C. 82510. Section 3127 also defines the term "trap and
trace device" as "a device which captures the incoming electroaic
or other impulses which identify the origyinating nuber of an
ingtrument or device from which a wire or electronic

communication was transmitted."

The Congressional intent is explained in 1986 United States

Code Congress and Administrative News, page 3600, as follows:

Bubsection (a) of the proposed section 3121
of title 18 contains a general prohibition
against the installation or use of a pen
register or trap and trace device without a
court order. Such a court order may be
obtained under section 3123 of title 18 or
under the Foreign Intelligence Surveillance
Act (FISA).

Proposed subsection 3121(b) concains
exceptions to subsection (a)'s general
prohibition against the use of pen registers
and trap and trace devices. Providers of
electronic or wire communication services
may use pen registers or trap and trace
devives if one of three conditions are met.
The provider may use a pen register or trap
and trace device (1) if it relates to the
operation, maintenance, and testing of a
wire or electronic communication service, or
to the protection of the rights or property
of such provider, or to the protecticn of
ugsers of that service from abuse or unlawful
use of the service; (2) to record the fact
that a wire or electronic communication was




initiated or completed in order to protect
the provider, another provider furnishing
service toward completion, or a user of that
serxvice from fraudulent, unlawful or abusive
use of service; or (3) where the consenl of
the user has been obtained.

Proposed subsection 3121(¢) imposes a
penalty for knowing violation of subsgecticn
(a). The penalty is a fine under this
title, imprisonment for up to 1 year, oOr
both. (Emphasis added).

electronic communication equipment except in very narrow

circumstances.

In 1968, the Florida Legislature also revisited the area o)
electronic communication and abolished section 822.10, Fla.
Stat., which prohibited the tapping of any telephone or telegraph
lines. The next vear the Florida Legislature created Chapter
934, Fla. Stat., the Security of Communications Law, which
closely followed the federal Title III Act cutiined above. in
1988, the Legislature icvreated section 934.31, Fla. Scat.,2 which
provides as follows:

934.31 General prohibition on pen register
and trap and trac=2 device use; exception.--

(1) Except as provided in this section, no
narson may install or use a pen register or

a trap and trace device without firs®
obtaining a court order under ss. 934..3.

oy

“ Bee Laws of Florida, Chapter 88-184.




(2) The prohibition of subsection (1) does
not apply with respect to the use of a pen
register or a trap and trace device by a
provider of electronic or wire communication

gservice:
(a) Which relates to the
operation, maintenance, ard testing
of a wire or electronic

communication service cr to the
protection of the rights or
property of the provider or to the
protection of users of that service
from abuse of service or unlawful
use of service;

(b) To record the fact that a wire
or electronic communication was
initiated or completed in order to
protect the provider thereof,
another provider furnishing service
toward completion of the wire
communication, or a user of the
service, from fraudulent, unlawful,
or abusive use of service:; or

(¢) Where the consent of the user
of the service has been obtained.

(3) Whoever knowingly violates subsection
(1) is guilty of a misdemeanor of the first
degree, punishable as provided in s.
775.082, s. 775.083, or s. 775.084.

The Legislature alwso amended section 934.02, Fla. Stat., to
include within that definition section "electronic
communications" which were defined as "any transfer of signs,
signals, writings, images, sounds, data, or intelligence of anry
rature transmitted in whole or in part by a wire, radic,
eiectromagnetic, photoelectronic, or other photo-coptical system

that effects intrastate, inte:state, or foreign commerce’

{providing certain exceptions exist). Furthermcre, the




Legisiature defined "trap and trace device" as "a device which
captures the incoming electronic or other impulses which identify
the originating number of an instrument oOr device fxom which a
wire or electronic communication was traansmitted.” Clearly, the

*lorida Statute is nearly identical to the federal law.

A court orxder is required to install a trap and trace
device. The only exceptions set forth in the statute are for "a
provider of electronic or wire communications service" (i.e., the
phone company) to install such a device under one of three

circumstances for its own use:

1. To assist in operation, maintenance, and
testing of their equipmen:,

2. To record the fact that an electronic
communication was initiated or completed in
order to protect the provider, ox othexr
phone company, from fraudulent, unlawiul, or
abusive use of its service; or

3. Where the consent of the user of the
service has been obtained.

Congressional intent is to protect electronic and other
communicatione from interception. Any exception should be
specifically stated within the body of the legisiaticn and not
justified through implication. The general rule for interpreting
a statute is to give it a meaning based on the plain language
unless that meaning would lead to an absurd result. Section 13

U.S.C. §3121(b) indicates that a telephone provider would be

exempt from the prohibition against the use of trap and trace



devices if it initiated the device for its own use. As noted by

the North Carolina Attorney General, the Congressional Record,

March 22, 1990, at E-785 n. 7, indica:es that Congressional
intent was to limit this exception to telecommunication
providers. Telecommunication users, such as Caller 1D

purchasers, remain under the general statutory prohibitions.

In creating 18 U.S.C. 83121 Congress relied upcn a United

Statu#s Senate report which shed further light on this point:

The tremendous advances in
telecommunications and computer technology
have carried with them comparable

technological advances and surveillance
devices and techniques. Electronic hardware
making it possible for over-zealous law
enforcement agencies, industrial spies and
private parties to intercept the personal or
proprietary communication of others are
readily available in the American market

today.

See, 1986 United States Congress and Administrative News at 358.

Inplicit in this language is a determinaticu that Caller ID
purchasers are exactly the type of private party which the
Congress sought to bar from active interception of electronic

communications initiated by other private citizens.

Based upon the foregoing, it is clear that the Caller ID
service proposed by Southern Bell Telephone and Telegraph Company
would run afoul of Sec. 934.31, Fla. Stat., which prohibits the

use of trap and trace devices by private citizens ir Florida.



Section 934.31 provides that anvone found guilty of violating
this section would ke guilty of a misdemeanor. This view of
Flocida Statutes is consistent with reported Congressional intent
and ‘is the view accepted by at least one appellate court in
Penngylvania, the Attorneys General of North Carolina and
Kentucky, and the Kentucky Public Service Commission.3 Absent
legislative action in Florida addressing *his issve, state law

makes the current proposed use of Caller ID unlawful.

Even if it is determined that Caller ID does not entail
illegal use of a trap and trace device, the utilization ot the
CPE display box entails the interception of an electronic

communication as defined under sec. 934.02(12).

That the digital display of a phone number is an electronic
communication is demonstrated by its nature as "signs, signals,
writing, images, sounds, data, or intelligence of any nature
transmitted in whole or in part..." by the phone system. Section

934.02(12) Fla.Stat. (1989).

It is further demonstrated by reviewing what was
specifically deleted from the deifinition of "electronic

communication.” Significantly, at sec. 934.02(12) (¢,

3 Maryland's Attorney General opined that ro state law violation
would occur there because that state's law requires the consent
of only one of the parties to the conversation. 1In the Matter of
the Provision of Caller Identification Service by the Chesapeake
& Potomac Welephone Company of Maryland, Case No. 8283, (November
20, 1990). 2Accord, Southern Bell v. Hamm, Case No. 90-Cr-40-2684
{(Court of Common Pleas, South Carolina November 20, 1990Q).




communications made through a tone-~only paging device were
excludad. Communications made through digital display paging
‘devices are ndt mentioned in the ex~lusions. They wmust,
therefore, be ‘"electronic communications” and are highly
protected under federal and Florida law. A common communication
made on & digital paging device is the display of a phone number.
This is little different from the display one would find on a
Callex ID display box. Contequently, under sec. 934.03(1),

Fla.Stat., the interception of the electronic communication (i.e.

the display of the phone number) is prohibited.

[¢7]
1]
0

An exception to this prohibition appears at

934.03(2)(d):

{(d) It is lawful under ss. 934.03-934.09 for
a person to intercept a wire, oral, or
electronic communication when all of the
parties to the communication have given
prior consent to such interception.
(Emphasis supplied.)

Cther exceptions for intercepting electronic communications
are provided in sec. 934.03 (such as by reason of a court order
or when done as part of a criminal investigation under limited
circumstances), but they do not apply to the Caller ID issu=. Io
the context of Caller ID, under sec. 934.03, the only way the
electrcnic communication can be legally intercepted by the

general use of the Caller ID display unit is with consent of "all

parties to the communication."
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The Caller ID technology automatically generates the display
of the originating number between the first and secopd ring at
the recipient's phone. (T 53, 817). A caller does nothing to
generate this display. Thus consent <f the caller for the
interception of the electronic communication must be demonstrated
either by express action or his choice not to take a particular
action. it is submitted that only if per call or per line
blocking is made available to every calling party in Florida at
no charge, will the predicates for establishing "consent”® of the

calling party be established.

1f a calling party does not "consent" to the interception of
the electronic communication, she can engage the per call block
prior in conjunction with dialing a call, oxr demunstrate a
Slanket refusal to consent by engaging per line blozsking. By
dialing <c¢alls without engaging blocking, consent to the
interception of the electronic communication will be tacitly
demonstrated. Indeed, blocking appears to be essential to a
determination that operation of Caller ID in Florida iz not in

viclation of Chapter 934.
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Does Caller ID violate Florida's Constitution?

Attorney General, Statewide Prosecutor, and
FDLE Positions It does not . ppear that
Caller ID would violate Florida's
Constitution, as the act of th2 Commission
would not constitute the ‘"state actic.’
required to find a constitutional claim.

Discuasion:

It is well settled that private action no matter how
discriminatory or wrongful, is immune from the restrictions of

the Fourteenth Amendment. Shelley v. Kraemer, 334 U.S. 1,

(1948). Private action is similarly immune from the restrictions
of Brt. I, Sec. 23 of the State Constitution, as the gection
speaks specifically to freedom from "governmental intrusion”.
Protection from private activity was specifically considered and
rejected by the Ethics, Privacy and Elections Committee of the

1977 Constitution Revision Commission. Dore, Of Rights Lost and

Gained 6 FSU L.Rev. 610, 650-651 (1378). Therefore, the state
action analysis for federal constitutional rights and the state

right to privacy should be the same. It is true that Shaktman v,

State, 553 So.2d 148 (Fla. 1989) suggests that under the Florida
Constitution some privacy interest against governmental intrusion
exists in out-dialed numbers. Case law from the United States
Supreme Court and the federal Eleventh Circuit Court of Appeals
indicates, however, that the degree of government participation

involved in a PSC tariff review would not amount +wo ‘"state

action" regquired to find a constitutional violation.
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The case of Carlin Communicaetion, Inc. wv. Southern Pell

Telephone and Telegraph Co., 802 F.2d 1352 (1lth Cir. 19%6)
speaks direétly to this issue. Carlin involved Southern Bell's
"Dial-1lt" service, With "Dial-It," a subscriber wouid provide a
prerecorded message to Southern Bell, and telephone customers
could, for a specified charge, dial a certain number and hear the
message. Carlin's messages were sexually ~uaggestive. When the
company filed its tariff for "Dial-It" it initially restricted
only illegal messages. But at the beginning of the public
hearing on the matter, the company's representative read a
proposed amendment which would also exclude "any message that
"implicitly or explicitly invites, describes, simulates, excites,
arouses or otherwise refers to sexual conduct, or which contains
sexuel innuendo which arouses or attempts to arouse sexual
desire." Id. at 1355. The tariff, with the amendment, was
approved. When two of Carlin's proposed messages were rejected
by Southern 3ell, Carlin sued, alleging vicolations of the First
and Fourteenth Amendments, The district court granted summary

judgment for Southern Bell and the Eleventh Circuit affirmed.

Given this procedural! posture, the Court scrutinizzd the
record to determine whether there could be a genuine issue of
material fact as to the question of state action. Carlin's first
argument was that the Fublic Service Commission, by conducting a
study and public hearing and in issuing an order strongly

approving the tariff language "placed the 'imprimatus’ of the




state upon that language." Id. at 1358. The Court noted that the
study of the dial-it proposal was stendard procedure for tariff
apprcval rather than an independent initi tive, as demonstrated
by "uncontroverted evidence" in the record as to the Commission's

routine procedure.

Carlin also claimed that comments made by one Commissioner
expressing concern over the possibility cof celling "pornographic
phone calls" and calling, over advice of Commission counsel, for
public hearings, constituted coercion of Southern Bell by the
Commiss.ion. However, the Court found that the record viewed as a
whole did not support such a reading. It also found that nnither
the language of the order, strongly favorable to the amendment,
nor the favorable comments of various Commissioners, after the
amendment was proposed, evidenced coercion. Apart from the fact
that the remarks were made after the amendment had already been
proposed, there was clear and uncontroverted evidence in the
record that Southern Bell was motivated solely by a desire to

protect its corporate image.

In the Callier ID context, the South Carolina Court of Comaon
Pleas, using the foregoing analysis, concluded that no state
action was present in that state's Public Sexrvice Commission

tariff approval process. Southern Bell v. Hamm, Case No. 90-CP-

40-2686 (Court of Common Pleas, November 20, 1990), slip op. at

13,




While the majority of cases suggest that a public service

commission's efforts concerning the approval of a filed tariff o
not czconstitute "state action" of a conscitutional level, the
Barasch court reached a different conclus.ion. It distinguished
the role assumed by the Pennsylvania Public Utility Commission in
consideving Bell of Pennsylvania's request to implement Caller ID
from that normally taken by regulatory commissions. In the
Barasch court's opinion, the Commission moved from mers
regulation of private enterprise and became involved in ‘"stace
action" by reason of the extent and nature of its activities.
Obviously, such a determination would have to be made on a case-
by-case basis, after a review of the role taken by & particula:

regulatory commission in a matter before it.

It must be noted that the Florida Puvblic Service
Commission's involvement in the pending wmatter has Dbeen
gxtensive. The fact that parties who normally do not appear
before the Florida PSC have intervened in this Commission's
congideration of Southern Bell's Caller ID tarxiff has produced
extraordinary response and effort by this Commission. It could
59 argued that this Commission's efforts in the pending matter

congtitute "state action" rather than mere regulation.

lowever, the United States Supreme Court precedent and most
sther cases demonstrate that showing state action f{or purposes of
proving deprivation of a constitutional right is an extremely

difficult task. Given this precedent, it is the position of tte




parties joined herein that this Commission's role normally would
not constitute "state action.” KEuwever, since the process
engaged in by this Commission in considering Southern Bell's
Caller ID tariff already suggests an out of the ordinary response
to the phone company tariff, a factual besis for findlag "state
action" may be found to exist. Accordingly, upon the conclusion
of this matter the Commission's efforts will be subject to
intense scrutiny and review by the parties Jjoined herein to

determin® 1f they have exceeded mere regulation and have, in

fact, become "state action."




Iasue 53 What are the benefits and detriments to Florida's

congumers of Caller ID services?

Attorney General, Statewide Prosecutor, and
FDLE Posgition: Caller 1Ib affoxrds few
benefits unavailable from other sources, and
carries the potential for extreme detriment
tvo law enforcement officers, potential
victimg of crime, and existing telephone
customers.

Discussions

The principal concern in any consideration of Caller ID as
proposed by Southern Bell and supported by GTE is the jeopardy to
the safely of law enforcement personnel, operatives, and even
their family members caused by Caller ID's shift of the balance
of control toward the criminal element (T 821); and the jeopardy
to the safety of countless abused spouses and others in similar
situations Caller ID produces. (T 949). Any consideration of the
benefits of Caller ID must keep this significant detriment in
mind. No amount of benetit should outweigh the risk of jecpardy
to personal safety manifested by any Caller ID system oiffered

without universal blocking.

Even if personal safety is not jeopardized in a particular
investigation, Caller ID as proposed by Southern Belli and
supported by GTE carries with it significant detriments. It
vends to identify law enforcement investigations by attempting to

shift law enforsement to wunusual or unigue alternatives {o per

call or per line Caller ID blocking (T 833); costs to publ.c law




enforcement agencies will be incrersed (T 834), although it is=
recognized that Southern Bell has at least 1indicated a
willingness to work to reduce costs of its alternatives to law
enforcement interests; Caller ID as proposed by Southern Bell and
the numercus alternatives to blocking make investigative activity
more complex (T 834), ignoring the fast-moving and ever-changing
nature oi drug trafficking and other investications (T 834); and
many alternatives suggested are “"short term soluticns" since
developing technology will soon allow cellular phores and calling
card originating numbers tc be displayed via Caller ID (T 835;.
The combined effect of these detriments is that Caller ID as
proposed by Southern Bell and supported by GTE carries with it
the real potential for «revealing the existence of an
investigation. (T 836). Such a revelation, even if it does not
threaten the safety of operatives, will "tip" a subject that he
is being investigated, and will subvert the criminal Jjustice
system's attompts to detect and prosecute criminal behavior,

resulting in fruitless efforts by law enforcement.

Caller ID as proposed by Southern Bell and supported by GTE
ﬂas significant detrimental effects on the now-develcping 800
megahertz statewide law enforcement radio communication system
for Floxida. This system is being developed with great
sensitivity to protecting the coumunications that will be carried
over it. {T 92915). Part of the capability being developed is the

ability %o allow a law enforcement officer to make phone calls

TR . Y T




from his vehicle ox by using his hand held police radio. (T 914;.
Making such calls will necessitate connection with a land-based
"trunk" phone. (T 1055-1056). Since Callev ID wi.l dispiay the
phone number of whatever trunk phone is utilized, law enforcement
calls placed over the 800 MHz system will fall under the same
security concerns and considerations regarding all law
enforcement investigative calls discussed hereafter.
Additionally, since the 800 MKz system is a statewide system,
involving at least five state law enforcement agencies (T 1054),
the additional concern of coordinating the system through what
might become a patchwork of various Caller ID systems throughout
Florida is significant. (T 1053, 1054). The detriments of
Caller ID to a very large consumer of phone services in ¥Florida

gtate government - are significent.

Southern Bell, GTE and other phone companies provided
similaer descriptions of benefits of Caller ID service. These
bencfits typically were identified as: ability to ‘'screen"
received calls (T 55); reduction of obscene/annoying/ harassing
phone calls (T 55-56, 438), ability to store "missed" calls for
feview at a later time (T 57), and improved delivery of services
by businesses. (T 57-58). Additional benefits identified
included an assertion that Caller ID will reduce false fire
alarms and bomb threats (T 58, 438), will reduce prank calls to

law enforcement or other public agencies (T £8, 438), and will

assist emergency services. (T 59, 438).




While some of the identified bhenefits may be obtained, most
are 1illusory. Hardly any of the identified benefits are such

that they are exclusively obtained through (aller ID.

Despite the phone companies' continued assert.on to the
contrary (e.g. T 55), Caller ID does not identify a caller. The
called party's response to the information displayed on a Caller
ID display box may, or may not, be identification of the calling
party. All Caller ID can do is display a phone number. The call
recipient may not recognize the number. (T 273, 275). 1I1f, for
whatever reason, the recipient fails to identify the number, the
call recvipient has no way of distinguishing whether a call is
being received from a stranded spouse (T 273) or other person.
The likelihood of identifying a caller using Caller ID is
analcgous to one's reaction when receiving a digital pager
readout of a number to call. Frequently the number displayed is
not one immediately known to the person being asked to make a
return call. The reaction to seeing a number similarly displayed
on one's Caller ID display unit should be no different. Southern
Bell's witrness, Nancy Sims, admitted that freguently information
displ&yed on one's Caller ID display box would have "absoclutelv
no relevance" to identifying the person who is placing the call.
{" 275}, BEven if the number is recognized, there is no guarantee

that the caller is identified since many people may have access

to the same phone., (T 274).




The benefit of receiving phone number displays is diluted by
the realization that even if per call or per line blocking is
unavailable there are presently several ways in which the display
may be effectively blocked. Calls from cellular phones, (T 274),
operator assisted’calls, (T 65, 99), calls from other areas (e.q.
a long distance call), (T 100), calling card calis, (T 99), and
calls made from an area in which the display of an originating
numbe:r can be blocked (such as a Centel or United call) will not
display the originating number. (7T 306-307). At best, Caller ID
as proposed by Southern Bell and supported by GTZ provides the
Caller ID wuser with an additional piece of information
(sometimes) in the form of a displayed phone numbexr. The tru=z

value of that information is doubtful.

The reduction in annoying phone calls that has been asserted
to he a result of Caller ID is similarly illuscry. Firxst, Callerxr
ID otfers no assurance against the first receipt of an annoving
call. The first time the call is received the number wili be an
unknown number, and, unless the recipient chooses to answer only
‘known" calls, the call recipient will be subjected to the abuse
ﬁhen answerinc this "first" call. (T $26). Even Bell's witness,
Wancy Sims, admits that most people will ke inclined to answer
calls from unrecognized phone numbers. (7T 105). Calls made from
pay phones will display that phone’'s number, yet communicate

nothing about the harassing caller's intent in placing the call.

(¢ 627). An abusive caller intent on circumventing Caller ID
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could do so by moving from one pay phone to another or by

utilizing any of the various methods of calling which do not
produce Caller ID displays as noted above. (T 624). Any direct
cause-effect assertion regarding Caller "D's abilityv to reduce
annoying calls must make the assumption that an annoying caller
will not wutilize any of these presently available means of
avoiding the display of his originating phone number. (T 624).
Since many truly abusive calls will be placed by one who is
intent on completing a call (T 826), such an assumption is not

warranted.

Further, contrary to traditional phone company ©9olicy
regarding how to handle abusive calls ("Hang up") (T 284, 627,
828, Calier ID promotes self-help intervention in dsaling with
the veceipt of an abusive call. (T 283, 819). Such vigilante
activity carries with it the real potential of encouraging
violent confrontations. (7T 819). Interestingly, revealing an
abusive caller's number and the implied invitation tc make
contact with that caller such disclosure provides is inconsistent
with Southrrn Bell's policy regarding Call Trace. Southern Bell
Qill not reveal a caller's number in Call Trace situations
secause the matter is more appropriate for phone companv or law
enforcement intervention. (T 226, 247y . Certainly this
detrimental effect of potentially wviolent self-help responses
autweigns any benefit that might be obtained thrcugh such use of

Calier ID to obtain displays of annoying callers' numbers.




Phone company statistics appear to indicate that the number
of reports of annoying calls received by the phone companies drop
when Caller ID is implemented. It shoull. first be noted that a
drop in reports of annoying calls does nat equate with a drop in
the number of annoying calls being received by consumers. A drop
in reports of annoying calls is a predictable result when Caller
ID by its very nature promotes self-help intervention. There is
no need to contact the phone company when one plans to take
matters into his own hands. Even so, the statistics offerea by
phone company representatives fail to identify Caller ID as being
the sole reason for purported drops in abusive calling activity.
(T 6Z8). Call Trace may explain a significant portion of any
drop in abusive call reports. (T 620). Better prosecution by
»eason of more extensive use of Call Trace over the old Annoyance
Bureau/Trap and Trace methods may also explain such drops. (7
774 . Regarding the alleged reduction of annoying calls
attributed to Caller ID, it has been suggested that allowing
universal per call or per line blocking of Caller ID displays
will eliminate or greatly limit any reduction of such calls.
This effect has not been documented. (T 628). In facc, receipt
of a blocked ¢all may be beneficial in handling annoyirg callers
since it puts the recipient on notice that he ox she may be

receiving a call of questionable nature. (T 630).

Caller ID does provide a new means of capturing '"missed

calls, " but thnis limited penefit certainly cannot outweigh Caller



ID's numerous detriments and can be easily duplicated to a great

extent by the use of a simple phone answering machine. (7T 647}.

Reyarding the alleged benefit to emergency services, it must
first be noted that implementation of Caller ID with universally
available biocking would have little adverse impact on this ares
since one seeking emergency assistance would not be inclined to

block his number. (T 526).

Regarding the alleged benefit to schools and other enticies
of receiving a display of threatening caller's phlone numbers, it
must first be realized that the number may not be readil
identified to a person or location and some sort of cross
referencing may become necessary. (T 627). It should also be
noted that no testimony as to this asserted benefit was
introduced at the formal hearing. Close analysis of this
purported benefit suggests that having Caller ID will not affect
the school or other entity's response to the threat. Does the
digplay of the originating number of a telephoned borb threat
make that threat any more or less dangerous than a threat
received from a caller whose number is not displayed? Certainly
not. It is predictable that a school or other entity's rcesponse
to a threatening call will be the same regardless of whether che
originating number is displayed or not. Increased focus upon
guick utilization of Call Trace may in fact be preferred to

Caller ID in this regard. (T 62b6).




Any true benefit that may be experienced would be in
identifying the threatening caller's lccation and identity. 1In
this regard, Call Trace and the phone cnompany lusiness records
generated thereby will provide better evidence for prosecuvtion of
the threatening party. (T 627, 827). Even then, tihe caller has
at his disposition the numerous methods of avoiding Caller ID
display of his number as have been discussed earlier. He could
also utilize a pay phone tc produce a Caller ID display of

limited use.

Caller 1ID with wuniversal blocking is not necessarily
incompatible with the benefit alleged by Southern Bell and GTE i.
this regard. A call can be traced with Call Trsce even if
blocking were attempted. (T 121, 122). It is known that 911
systeme will display an originating number regardless of whether
blocking is initiated or not. (T 1041). This being the case, it
is obvious that the technology exists to program certain
rocipients' numbers tu receive displays of numbers regardless of
whether they are blocked by the caller or not. ‘The p;oposal made
by FDLE witnesé Ron Tudor that schools, hospitals, suicide
ﬁotlines, etc. be placed in a "cannot be blocked" category would
provide the benefit identified by Southern Bell and GTE (i.e.
dispiay numbers of threatening callers or those neeuing
intervention) while still allowing universally available blocking

as a means of addressing the significant safety concerns of law

enforcement and domestic violence witnesses.




Issue #6H: Are there any existing CLASS services (e.qg., Call
Trace, Call Return, Call Block, ecc.) that have similar functions
and/oxr benefits as Caller ID; if so, what are their detriments?

Is their rate structure appropriate?

Attorney General, Statewide Prosecutor, and
FDLE Position: We join the postion of the
Public Counsel that call trace at a
reasonable price will allow the public to
achieve the esgsential benefits of Caller ID
without the major cost or impact of Caller
ID.

Discussion:

Call Trace, as proposed by the Office of Public Counsel
would provide significant benefits, many of which would duplicat:
the benefits alleged to be derived from Caller ID. Since (Call
Trace does not display a caller's phone number, the significant
concerns regarding personal safety of law enforcement personnel
and domestic violence victims is not a factor. Call Trace
should not be a service that must be presubscribed (as currently
of fered by Southern Bell, T 220) since no one can know ahead of
time that he or she will receive an annoying call that should be
ﬁraced. (T 237). The approach to Call Trace offered by Centel
(available generally, with a charge assessed for each successful
trace, T 535) more closely approaches what should b2 available to
phone users statewide, although the Office of Public Counsel
advocates a lower per-trace charge, and that position has been

adopted hy the undersigned.




Call Trace in any form duplicates many of the purported
advantages of Caller ID. It provides a means of addressing the
receipt of an annoying call in that a Call Annovance Bureau can
be notified that a Call Trace was initiated and an appropriate
rasponse can be taken. (T 627). if an annoying call is life
threatening, Call Trace can be engaged and phone security can
centact law enforcement quickly. (T 626). Thus the alleyed

benefits of Caller ID to schools and otler entitiez that might

rec2ive threatening calls are just as available with Call Trace.

If Call Trace is made generally available, with no need to
presubscribe, any phone customer could utilize Call Trace as
response as needed. Such general availability would stand in
sharp contrast to the predicted utilization of Caller ID. Bell's
representative Ms. Sims testified that the expected "penetration”
of Caller ID for the next five years is only 5 to 7% of the
residential market. (T 271). Currently, in areas where Caller ID
har been introduced the penetration is in the range of 1.2% in
Tennessee (T 195, 271) and 2% in New Jersey. (T 271). Clearly
Caller ID will not attain the degree of residential market
ﬁenetration to make it a viable weapon in responding to annoyance
calls. Cal.. Trace, on the other hand, 1is presently mure
generally available since some companies such as Centel offer it
without a need for subscription (T 535) and it 1is a less

gxpensive Bouthern Bell CLASS option than Caller ID, with a

monthly cost of $4 as opposed to the proposed monthly cost of




$7.50, plus cost of a CPE display. (T 252). Ii the Public
Counsel's alternative Call Trace proposal were adopted, the
availability of Call Trace as a viable »ption will be assured
throughout the state. If there is any discouragement of annoying
callers by the realization that the phone from which they axe
calling wmay be identified, Call Trace would provide greater
discouragement than Caller ID because it is more generally

available.

Significantly, Call Trace provides business records evidence
and coerroboration of annoying calls that is necessary for a
successful prosecution. (T 627, 827, 1021). Use of Callexr ID
provides no such corroboration and invites courtroom challenges

to the accuracy of an alleged number identification based on

possibilitios such as misidentification or misperception of the

numbers displayed on the call recipient's Caller ID display
device. Call Trace avoids the "swearing match" between a caller
and call rermipient that presently prevents prosecution in some

gituations. (T 1021).

Unlike Caller ID, Call Trace does not provide the recipient
with the caller's phone number, so potentially dangerous seli-

help vigilante encounters would be impossible.

tall Block provides a benefit of cutting off the possibility
or receiving a second call from an anmoying caller. Up to six

numbers can be blocked. (T 67). Again, since no caller number is




displayed or otherwise identified, the personal safety concerns
raised by law enforcement and others regarding Caller ID are not
a factor. If Call Trace were made generally available throughout
the state, Call Block and Call Trace, utilized together would

provide a formidable weapon against annoying callers.

Call Return raises similar concerns about safety as Callexr
ID since the recipient of a call can effect a "call back" and the
potsntial for accidental or inadvertent compromise of an
investigation or location of a battered spouse can occur.
Because of this, Call Return is considered of little benefit,
The only benefit would be that since no number is displayed, tl. :
potential for a face-~to-~face confrontation between an annoying

caller and the call recipient is reduced. (T 647).

The existence of several CLASS options does not alleviate
our primary concern of protecting personal safety of law
enforcement operatives and others from the jeopardy that Caller
ID without universallv available per call and per line blocking
presents. Even if Call Trace is made available throughout the
state as propused by the Office of Public Counsel, our objections
to Caller ID as proposed by Southern Bell and supporied by GTR

continue.




Issue 7: What effect will Caller ID have on nonpublished and

unlisted subscribers?

Attorney General, Statewide Prosecutor, and
FDLE Position: We adopt the position
advanced by the Public Counsel on behalf of
the Citizens of Florida that the more than 1
million Southern Bell customers with either
nonpublished or unlisted telephone numbers
have a legitimate expectatior that their
numbers will remain private and that
continued privacy should not be conditicned
upon their payment of an additional fee for
blocking service.

Discunssions:

According to Nancy H. Sims, an Operations Mane jer for
Southern Bell, approximately 234,000 of Southern Bell s
svhscyribers have nonpublished, and about 211,000 have unlisted,
telephone numbers. (T 197). As Commissioner Easley pointed out
at the hearing "the minute they [ he unlisted or nonpublished
cust.omer] make a phone call with Caller ID their phone numbar is
now out, ic is now published unless they use one nf the means
that yon have enumerated for blocking." (T 202). The means
enumerated included use of calling cards (T 203), operated-
ésgisted calling (7T 203), and going to ancther phone (T 202).
The Meryland Public Sexrvice Commission has recognized
"subscribers to unlisted and nonpublished services may experience
an erosion in the value of that service if a blocking option is

not available to them." In the Matter of the Provision of Caller

tdentification Service by the Chesapeake and Potomac ‘[Felephone

Company of Maryland, Case No. 8283, (November 20, 1990).




While Southern Bell suggests that subscribers to unlisted
and nonpublished service will benefit from and desire Caller ID,
(T 61), survey data discussed by Dr. M.ck Cooper, president of
Citizen's Research, indicate that those subscribers are extremely
concerned about the. potential loss of privacy they would
experiesce under Caller ID. (T 606-608, 613). Indeed as ks. Sims
testified, potential erosion in the value of unlisted and
norpublished service was a major factor in Bell South's initial

pogition that blocking should be available to those subscrilbers.

(T 260).

The Attorney General, Statewide Prosecutor and FDLE adopc
the poegition of the Public Counsel as to this issue, but wish o
underscore the irony and inherent unfairness of assessing upon
the over 1 million Florida consumers served by Soutkbern Bell who
utilize nonpublished or unlisted phones (T 197) a fee for such
utilization, only to make those numbers public via Caller I0.
Unless univergally available blocking is offered in order to
maintain the privacy of one's unlisted or nonpublished number the
customer, who is already vaying $1.75 per month for nonpublished
Qervice or $.80 per month for unlisted, (7 136) will be required
to pay an additional $.75 or $1.00 per call. (T 203;.4 This

untoward result would be avoided should free per call and per

de

line blocking be made available. The undersigned also adopt the

..
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Additionally, this change would take place with no prior nctice
to the nonpublished or unlisted customer. (T 262).




position of the Department of Gereral Services as to the negative

effect of Caller ID on nonpublished SUNCOM numbers.



Issue 8: What alternatives to Caller ID blocking are available

and do they sufficiently protect customers' anonymity?

Attorney General, Statewide Prc.,ecutor, and
¥DLE Positions Caller ID witchout £free per
call blocking violates Florida law, as
discussed in Issue 3, therefore no
alternative to blocking is viable. In
addition, the alternatives proposed by
Southern Bell and GTE are inadequate to meet

law enforcement needs.

Discussions:

The phrase "alternative to Caller ID blocking" is somewhat
misleading since Caller ID blocking can be presently recured
throvwgh several alternatives, as long as one 1is willing to pa
Southern Bell or others for the blocking option. Use of a
calling caxd "blocks" Caller ID displays for a charge of $.75 (T
98): utilizing an operator-assisted call for a charge of 31.00 (7T
993 will not generate a Caller ID display. Use of a cellular
phone will not generate a Caller ID display. (T 100). Any of
these alternatives provide some protection to anonymity, but they
do not sufficiently protect undercover law enforcement operatives

and people such as domestic abuse victims.

FDLE wicness Ron Tudor identified numerous conceins with
tzying to atilize these various options. Concerns inclnded
costs, complexity, and likelihood of accidental compiomise. (T

833-~36). Spouse abuse centers find such options unacceptable for

various reasons including fear for personal safety, fear of




compromise of the location or ide~tity of battered spouses, their

families and those supporting them, and distaste for having to

certify oneself or another as a "battered spouse." (T 949-51,

$80, 1005). Only allowing universally available pe: call and per

line blocking generally throughout the state will begin to

alleviate the significant personal safety concerns expressed.

GTE strongly promoted its Protected Number Service (PNS) as
a substitute for per cell or per line Caller ID blocking. PNS 1is
the functional equivalent to Southern Bell's RingMaster (T 453).
This service would allow a second number to be assigned to one':

line, with the second number ringing in with ¢
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distinctive ring, allowing it to be distinguished from a call
being received on the originally assigned number. (T 440). Az
guch, PNS would allow the newly assigned number to be displayed
on a Caller ID unit, with any return call made in reliance upon

the displayed number Leing identified by its distinctive ring. (T

440). PNS would provide an alternative to blocking, but is does
not truly address the concerns of law enforcement and domestic

viclence center representatives.

First among the detriments is that PNS must be a subscribed
service, established at a known telephone location. (T 456,
842). Law enforcement operations are such that they chenge from
woment to moment and are not predictable. (T 842). A particular
known phoae may not always be the phone from which undercover

calls must be made. (T 456, 842). This being the <ese, not
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having universally available per cell or per line blocking will

st11l freguently produce the safety and securicy conuverns

previonsly expressed, even if a law enforcement agency utilizes
the PHS option for some of its phones. Further, multiple

investigations may need to utilize the same undercover phones &t
a policve facility. PNS suffers from an inherent limitation in
thet either the original or the assigned alternative number would
be the number displayed to a Caller ID unit. (T 842). The
fallacy of utilizing the same number in multiple undercover
investigations should be obvious. Next, the same rigks and
concerns that come with the display of any phone number on .
Caller ID unit will surface even if the display 1is generated hvy
veascon of PNS. A number will be displayed. There ave the risks
of inadvertent compromise of an investigation. (T 293, 457-8,
8942y, As with any "alternative" that displays a phone number,
the risks of compromise are higher than in situations where no
number is displayed orn the Caller ID unit. (T 458). Bven usge ¢
4 recording indicating “this phone is not being answered” as
suggested by GTE witness Larry Radin (T 452) would generate
suspicion which could jeoperdize an investigation. (T £36). Even
if PNS is ut.lized, law enforcement retains the same need for
universal per czll or per line blocking as previously identified.
At bhest, PNS shouvld be considered a valuable supplement to per

call and pex line blocking. (T 4€1). It is not a panacea. (T 841,

846 -
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if PNS were made available to donestic violence centers,

same limitations of location, presubscription, opportunity for

compromise by reason of accidental or incdvertent dieclosure of
iocation when the PNS-generated phone numoer is called back, eto.
wonpld be of concern. PHNS is not an effective substitute for per

call and per line blocking. (T 844).
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Should the Commission allow or reqguire the blocking of

e e oRes——— A

caller ID? If 8o, to whom and under what circumstance?

Attorney General, Statewide pProsecutor, and
¥DLE Posgition: The Commission should
require Southern Bell to provide universzal
per call and per line blocking at no charge

to the calling party.

Discugsion:

#irst, it should be noted that if Caller ID is approved,
methods of blocking the display of a Caller's originating number
already exist. These have been previously discussed. Sc to «

great extent, as was pointed out by the Public Counsel, methods
of blocking a Caller ID number display already exist, but for a

fee, presently payable to the phone companies.

Universal per call blocking at no charge has been mandated
5 y 3
in Kentucky,J South Caxolina,6 Pennsylvania,7 and Maryland.d

This Commission should issue the same prereguisite for Callex 1D.

pPer-call blocking would address the wost significant

drawback of the system by eliminating any questions as to the

5 1n the Matter of: The Tariff Filing of GTE South Incorporated
to Estab.ish Custom Local Area Signaling Service, Case No. 90~
036, October 8, 1990.

6 Souchern Bell v. Hamm, supra.

! Barasch, supra.
@

Matter of the provision of Caller Identification Services,
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systemn's legality undexr Florida's wiretap law, since

interceptions to which both parties consent are lawful. Be

924.03(2)(d) Fla.Stat. (1989).

If it is determined that Caller ID does not violate Florida
or federal law, and Caller ID is to be implemented in this state,
then blocking of Caller ID should be available cn both & per call

and per line basis, selected at the opticn of the calling party,

anc at no cost to the calling party.

The need for the blocking option has been demonstrated in
several circumstances as previously discussed, the mos:
compeltling of which are the needs to protect undercover law
enforcement investigations from jeopardy caused by the accidental
ox unintentional display of an originating phone number and the

needs to protect victims of domestic violence.

Ron Tudor, testifying on behalf of a task force representing

a varlety of law enforcement entities stated:

If the blocking option is available to the
public at large, then a c¢riminal who
receives a blocked telephone call would not
become overly suspicious. This is in sharp
contrast to what Southern Bell proposes.
Under Southern Bell's proposal, which would
allow blocking for only a limited portion nf
the telephone using public, the very fact
that blocking has occurred will serve to
suggest to the criminal that a law
enforcenrent officer o: one acting on behalf
of law enforcement may be the person making
the call.

- 43 -



(T 819-820).

In a similar wvein, Cheryl Ray inoenix, of the Florida
Coalition Against Domestic Violence, questioned the viability of
the selective blocking offered by Southern Bell to battered

wonen .

The first concern we have is vhat battered
women who are struggling to be financially
independent will be unable to afford another
monthly phone charge, and how will Southern
Bell decide who can obtain it free of
charge? Will a victim have to detail all of
the threats, physical and sexual abuse which
che has experienced, and that of her
children? 1If so, how will Southern Bell he
able to adeguately handle 60,000 requests
from individuals in this state, which is the
number of victims who called the domestic
violence hotlines statewide last year? Is
this a reasonable solution to the problems?

(T 950).

Law enforcement's concerns in this regard are neither
specious nor imagined. (T 822, 823). Similarly, the concerns
expressed by spouse abuse representatives are nether specious nor
imagined. As pointed out, such need will often call for a per
iin@ blocking option rather than just per call blocking, s=ince
chiidren or others may not be relied upon to enter @ blocking

code prior to making each phone call. (T 950).

Caller 1D blocking on a per call or per line basis ought to be
made aveilable to all callers on a free basies statewide.

Otherwise, law enforcement concerns regarding sefety will hecoms



complicated by the "patchwork cuilt" of blocking options that
will occur, with safety of an undercover operativsz depending to a
great dJdegree on the geographic location from which the
cperative's originating call is being made. (7 845). Law
enforcement undercover investigators cannot constantly refer o
manuals to determine whether a call they are about to place is
"Callexr ID safe" or not. (T 917). The Flrrida Department of Law
Enforcement has responsibility to train and advise law
enforcement officers throughout the State on matters such as the
impact of implementation of Caller ID. (T 815, 924-25). A
hodgepodge system in Florida in which some phone companies wil.
offer universally avallable blocking, while others will not will
bee a trainer's nightmare and carries with it the real risk of

jecpardy to law enforcement operatives' safety.

Further, such lack of uniformity will adversely impact the
800 MHz statewide law enforcement radio system presently being
developed in that the "call trunking" feature would not be able
to offer uniformly throughout the system a predictable blocking

option. (T 918).

The fact that some police agencies support Caller ID and
have suggested that it be made available with no biocking opricn
reflects a difference in the focus and responsibilities of the
agencies, which may produce & failure to perceive the real and

present danger unblocked Caller ID calls can have upon undercover

investigations. (T 871-73, 922). Expressed desires Of certain




law enforcement agencies that they be allowed to utilize Caller
ID to assist their general law enforcement function should not bLe
seen &8 minimizing concerns for law enforcement undercover

operatives' safety.

Even if Caller ID were not in violatiocn of Chapter 234, the
usa of Caller ID by governmental agencies may be challenged by
the ACLU or others as being unconstitutional. (T ¢10-11). As a
result of such a challenge, the uses of Caller ID that certa’n
law enforcement agencies have identified may be denied them and
other governmental entities operating facilities such as schoo 3

and courthouses. Thus one identified benefit to not allowing

]

blecking, the "identification" of bomb threats and similar calil

may never be realized.

Even if general Caller ID use by government agencies is
constitutional under Florida law, the "bomb threat” and similar
ocbjections to blocking do not withstand close scrutiny. As
discussed earlier, these objections seem to assume one making a
threat would utilize his personal phone, making investigation and
apprehensicn relatively easy. Yet the various options for
"blocking" a call that are presently available such as using a
operator-assisted call, wusing a cellular phone, etc. renain
readily available, and would defeat the display of the number.

Certainly, the availability of universally available blocking,

@

carrying with it the assurances of protection of safety in the

context of undercover investigative operations and in che spouse




sbuse area, provides a substantial benefit that outweighs the

illusory "advantages" in detecting threatening callers.

Further, the alternative approach to blocking suggested by
Ron Tudor that would identify certain facilities %o which numbers
of calling parties could not be blocked seems to be the
preferable way of assuring that blocking is made gencrallw
available to those who need it, but den’z:d to those inclined to

abuge the blocking option. (T 851-~53).

An approach of identifying ‘"subject classes” to whom
blocking would be made available is not appropriate. First, st :h
a system would tend to identify those with the blocking option as
potentially being associated with law enforcement, thereby
jeopardizing the safety of law enforcement operatives. (T 8§19~
B20). Second, such a system suffers from an inherent flaw in
that it calls upon someone to determine to whom blocking ought to
bz made available and to whom it will not be made available. It
iz not appropriate for the phone company to make this
determination since the company's decision in this regard will be
highly suvbjective, would be arbitrary, (T 613-614), could be
administrat. vely burdensome, attempts to impose decision making
recponsibilities upon domestic violence support centers that they
dn not wish te have, and is degrading to victims. (T 96C, 962,
963, 980, 8%0-91, 1000, 100.). The proposal also ignores the
real possibility that victims or domestic violence center workers

will have to utilize phones other than the one to which "class-




assigred" blocking has been programmed. (T 1005). As suggested
by Southern Bell witness Nancy 8ims, this Commission could set
iteelf up as being the arbiter of such decisions (T 278, 298},
but assuming such responsibility carries with it the same
complexity and concerns stated above. To allow certain classes
to have access to blocking would not address the concerns of the
hundreds and thousands of abused gpouses who may not contact a
gpouse abuse center, yet are at the same degree of risk as their
counterparts in the centers. (T 964). To allow certain classes to
have access to blocking and to deny others the blocking option
appears to be an arbitrary determination that would recogni: 2
privacy interests in some, but not all calling parties usirg

phones in Florida.

While it is true that phone tariffs require a calling party
to identify himself/herself when csked, as discussed earlier,
Calier 1ID's display of an originating phone number does not
provide suvch ident.ification. Numerous other reasons why
receiving the display of a number fails to equate with

"identifying the caller” were mentioned in testimony.

Free per nall and per line blocking would also avoid che
unfairness of requiring telephone customers to pay to maintain
their privacy. This is especially so for nonpublished and

unlisted subscribers, as discussed earlier.

v



The Florida Cabinet has ad-pted the position that free per-

c¢all blocking should be available for all state celephones, (7

While the area of costs to Florida consumers is an area to
be mors properly addressed by the Public Counsel, the undersigned
subnit that the cost of providing the blocking option ought to be
bocne by those who subscribe to Caller ID. The blocking option
should be provided at no charge to those seeking to utilize it.
But for the implementation of Caller ID as an option, the need
for blocking would not exist. The status quo is such tnat o e
need spend no money to avoid display of his or her originatiag
phone number when calling a party. With the implementation of
Caller ID, that status quo ought to be maintained, with blocking

being made available free of charge.

In summary, per call and per line blocking of Caller ID at
no charge to the calling party ought to be made available
uni formly throughout the State of Florida. Consideration should
be given to whether certain agencies or facilities (e.g. schools)
could be identified as a class to which calls would not be
blockable. The costs of providing the blocking option should be
borne by those using the Caller ID option and by the phone

companies offering the option, but not by the callers choosing to

block on a per call or per line basis.




issue 10: What special arrangements, if any, should be made

regavding Caller ID for law enforcement personnel?

Attorney General, Statewide Prosecutor, and
FDLE Position: Should it be determined that
Caller ID does not viclate Florida law, law
-enforcement should be extended call block
capability at no charge.

As has been previously discussed, the first special
arrangement is to retain the balance of control in undercover
investigations in favor of law enforcement and avoid the
significant risk of serious injury ox death te law enforceme.
personnel and operatives that Caller ID as proposed represents.
The method of implementing this special arrangement is to make
universally available throughout the state of Florida a
consistent system of offering per call and per line blocking of
the display of originating phone numbers via Caller ID. This

klocking should be made available at no cost to blocking parties.

Second, this Commission should mandate continued assistance
by all phone companies with law enforcement to develop and
inplement alternatives that will mirnimize the risk to safety and
integricy of investigations that Caller ID represents. All of
the wvarious proposals made by Southern 8ell and GTE as
substitutes for Caller ID blocking should be made available to

law enforcement. However., these should not be made availables as

substitutes, but rather as supplements to, universally available




per call and per line Caller ID blocking. To the greatest extent

posaible, these supplements should be made available to law

enforcement at no charge, or minimal cha-ge.

Should® blocking be made available only to identified
~classes, the criteria for making blocking available to law
enforcement should be broadly applied in order to maximize the

increaged safety to law enforcement that hlocking will provide.

At least 120 days should be provided prior to the
implementation of any Caller ID system to allow the Florida
Department of Law Enforcement to adequately notify ana tra'n

affected law enforcement personnel and agencies.

Adequate protection to the security, integrity and purpose
of the statewide 800 MHz radio system must be provided. The only
workable method of doing so will bc to provide per call and per
line blocking capability for the "trunk" lines utilized by the
system. The various phone companies should be mandated to assist
the Department of General Services, State of Florida in whatever

manner necessary to assure the inteqrity and viability of the

aystem.




Issue Jli:s What special arrangements, 1f any, should be made
regarding Caller ID for any other group or groups?
Attorney General, Stetewide Prosecutor, and

FDLE Position: Free per line and per call
bilocking should be available.

Discussion:

Speclial arrangements should be made fcu groups such as those
making up the Florida Coalition Against Domestic Violence (FCADV)
(29 battered women's shelters, concerned citizens and other

groups working to end domestic violence in Florida). (T 947).

P

Cheryl Phoenix, Director of FCADV, termed Called I0D ag
proposed by Southern Bell and supported by GTE, "lethal to
pattered women and their children." (T 949). This conpcern
derives from the real problem of identification of location of
battered spouses through the use of Caller ID without a per call

oir pexr lineg blocking option.

By reason of the testimony of Ms. Phoenix and the othern
domestic violence witnesses, the parties to this brief have
ﬁadified their position regarding the type of blecking that
should be made available. Rather than just per call blocking,
both per call «nd per line blocking should be cffered unjversslly
withh no cherge to the blocking party. As polnted out by Ms.
Phoenix, a battered woman's children may not remember to dial the

"Biock" code 1f only per call blocking is available. (T §950).
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The potential for inadvertent or accidental compromise of a
battered woman's location is too high to justify offering only
par call blocking. Battered women shcild have the choice of
either per call or per line blocking @3 they attempt to beltter

rrotect themselves from attack or retribution.

The scope of domestic violence should not be underestimeted.
Approximately 80,000 domestic "hotline” ~zlls were received in
Plorida in the last fiscal year. (T 964). Ms. Phoenix indicated
that it is estimated that only 1/10 of the battered women
actually contact a battered women's shelter. Her extrapnlation
suggests that approximately 800,000 people in Florida vould b:

battered yearly. (T 964).

Phone company suggestions for "limited class" blocking are
unrzalistic when the numbers of potential seekers of a blocking
option by reason of domestic violence are realized. The FCADV
shelters are unable te risk the liability for producing a list to
Southern Bell of the thousands of domestic viclence victims in
danger and in need of a blocking option. (T 954). Delays
inherent in obtaining requests and processing the requests prior
to implementing a blocking option carry with them grave
consequences in that the battering spouse goes to great lengths
to locate the battered spouse when she leaves him. (T 963). The
nesd for this special class blocking protection will continue
indefinitely, meaning the numbers protected will qrow

contlnually. (T 966). While Protected Number Service (PNS)
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might provide some protection to the shelters and regular
emplcyees, Ms. Phoenix indicates those employees and shelter
volunteers change frequently, making it difficult, if not
impossible for a phone company to keep its PNS service offerings
current. (T 960). Company response to these concsrns indicate
that no specific, considered, plan had been developed to address

these concerns.

Cost of securing a blocking option is of crucial importance.
Ms. Phoenix indicated that battering occurs in all socioeconomic
classes, but that when a woman leaves an abuser she often leaves
everything behind. (T 970). The abuser often has control of al.
the money, sd for all practical purposes the battered spouse is
indigent. (T 871). To charge for blocking necessary to help
prutect the spouse from further physical harm is neither

compassionate nor justified.

Clearly, nuniversally available per 1line and per call
blocking, with no charge to the blocking party is the only viable
option for addressing the concerns of FCADV and similar groups as
have been ralised by the proposed implementation of Caller ID. As
stated by Ms. Phoenix, "We cannot risk additional lives for the

profit of the telephone company or to keep the Caller ID system

from being devalued." (7T 953).
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gsue 12: Is Caller ID in the public interest?

Attorney General, Statewide Prosecutor, and
FDLE Position: Caller ID, wit™ the caveat
cf universal blocking at no charge to the
calling party, is in the public interest.

Discussion:

In an abstract sense, Caller ID is in the public interest,
hecause it facilitates the shoring of information. Glenn Mayne,
Division Director at the Department of General Services testified
to the "vast" potential for information retrieval which Caller ID
could enable. (T 1037, 1047-48). The framework in which So:itherr
Bell offers the service however, presents drawbacks whici

outwelgh the benefits.

While admitting that "focusing on Caller ID as a service
directed at handling annoyance ~alls disregards the more
important reasons for offering this service," (T 87), the company
maintains that free per call blocking capability would devalue
the service, Yet even Southern Bell's witness admitted this
position was based on perceptions, minimal experience, and
Qpeculation (?" 207, 213) and ignored the impact of new
rechnology, (Y 2088). The witness acknowledged that in one twuial
call block was activated only 143 times out of one million calils.
{(r 206). As Dr. Cooper noted, the devaluation argument is only
true if one accepts the premise that a harassing caller would not

uge a credit card, pay or cellular phone or operator (ail methods




which result in per call blocking) to place his call. (T 624).
The benefit/detriment imbalance is made even more clear by
Sovthern Bell's own estimate that ultisate residential market
penetration of Caller ID will be only 5-7%. Logic will not
support a finding that loss of privacy, erosion of value of
unlisted or nonpublished service, possible endangerment of the
lives of law enforcement, and risks to abused spouses are
outwelghed by the benefit of 5-7% of the population knowing the
number from which they are being called. The public is simply
not being served when the benefits go to so few at a peril to so
many. Even Southern Bell initially took a position in favor o:
broader blocking, but the position was modified by its regional
marking council. (T 214, Ex. 4). Such alteration of the
compapry's position raises an inference that the unstated but

primery £orce behind Southern Bell's present position is an

economic one.

Clearly, the true potential benefit for Caller ID lies in

. 1

its use as an information sharing mechanism, rather than a tool

to prevent harassing telephone calls. The system has the

potential tc expand to display a variety of information to the

provider of goods or services before the inquiring customer's
wall is even answered. (T 1073). Per call and per line blocking
capability is necessary however, to permit the calling party to

b2 selective in sharing that information. (T 1078).




Issue 13s What further action should be taken of Southern Bell's

tariff filing introducing Caller ID (T B9, 507) and changing the

conditions under which nonpublished information will be divulged

(T 80-10G23)? What should be the effective date of such action?
Attorney General, Statewide Prosecutor, and

FROLE Pogition: Southern Bell's tariff
filing should be rejected.

The undersigned will defer to suggestions by the Office of
the Public Counsel as to the practical steps for taking
appropriate action and the effective date of such action, but it
is submitted that Southern Bell's tariff filings be rejected,
Caller ID should be allowed on a statewide basis in Florida only
if universally available per call and per line blocking is
offered in conjunction with the Caller ID service. Such blocking
should be at no cost or charge to the blocking party since those

utiiizing Caller ID shcould pay the costs associated with it.

1f possible, a uniform approval and implementation of Caller
TD with universal no charge per call and per line blocking
statowide should be considered. This will expedite the training
program described below and will facilitate the gereral education
of the state's populace to the availability and impact of Caller

.




Ayny  implementation of Callar ID in the State of Florids

should bhe delayed a minimum of 120 days, to allow the Florida
Department of Law BEnforcement to adequately train and advise law
enfornement personnel of the details of the implementation and
the inherent risks to personal safety and investigation integrity

Calles ID carries with it.

The wandates for phone cowpany assistance to law enforcement

and the Department of General Services should be incorporated ir

any Commission rulings on tariffs.
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