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7 Please state your name and business address. Q* 

8 A. My name is William L. Wiley. 

Parkway, Overland Park, Kansas, 6625 1. 

My business address is 6550 Sprint 

9 

10 

Q. 

A. 

By whom are you employed and in what capacity? 

I am employed by Sprint Local Telecommunications Division as a National 12 

13 Engineering Standards Manager IV - C2P. In this proceeding I am 

14 

15 

testifjring on behalf of Sprint-Florida, Incorporated. 

16 Q* 

A. 

Please describe your work experience with Sprint. 

I began my career with Sprint as a Central Office Equipment (COE) 

installer, completing 6 years in this field. In 1980, I became a COE 

17 

18 

19 Engineer, working on equipment additions to various central offices and 

switching systems. In 1987 I became a Signaling Systems planning 20 

21 engineer, developing plans for the initial rollout of Signaling System 7 to 

the Sprint network. In 1990, in addition to SS7 planning I also worked on 22 
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Qg 

A. 

Q- 

switch systems planning, developing features and fimctionality of Sprint’s 

Long Distance switching network. 

From 1992 to 1997, I became one of Sprint’s representatives to TlS1, A 

standards body associated with signaling and switching systems. Also at 

this time, I was chosen to be one of Sprint’s representatives to the 

International Telecommunications Union. This body establishes standards 

for telecommunications for the world. 

In 1997 I became a part of a team that worked on developing a new form 

of switch and signaling platform. In my position, I developed call 

processing and signaling processing for the platform. Because of this 

work, I became the co-inventor of 44 United States patents. 

In 2002, I became a National engineering standards manager for the 

implementation of C2P, a new type of switching system, for the local 

telecommunications division of Sprint. 

What is the purpose of your testimony in this proceeding? 

The purpose of my testimony is to provide the facts surrounding the SS7 

messaging and parameters derived from the call records obtained from the 

Agitent system that Sprint uses to determine traffic patterns and 

abnormalities derived from calls destined for the Sprint LTD network. 

Could you please provide an overview of your testimony? 
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A. Yes. In my testimony, I will outline the factq concerning KMC’s 

transmission of call setup information to Sprint and KMC’s passing of 

charge party? calling party and jurisdiction idormation parameters that 

show the passing of interstate and intrastate interLATA traffic over local 

interconnection trunks to Sprint. I: am providing testimony for the 

3 

4 

5 

6 following issues in Order No PSC-05-0125-PCO-TP: 

7 

Issue 4 What is the appropriate method to determine the jurisdictional 8 

9 nature and compensation of traffic? 

10 

11 Issue 5 Did KMC knowingly deliver interexchange traffic to Sprint over 

12 

13 

local interconnection trunks in violation of Section 364.16 (3) (a)? Florida 

Statutes? If yes, what is the appropriate compensation and amount, if any, 

14 due to Sprint for such traffic? 

15 

16 Issue 8 Did KMC deliver interexchange traffic to Sprint over local 

17 interconnection t r u n k s  in violation of the terms of the Interconnection 

Agreements with Sprint? If yes, what is the appropriate amount, if any, 

due to Sprint for such traffic? 

18 

19 

20 

21 Q. What systems and information were used to determine the accuracy of 

22 the call records between Sprint and KMC? 

3 
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A. The Agilent system is used by Sprint to extract Sigpaling System 7 Call 

setup messages and record the information so that traffic patterns and 

signaling abnormalities can be reviewed and corrected. For this testimony, 

I will discuss the information captured by this system as it relates to KMC's 

local interconnection trunk groups interconnected to Sprint and how data 

collected was used to develop the usage by the appropriate jurisdiction. 

Sprint is interconnected to KMC via a local interconnection trunk group 

that uses signaling system 7 (SS7) for call by call signaling. This Network 

to-Network interconnection (NNI) system provides "out of band" call 

detail signaling information that sets up, provides supervision, and 

disconnects supervision for telephone calls.. Instead of using tones to pass 

routing and number identification information over the circuits used for the 

voice path of the call, SS7 sends this idormation over a separate link and 

correlates this call setup information with the voice circuit connected 

between two switches. With this type of signaling, much more call detail 

information can be passed, providing for more services and better call 

control for each switching entity. 

In SS7, there are approximately 5 messages that are sent between the 

switching entities that control the establishment, duration, and 

disconnection of calls between the network elements. The five messages 

are as follows: 

4 -- u13) 
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Initial Address Message (IAM) - This messagq- provides call setup 1 

instructions from the originating switch to the terminating switch. This 2 

3 message contains information for the routing of the call, information on the 

originator of the call, charging information, and bearer requirements for the 4 

call if applicable. It also provides instructions to the terminating switch 

concerning which circuit the voice bearer path will be using. This is the 

5 

6 

7 primary message that initiates a call between the two switching entities. 

8 

9 

10 

Address Complete Message (ACM) - This message is sent fkom the 

terminating switch to the originating switch denoting that a voice path has 

11 been established and the call can proceed. 

12 

Answer Message (ANM) - The ANM provides an indication back to the 13 

14 

15 

originating switch that the call has been answered and the conversation can 

start. It also provides the indication that timing can start for billing 

16 purpo ses . 

17 

18 Release message (KEL) - This message, sent in either direction, signifies 

19 that one of the parties has disconnected and the call is over. 

provides the end of call indication for billing. 

It also 

20 

21 

22 

23 

Release CompIete Message (R-LC) - this message is sent to confirm that 

the call has been terminated and the circuits associated with the call have 

- 5 -  
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been released. 

There may be more messages that are passed between the two switches 

associated with the call, but for Sprint’s analysis, the above mentioned 

messages are the five used. Most of the idormation extracted by the 

Agilent system is derived from the Initial Address Message (IAM). 

Please explain in layman’s terms the Agilent system, what it does, and 

the output it produces. 

In simple terms, the Agilent system looks at call detail records extracted 

from the SS7 system described above, Using the originating telephone 

number and the terminating telephone number, Agilent determines if a call 

is local or interstate or intrastate interLATA. Information about Agilent is 

attached to my testimony as Exhibit WLW- 1. 

What information was used to determine that calls were being 

incorrectly routed by KMC over its Local Interconnection Trunks 

with Sprint? 

The Agilent system captures the SS7 messages and their parameters for 

each terminating call sent over the SS7 network corresponding with the 

local interconnection trunks fiom KMC to Sprint. It then takes these 

messages and related provisioning information to form a report that shows 

the various details and parameters of the call. 
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In looking at the reports provided, three basic fields were used to 

determine routing and the origination information of the calls. These items 

were Calling Party Number, Charge Number, and Jurisdiction Idormation 

parameter. These parameters determine the originator of the call, the 

billing number for the call, and the switch entity where the call was 

originated. The Called party field was also reviewed to ensure the number 

was local and appropriate to route over the trunk group in question. 

To develop a better understanding of these above mentioned parameters, I 

will provide a description of each parameter and its usage within SS7 from 

the Local Switching System Generic Requirements, published by Telcordia 

Technologies, which determines the basic switching requirements of the 

Public Switched Telephone Network. This document gives the following 

definitions for the three parameters under discussion. 

Calling Party Number (CPN) 

The format and coding of the calling party number parameter is similar to 

that of the called party number parameter. 

An originating Stored Program Controlled Switch (SPCS) shall include the 

CPN in the IAM, when available. When included, the CPN can be used to 

facilitate features at the terminating end such as calling number display, 

selective call waiting, selective call forwarding, and selective call rejection. 
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The calling party number parameter shall include the_ address digits of the 

specific station set originating the call. 

NOTE: The calling party number need not be the same number provided 

by the Automatic Number Identification (ANI) feature of the inband 

exchange access signaling described in GR-69O-CORE, Exchange Access 

Interconnection, FSD 20-24-0000. For example, if the station set is behind 

a Private Branch Exchange (PBX), the number provided by the MF ANI 

feature might be the main PBX line number rather than the number of the 

specific station set. The number of the specific station set may be available 

to the originating SPCS as the calling party number. 

The originating end office shall determine whether the restriction of calling 

party address presentation applies for a particular call based on the class of 

service associated with the calling subscriber’s line. 

If the calling party number is restricted, the address presentation restricted 

indicator, bits DC in the second octet of the calling party number, shall be 

coded 0 1, “presentation restricted.” Otherwise, these bits shall be coded 

00, “presentation allowed.” 

Charge Number (CN) 

The Charge Number (CN) parameter is of variable length. 

An originating SPCS shall be able to include or to not include the CN? as a 

pair with the Originating Line Information Parameter (OLIP), in an IAM’ 

based on the outgoing trunk group and class of service (i.e., originating 

screening and routing options). 

- r), F- - - . v  
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In addition, the CN shall be omitted from the T A M  at+lhe originating SPCS 

if all of the following conditions are met: 

The OL@ and the CN are to be provided on the outgoing trunk group. 

The CPN parameter is included in the IAM. 

The CN address digits agree with the CPN address digits. 

... The presence of the OLlP together with the absence of the CN 

parameter will inform the receiving SPCS that the CN address agrees with 

the CPN address. 

The CN parameter shall provide the ANI for the call and the ANI shall be 

available and identifiable for each call, at each SS7 originating SPCS, and 

at each SS7 intermediate SPCS serving as an originating SPCS. 

When included, coding of the Charge Number parameter shall be as 

follows: 

. . . When included, the CN parameter shall contain, when available, the ten 

NPA+NXX+XXXX address digits of the ANI in the address information 

field of the parameter. 

... If ten address digits are available in the address information field, the 

oddleven indicator bit shall be coded “even number of address digits,” and 

the nature of address field shall be coded “ANI of the calling party; national 

number.” 

. . . If the ten address digits are not available, but the Numbering Plan Area 

(NPA) digits are available, then only the three NPA digits shall be sent in 

the address information field. 
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digits,” and again, the nature of address field shall be coded “ANI of the 

calling party; national number.” 

. - . The numbering plan field shall be coded “ISDN numbering plan (ITU-T 

Rec. E. 164)” when either three or ten digits are sent. 

. . . If no ANI address digits are available, the odd/even bit shall be coded as 

“even number of address digits,” and the nature of address field shall be 

coded “ANI not available or not provided.” 

... In the case when no ANT digits are available, the octet containing the 

nature of address code shall be the last octet of the CN parameter. 

Jurisdiction Information Parameter (JIP) 

An originating SPCS shall be able to include or not include the JIP in the 

IAM as a LEC option based on the outgoing trunk group. 

Although the inclusion of the JIP in the IAM is a LEC option, with the 

introduction ofLNP, it is expected that the JIP will be included in the PAM 

for all calls. The JIP is used in LNP to signal the first six digits of the 

Location Routing number of the switch serving the calling party. The use 

of the JIP in LNP is fkther described in GR-2936-CON3, Local Niimber 

Portability (LNP) Capability Specijkation: Service Provider Portability 

In normal operation, the calling party number and charge number could be 
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used in the same TAM if the CPN and CN were diffsrent. But unlike the 

calling records of the calls from KMC, the CPN and CN should have a 

relationship between the two. As with stations behind a PBX, the station 

numbers would be populated in the Calling Party Number while the Charge 

Number parameter would be populated with the billing number of the PBX 

itself. 

The charge number is a provisionable field that denotes the billing number 

of the trunk group it supports. This field is assigned by the carrier at the 

originating switch. This type of provisioning is usually confined to User - 

Network trunk groups. That is, trunk groups that interconnect the carriers 

switch to a user’s PBX or customer premise equipment. Signaling for 

these trunk groups could employ Dual Tone Multifi-equency (DTMF), 

Multifrequency (&IF) or Integrated Services Digital Network (ISDN) 

signaling as in a Primary Rate Interface. 

The Jurisdiction Information Parameter denotes the Jurisdiction of the 

originator of the call. That is the location of the switch where the call 

originated. It is used in Local Number Portability to denote the originating 

NPA-NXX of the call. 

Q. What did the SS7 information related to the calls Sprint received from 

KMC reveal in relation to the ‘Selecordia standards described above? 

A. With Sprint’s research, the Agilent system provided information which 
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With Sprint’s research, the Agilent system provided information which 

showed that a large percentage of calls coming from KMC’s switches did 

not meet the standardized criteria for CN, CPN and JIP. The records 

showed that while the charge number and JIP were attributed to the KMC 

switch and the calls purportedly originated within KMC’ s network 

switches, the calling party number revealed that the calls actually originated 

in areas outside of KMC’s network. A large percentage of these calls were 

Intrastate InterLATA calls. This information indicated that KMC had 

violated its agreement with Sprint concerning the proper Local 

Interconnection trunk arrangements as explained in Mi. Burt’s testimony. 

This population of originating calling party numbers outside of the local 

access area over originating PRI t r u n k s  was not relegated to a small 

number of trunk groups. Through Sprint’s research from traffic collected 

on the Sprint-KMC local interconnection trunks, approximately trunk 

groups in Fort Myers) that had an originating 

Charge number and ICP assigned to the KMC Switches were found to carry 

in Tallahassee and 

traffic that originated outside the serving area. These calls could not have 

come from other switching entities and tandemed through the KMC switch. 

Since the JP and CN both are assigned to KMC, the trunk group(s) would 

have to originate the traffic unless non standard routing or digit 

manipulation occurred. 



Docket No. 041144-TP 
Filed: February 28, 2005 

Direct Testimony of William L. Wiley 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

I5 

16 

17 

18 

19 

20 

22 

. Q  

A. 

Q. 

How did Sprint determine the appropriate jurisdiction of the trafic 

that KMC was passing to Sprint over the local interconnection 

trunks? -- 

Sprint used SS7 records and Agilent, as described above, to identifjr the 

proper jurisdiction of the traffic. The jurisdiction was based on the calling 

party numbers to the called party numbers in the SS7 call detail records. To 

determine the amount of access charges KMC would have been billed had 

the traffic been routed properly, Sprint developed a percentage of 

interstate, intrastate interLATA and local traffic based on the Agilent 

study. These percentages were applied to the MOUs from June of 2002 

through November 2004 to develop the access charge billing amounts 

KMC should have been compensating Sprint. These calculations are 

discussed in more detail in Mr. Farnan’s direct testimony. These same 

records were used to determine that the amount of traffic for which KMC 

received compensation at the local voice rate was more than it should have 

been. These calculations are discussed in more detail in Mr. Danforth’s 

direct testimony. Attached to my testimony as Exhibit m W - 2 ,  is the 

Agilent study that was used to calcuIate the access and local minutes. 

Can Sprint produce call detail records to support its findings 

concerning KMC’s delivery of interexchange traffic to Sprint over 

local interconnection trunks with a Iocal number? 

13 - .’.. 

21 
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A. Yes. Attached to my testimony as Exhibit WLW-3, ace the call detail 

records supporting the Agilent study. While, theoretically, Sprint could 

produce ail of the call detail records associated with the traffic that is the 

subject of this dispute, it is unnecessary and would be unduly burdensome 

and expensive for Sprint to do so. Sprint maintains only six months of the 

call detail records online (although they include partial months back to 

January 2004). The remaining data is archived on tapes with a third party 

vendor. It takes approximately two days to pull and process a calendar day 

of call detai1 records fiom archives. Instead, Sprint has developed a 

statistically valid random sample of the call detail records, as described in 

the affidavit fiom Sprint's economist Dr. Brian Staihr and attached to my 

testimony as Exhibit WLW-4, to support its allegations. Records reflecting 

11 days of the 27 days included in the random sample are attached to my 

testimony as Exhibit WW-5.  Because of the length of time required to 

pull and process each calendar day of records, Sprint is still compiling the 

records for the remaining 16 calendar days included in the random sample. 

Sprint intends to file a Revised E h b i t  WLW-5 as soon as the additional 

data is available. 

Q. 

A. Yes, it does. 

Does this conctude your testimony? 
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Revenue loss presents a major 
challerigo to tho telecomrnunicatiorls 
industry. With estimates of annual 
revenue leakage ranging from 3% to 
11 96 of gross revenues. the scape of 
the problem end finding the means to  
combat it have now assumed critical 
iinporta nce. 

increasingly complex network archi- 
tectures, the demands posed hy 
muttiple data sources, and the inter- 
organizational stress resulting from 
mergers and acquisitions all create 
fluridreds of opportunities for 
r eve it ue leakage. 

......................................................................................... 

2 

._ . 

.. 'Operators have identified the main 
causes of leakage as: poor processes 
and systems; difficulty with systems 
integration and synchronization; 
interconnect errors; incomplete or 
incorrect Cai! Detail Records (CDHs) 
and credit management. Other causes 
include fraud, billing system errors, 
and errors relating to the introduction 
and pricing of new products arrd 
services. in nearly every case, losses 
can he attributed to bad data 
generated by network elements or 
business processes - records that are 
missing, incomplete or totally wrong. 

The economic pressure to reduce 
costs and sweat assets has pushed 
Revenue Assurance IRA) to the top of 
the business agenda. Telcos need to 
ensure they collect the revenues due 
far the services they provide. Pfugging 
revenue leakages - quickly and 
permanently - represents pure profit. 

Revenue Assurance is usually regard- 
ed as a business probfern, to be 
addressed by staff with speciafist 
financial or business skills. Yet this 
approach may not go deep enough to 
identify the true causes of the 
problem. If billing records from net- 
work elements - the primary data 
input t o  a billing system - are missing, 
faulty or in error, no amount of clever 
procossirig can ever produce the 
correct results. 

Input data quality has a direct bearing 
on ultimate busiriess failure or 
su ccess. 

Agilent approaches Revenue 
Assurance from the network pcrspec- 
tive, basing its portfolio of RA 
solutions on data extracted from the 
network. The data is independent of 
the network elements and provides a 
gold-standard reference of every 
individual ca It and service transaction. 
This network-centric view offers a 
unique set of business-critical insights 
arid helps an operator realize the true 
worth of all its activities. 

But Agilent is able to offer much more 
than just a reliable, accurate source of 
t iework data. Its extensive portfolio of 
RA solutions and services dernort- 
strates a deep understanding of 
business processes and requirements 
and wide-ranging analytic capabiiities. 
Strategic partnerships with industry 
leaders focus on achieving financial 
benefits, including accurate billing, 
audit and reconciliation, and cotnbat- 
ing fraud. In short, Agilent enables 
enterprise-wide returns. 

Agilent has the precision, power and 
performance to maximize revenues 
and the potential for profit - where it 
matters most. 

............ ................ 
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.......................... 
' Agilent'.s.network monitoring dnd 
management $sterns art! recognized 
throughout the world as the market 
leaders. They coll&t and analyze 
information from wk$ess and wirefine 
networks supporting inultiple tach- 
naloyies including SS7,.ValP, ZG, 2.5G 
and 3G. Totally independtht of net- 
work elements, they provjidk impartial 
views of what is hapgeirhg on a net- 
work even during fanltconditions. 

A btooad suite of ap'blicattons provides 
inGalua ble jnsighfs for the hqtwork 

,:i)pcrations and.-.enginearing f;e,ams 

................................. . .  . .  . .  

. . . . . . . . . . . . . . . . . .  :...': .respoasibla.fbr Network and $&.pice 
Assurance and the business te,$rns 

Hevenue Assurance. 
' .responsible for Customer and.:.. 

Agilent's monitoring systems offer 
operator-class performance and scala- 
bility with call volurries exceeding half 
a billion records per day, and nmlti- 
terabyte data warehousing capability. 

As a long-standing leader in Revenue 
Assurarice and Business Intel/iyence, 
Agilent has exploited this valuable 
data resource to the full. Agilent solu- 
tions are instrumental in generating 
millions of dollars of additional 
revenue for telcos around the world. 
Virtually atl Tier 1 US Regional Bell 
Operating Companies (RBOC) and 
hcurnbent Local Exchange Carriers 
(ILEC) use them for whales+e/inter- 
connect billing and billing verification 
and they are regularly deployed to  
support US FCC filirrgs, court cases 
and interconnect disputes. 

. . . . . . . .  

Correlates at1 legs of complex calls 
(AIN, 800, VolP, etc) and captures 
more parameters than standard 
switch records. 

Precisely timed, complete records of 
i service usage. 

................................................................ 
Visibility of calls where switches 
have not generated records 
(incoming test calls). 

Shows abnormal call or transaction 
events (incomplete, unanswered). 

...._I. ..< ................................................................... ..... .. ...... .......................... ......_ ....._ .... 

...................................................................... 
One system combines circuit- 
switched signaling with packet- 
switched control and service 
usage data. 
....................................................................... 

.................................................................. 
Provides real-time in-progress call 
data. 

Data available immediately for real- 
time applications, or via reliable 
batch transfers for uff-line analysis. 

Proven hardware architecture cap- 
tures all traffic - even during net- 

Imposes no load on network 
elements. 

........................................................................ 
Consistent output farniat - no need 
for complex mediation. 

Probes can be targeted to callect 
specific data feeds - roamers, IN, i; 
Mohilc tocatian, RF QoS, 
Interconnect, Core network, Access i 
network, IP backbone, etc. 

Scalable - systems can range froin ' 
focused coverage of a few gateway i 
.......................................................................... 

work overloads. links, t o  full coverage of an entire 
network. 

...................................................................................................................................................... 
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networks throughout 

f the most significant 
enue loss, estimated to 

analysis of rriuitiplc bal telecamn~unications 
inchiding SS7 CDRs, e $50 billion each year. As 
wireless transaction togies arid services c u m  
support business decisions 
main target areas: 

I t3tarrwY 13 *z t and 'Mflhr3l@.ss$ 
MsPa8raqss1ent 
Interconnect and wholesale traff i 

e prevalence of fraud 
ses. Widespread use of the 

&!rXe$ means that any weakness 
ill be &tacked from around the 

. . . . . .  
represents the biggest single item on 
every telco's balance sheet. Ensuring 
accurate interconnect bills and 
impeccable interconnect quality can 
have a major impact on overall profit. 
Agiletit provides several Revenue 
Assurance solutions in this area. 

Houtirig international calls t o  balance 
cost is a complex business requiring 
real-time performance data to manage 
interconnect routing dynamically, tak- 
ing advantage of competitive spot 
rates, without compromising quality. 
Agilent provides the real-time per- 
formance management tools ta  opti- 
mize the blend. But rapidly changing 
iriterconrrect relationships are a 
headache for the wholesale billing 
department, wha must ensure that 
bills are accurate. otherwise the 
benefits of dynamic re-rooting are 
lost. Agjlent provides accurate recards 
of interconnect traffic to generate and 
verify interconnect bills, 

The ever-growing demand for innova- 
tive telecoms services has dramatical- 
ly increased the volume and complexi- 
ty of signaling traffic. Interconnect 
carriers who process this traffic need 
detailed information an signaling net- 
work usage to  plan network capacity 
and generate accurate bills. Here 
again, Agilent provides the solution. 

counted to  reflect types of custorner 
and service packages. Finally, recur- 
ring charges are applied to generate 
the customer invoice, Change occurs 
with every billing cycle: new switches, 
setvices, tariffs, features. customers, 
and system upgrades and expansions. 
Merely keeping the system running is 
a full-time task, and inevitably errors 
and leaks accumulate. 

Agilent's in-house and best-in-class 
partner solutions span this entire 
network-to-bill chain, verifying transla- 
tions, analyzing errors and dropped 
fog files, reconciling records, 
identifying and correcting the root 
cause of probierns, auditing each 
stage and ultimately recovering 
revenues. The end result is a 
continuous process improvement and 
a, perrriancnt fix of revenue leaks. 

. . . . .  ........... .: .... .:. ..... :. .... .... ... ............... 
. . . . .  . . . . .  .............. ,.y . .__ I I..- ... 

........ ................. . . . . . . . . . .  . . .  .. .!. . . .  
i -..i 

... :... . .... ... 

world. D&gulation and competition 
have also ihcreased the risk of fraud, 

against strict credit control and 
detailed customer checks. 

,... with bus &. p r ~ s s  ures. .W~.rlii t~g . .  .......... 

Agiletit helps to halt this escalating 
cycle of crinie by giving fraud investi- 
gators the information they need to 
take immediate action. All types of 
fraudulent activities can be flagged as 
soon as they occur, including sub- 
scription fraud, fraud involving other 
operators such as retailers and 
resellers and internal fraud. 'Dark' 
arbitrage can be detected and meas- 
ured as well as other types of activity 
such as SMSC bypass fraud and 
answer-no-charge switch fraud. 
Profiling arid assessing new sub- 
scribers and monitoring new soiirces 
and products anticipate and prevent 
fraudulent activity before it is able to 
do any damage. 

......................................................................................................................................................................... v ........................................................................................................ 
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Agilent's portfolio of Revenue' 
Assurance solutions helps to safe- 
guard the value of a network and its 
services, maximizes revenues and 
reduces the cost of operations. 

Dedicated Revenue Assirrance snlu- 
tions address specific challenges in 
these business areas: Interconnect 
a R d W h o 1 e s a I e; N etno r k-t o - b i I I; F r a u d . 
In addition, Ayilent provides generic 
data-warehousing and data-mining 
solutions that enable al l  departments 
to explore one-off problems, identify 
emerging trends and tackle new 
issues. 

InTercorrn r;cE Aflaiysi.3 
The Interconnect Analysis (IA) 
solution helps to realize the true value 
of interconnect traffic, by measuring, 
recording and jurisdictionalizing 
inter-carrier traffic quickly and cost- 
effectively. An expanding portfolio of 
Interconnect Analysis modules pro- 
vides the details needed t o  help 
assign responsibility, validate charges 
arid negotiate accurate, more 
profitable intercannect agreements. 
The modules target specific inter- 
connect challenges. such as: 
o identifying the jurisdiction of transit 

o Accounting for unbundled, resoid 

o Identifying intcr-carrier toll-free , 

o Measuring and jurisdictionalizing 

o Determining the true origin of a 

o Managing records for long-duration 

o Analyzing traffic at trunk group level 
o Combating 'dark' arbitrage 
o Protecting value-added service 

traffic 

and ported lines 

traffic 

wireless traffic 

wireless call 

calls 

revenues. 

Metwnrk -trs4328! vEbrifict3ti#n 
Agilent has teamed up with best-in- 
class partners to  offer a broader 
overall portfolio of Revenue 

Precise inter-network usage 
measurements provide wholesale 
operators with the flexihility to invoice 
for previously untracked SMS and 

Ass u ra n cc s 01 uti o n s , 

Partner network-to-bill verification 
platforms provide the basis for a'suite 
of applications and services that 

Assurance domain I the billing chain - 
to tackle challenges such as: 
o Auditing usage processing at each 

o Verifying the presence and accuracy 
controf point 

of network transactions from 
network usage t o  switch record 

o Carrying out a detailed analysis of 
error and drop files for recoverable 
and billable events 

rates for recurring or fixed features 
across multiple services 

o Demonstrating Sarbanes-Oxley cam- 
pliance by auditing key revenue sys- 
tems and processes 

o Providing cornpany-wide visibility 
and a common platform for Revenue 
Assurance executive dashboards 
tracking revenue management. 

o Validating the accuracy of billing 

Au&an1rr*ir Message AecPun~alg 
TssnsrnEtter a and Siignaii3rg Meter 
Automatic Message Accounting 
Transmitter 7 (AMAT7, US) and 
Signaling Meter (Internationai), 
ineasures SS7 traffic volume t o  give a 
totally accurate picture of signaling 
network usage and resource 
consumption. 

... 

roaming signaling traffic that transits 
their networks, 

Competitive Access D~taiit R~crrrdJng 
fa08 ss7 
Competitive Access Detail Recording 
for SS7 (CDH7) gciicrates real-time 
trunk usage tnneasurements that 
enable telcos to  track and bill far 
interconnect usage. Records are 
created for every call monitored so 
that detailed invoices for network 
usage can be created accurately and 
easily. CDR7 enables: 
o Correct dimensioning of the 

o Full payment for resource consump- 

o Verification of interconnect charges 
D Access to key marketing information 
o Instant delivery of more accurate 

transrnissjon network 

tion 

bifling data, 

Traffic QnS Manager 
This high-performance solution pro- 
vides detailed real-time and historical 
information on all aspects of 
interconnect network activity. It 
provides automatic alarming, flexible 
a n a 1 y s is an d i nt el t i  g e n t me as u re rn e n t 
handling. This enables it to: 
o Monitor and verif;l inbound and 

outbound quality of service 
o Determine cost-effective 

interconnect partnerships 
o Facilitate service level agreement 

negotiatians. 

It can a k a  be used for intra-network 

............ monitoring, to manage the quality of 
key services, or t o  analyze 
delivered to corporate c 
VIPs. 
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............................ 

Cerle?trrrss## 
CerebrusRE is a state-of-the-art fraud 
detection systeni that focuses on the 
overall behavior of suspected 
fraudsters. The solution uniquely 
carabirics advanced artificial intelli- 
gence applications that iise neural 
networks, with rule and database 
technologies, providing consolidated, 
case-oriented. fraud managerrtent 
capabilities. 

Cerebrusile provides a platform that 
can be tailored to the needs of any 
size of operator. It combines a set of 
common capabilities with feature 
packages appropriate for specific 
markets, technologies and types of 
operator. For example, the subscriptor 
package provides pre-activation 
screening of potential subscribers, 
helping to minimize the fraud risk 
while cxpandirry the customer base. 

CerebrusRE accepts call records from a 

........... 
6 

... ................................................................................ 

Busifless supporf Tads 
The Data Management Component 

.- and Data Mining Toolkit arc integrated 
products that suppdrt decisionmaking 
across a wide range of business 
disciplines. 

D o h  Maeiagmaleat Cars3g ~3n~tnt 
Data Manage me nt Component (DMC) 
handles the storage and management 
of CDRs and other transaction detail 
records derived from network rnonitor- 
ing. It is a robust and scalable multi- 
terabyte data warehouse solutiaii. 

h t 3  !#&lhg %Xdklt 
Data Mining Toolkit (DMT) is an 
analytic layer that resides on top of 
the DMC. The Data Mining Toolkit 
enables users to explore the DMC's 
data tising sophisticated dimensional 
analysis techniques. 

Out-of-the box modules based on best 
industry practice help to  examine a 
particular service or network tech- 
nology more closely. They include ail 
the relevant pre-packaged data enrich- 
ment, analysis views and measures. 

The Data Mining Toolkit streanilinss 
the process of data browsing and 
extraction. eriablirig rietwork 
specialists, planners and decision 
makers to  identify, explore and extract 
valuable information from a variety of 
data sources. 

........................................................................................... 

They can configure this information in 
any way they choose and display and 
share the results with colleagues 
using a performance portal or DMT 
dashboard on the web. 

. 

Examples of the DMT used for 
revenue assurance include: 
o Loss of revenues throog.8MS" ................... 

misuse - analyzing i,ri'ternationaf 
traffic to identify unsecured SMSC, 
which provide fr& access, and 
spotting SMS $Pam generators 
which darnagk customer confidence 
and absorkhetwork resources 

o Interconpect signaling billing - 
monitorihg interconnect 557 links to  
analyze traffic trends, predict future 
usage and bill. according to volume 
and type of trbn?if message 

o Capturing inbound roainers - 
analyzing C D R s  frijm the access net- _..! 

work around nation's! entrij points -..! 
airports, railway stati'iins,.ctc..~his:::- ................... 

enables wireless operators to " _  

de t e  r mi n e w h e re drop-offs oc GU T. .'.._ 

They can then fine-tune Rf coverage".., 
to improve the capture and retention ':..,. 

of inbound roarnars 

validating SMS transactions and 
checking network performance to 
ensure that voting is accurate. 

....... 

, .... .. 

o Reality-TV-Show SMS voting - 

Agiient's Revenue Assurance 
solutions extract the full value from 
the comprehensive SS7. VotP, 26, 
2.56 and 3E data gathered acrass 
circuit-switched and packet-switched 

........................... ........... 

............... 

............ ................................. 



i 
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.................................. ..................................... 



........................................................................................................................... 

Regulatory tamgkenc% 
Partrier Solutions provide a robust 
framework to siipport coniplianca with 

'...regulatory requirements. In the case 
of  Sarbanes-Oxley, it is able to  ensure 

.- the accuracy of in-house systeins and 
_-..' data, analyzing the data and present- 

...................................................... 

Market. atzd Prod3m ADPtlysiss 
UMCi  DlWT j 

Analyzing call activity identifies trends 
and patterns and determines which 
custorners are using, or nut using, a 
particular sewice. This information is 
essential for targeting customers, 
marketing new products and services 
more effectively, inspiring customer 
loyalty arid generating more revenue. 

CrcdSe EAEGkS {Ce?ebWs RE) 
CerebrusRE helps telcos to  focus 
attention on high-risk areas and 
prevent potential revenue losses by 
profiling new customers and carrying 
out a series of accreditation checks 
across all voice, data and 
m-commerce services before accept- 
ing subscriptions. 

% ~ l n t ~ w  dlslivwy (AMATT, CDRT, 
rnkorCr,nreEr;-k Annlysis) 
Agilent solutions put users in 
coniplete control of all aspects of 
inter-operator activity on their 
networks. They help to deturniinr! tho 
correct jurisdiction for every originat- 
ing, terminating or transit call so that 
all fees charged and payments made 
reftcct the true situation. 

ing meaningful results in real time. 
Requirements such as Real-Time 
Disclosures, CEO/CFO Certification of 
financial reporting and Management 
Assessment of internal Control are all 
fully supported. 

A rrhiwag E! ( DIlfIC1B MP j 
The complexity of interconnections 
between telcos cart lead t o  
inadvertent mis-routing of traffic. This 
rnay cause network congestion, poor 
service quality and erroneous inter- 
connect charges. The darker side of 
this picture is when unscrupulous 
operators deliberateiy mis-route and 
disguise traffic to take advantage of 
differentials in interconnect-rates. The 
solution to these problems is t o  
analyze SS7-based CDRs, which reveal 
the actual routes taken by inter- 
connect traffic, and the true origin, 
destination, and class of each call. 

Agilent has developed a set af analy- 
sis tools and templates which run on 
the DMC data warehouse to simplify 
the detection of arbitrage, Telcos who 
use these solutions have recovered 
niillions of dollars of lost revenue, and 
have conducted successful prosecu- 
tions against persistent offenders. 

invoicingc Rating and R ~ ~ ~ ~ c i l i i a t i ~ n  
Best-in-class partnership solutions 
perform coniprehensive analysis of 
the entire billing process by auditing 
a nd recon ci I i ng network-g e n erate d 
CDRs and comparing those to the 
outputs of tnadiatiort, ratiriy arid billing 
systems to emure all usage-based 
charges are accurate, complete and 
timely. It offers the fastest and most 
efficient path to revenue recovery, 
cost reductiori and customer 
satisfaction. 

....................................................................................................... . . I.. 

... 

Fraud EB~tection (CartzbrssEE) 
CerebrusFE is the most robust and 
reliable telecoms fraud solution 
currently on the market; capable of 
providing an operator with up to 95 
percent visibility of fraud within their 
network. it provides sapid response t o  
new variants of fraud and its accuracy 
significantly reduces the loss from 
most types of fraudulent behavior. 

femir:e Q11atity { T a M )  
Service providers arc inore dependent 
than ever on the quality and reliability 
of other operators' networks and 
services. Agifent TOM is able to 
deliver fast accurate reports and 
detailed analyses of network traffic to  
help teicos manage the quality of 
service delivered to  them by other 
operators. This results in irrcruascd 
revenues and greater customer 
satisfaction. 

......... 



..................... ......................................................................................................... ............................................................................................... 

....... 
! Other carriers exploiting rate differentials for various traffic types by 
i disguising one type of traffic as another. 

Prohlem 

................................................................... 
. .  

j 

nt lrttercotinect Atialysis application, the Locaf Exchange Carrier 
te  that calls were being tampered with in arder to  disguise their true 
ng Party Number (CPN). 

4 

........................ .................................................................... 

i Successful prosecution, with aver $20 million paid back to LEC. 
........ 

...................................................................................... 
............ .. '._. ............ 

. \hl;i!;:&r; ~ ~ f c j  ijf;:~~ 

............... ............... .............. ....... ................ ....... .......... .......... 

. A  European incumbent wireline operator suspected that  it w a s  nut recovering all the revenues it { 
was due. 

: Network-to-bill wireline postpaid usage assurance solution carried out a SS7-AMA reconciliation. 
;This found that some trunk groups and Incumbent tichange Carriers (IXCs) were not recording 
CDRs and no bills were generated. 

Problem 

........................................................................................................................................................................................................................................... 

Soilltion 

......... ............................................................................................................................................................................................................................ 

$Result i A  large number of errors in non-billable files were identified, representing a significant annual 
I revenue recovery opportunity. 

.................... .................... .................................................. .................. 

....................................... ................. .................... ............................ .............................................................. 
Malicious use of 

$ Problem ; o SPAM (inappropriate content) was causing churri 
! Q Web SCAMs (e.g. phoney Websites targeting credit card capture) 
j o Weaknesses in TCP/IP stack - handsets were at  risk. 

Agilant DMT, was used to track web-site usage categorised by content type, using IP data records 
i enriched with subscriber ID, and alerted on unusual usage: 
jo TopN SPAM IP detail records 
io Hotlist 'SCAM' websites and identify affected users 
i o  iPDRs on certain unsafe ports [mobile viruses] 
i o Identified iriappropriate content providers. 

......................................................................................................................................................................................................................................... 

Solution 

.......................................................................................... ................................................................................................................................................. 

Result :SPAM was reduced, hacking intercepted, and SCAMs shut-down \~ i t h  minimal customer impact. 

............... ............... .............................. 

... 

.. ............. .......................................................................................................................................... 
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............... .......................................................................................................... 

Long-haul traftic {e.g. international) was frequently routed via 3rd parties on the basis of cost, 
i with no consideration of effectiveness. 

. .  ................................................................................................................. 

Using Agilerit Traffic 00s Manager, operators measured the actual Call Completion Rate achieved 
by each of their partners aod have renegotiated agreements and re-routed traffic to take account 

.;of both cost and completions. 
....................................................................................................................................................................................................................................... 

Increased profits. esu It 

.................................................................................... 

2 Problem :Short Message Service (SMS) and roaming services f w e  increased traffic on a largo European 
!operators' network gateways more than 70 perceni, fueling costly network capacity expansion. 

$ 
$ _:-' 

,.;- 

. .  ...... 

............................................ I ............................................................. . 
Agilent acceSS7 Signaling Meter provided the operator with an alternative to increasing tariffs to { 

i fund network expansion by enabling them t o  accurately bill for each interconnect partner's actual 
i network consumption. 

The operator created a new revenue stream that covered ?he cost of network growth necessary 
to meet its interconnect partners' service needs. The operator can now charge individual inter- 
connect partners for only the signaling usage that they use. 

j Solution 

Result 

.............. ii...... ..: ....................................... i .............................................. ..+...*... * ............ ............................................................................................................................ 

$Ad$ r.w;jfig ZDLiSG 

............ i........ .... ::: .............. :..i ..: ?. :::. ::....:-'.. ............ ..: ............................................................................................................................................................................................................................ ................................................................................. 

A ~ i ~ ! * ~ ~ , s s j j ? ~  r;iijfl;.pycy f:;?jJf i  

Equipment misconfiguration permitted calls to toll-free numbers wben put on hold to permit calls 
: Problem i to a second number. This was abused with international calls and calls to Premium Rate 

i Services. 
:..... ..................................................................................................................................................................................................................................... 

'i Solution CerebrusRE generated alarms for overlapping calls and excessive use of conference call feature 
by pre-paid customers with no access to  these features. 

.............................................................................................................................................................................................................................................. 



Agilent's acceSS7 monitoring systems play a key role in Revenue, Network, 
Service and Customer Assurance. They gather, store and process data from 
rnultiple technologies. including SS7, VOW, ZG, 2.5G arid 3G. providing detailed 
information a bout the status of all transactions across entire networks in real- 
time. This network-centric view benefits the whole organization. It provides 
valuable insights into the way systems and customers interact and opens up 
now ways to safeguard and increase revenues. 

.. ............. ......... , 

The acceSS7 pfatforni supports an integra 
applications targeted a t  the network-to-bill, 
fraud areas. The system's ability to  capture 
verify the accuracy of wholesale and retail transa 
and fraud, and manage interconnect services and 
Decision makers in all business sectors can also 
marketing strategies, extracting valuable iriforma 
reference data and sharing these insights 

Agilent's OSS Revenue Assurance soiutions provide you with quickly deployed 
capability to increase revenues. manage your network more efficiently and meet 
customer expectations. 

. ... 

tnieiconnaci 
Billing L 
Vnri(is-.tion 
Arbitmac 
Detection 
Interconnect 
OnS 

Roawing 
rlos 

Agi[larnt Pmfe3slrrnai 3;EPVit"lS 

A fuli range of consukancy, integra- 
tion and tailored support services 
cunrplementitle access7 Revenue 
Assurance padfolio. Solution 
Consultants ivillwork with you to 
define your business and technical 
requirements in deti i i  and develop a 
precisely targeted.''solution. Agilent's 
extensive experj-&e in delivering 
complex syst!i;ns ensures a smooth 

process, with expert system integra- 
tors embedding the solution within 
your own OSS environment. This 
minimizes orgoing systcrn 
manage rnent casts. 

............................ 

...inst~iI~ation.ahd carnrnissioning 

Training classes, implementation and 
value-added consulting services make 
sure tha t  your staff can use the 
solution to maximize \jour iiwestment. 
Agilent's worldwide support arganiza- 
t ion provides the breadth of services 
to let you select the package of 
proactive and reactive support that 
exactly meets your needs, 

Mt333Plf. A g h s t  
Agifent Technologies is a leading 
provider of cornponents,'test. meas- 
urement, monitoring and management 
solutions for the communications 
industry. Agilent enables designers, 
manufacturers and service providers 
to accelerate the delivery of next- 
generation devices, networks and 
services. Its broad set of solutions and 
services include optical, wireless, 
Internet and broadband technologies 
that span the entire revenue 
gerieratiun stream. Agilent's 28,000 
employees sewe customers in more 

. . . . -. . . 

than t 10 countries. Informatifl 
Agilent is available on ? 
www.agilent.com 

. .. . . 
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ISP Finder 

Interconnect Analysis 



Call Performance Manager CDR7 

Traffic Analysis 

AM AT7 
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SPRINT Docket No. 041144-TP 
Exhibit NO. - (WLW-4) 

Brian K. S h i h  Affidavit (page 1 c 
1) 

BEFORE ME, the undersigned authority, personally appeared ?r. Brian K. Staihx, who 
* -  

1 

I 

bein4 ! duly sworn deposes and says: 
I 

f That he is a Senior Regulatory Economist for Spriit Corporation. That he 
I 

develbped the random sample of call details records contained in Exhibit WLW-4 related 

to thb traffic KMC delivered to Sprint over KMC's local interconnection trunks for 
I 

i 

termination by Sprint. That he chose the days for the sample through random number 

'gene&tion, using the months beginning November 1,2002 and ending January 31,2005. 

That ithis h e  period involved 823 days at 24 hours a d&, which equaled 19,752 

popuiation hours. That one day per month (or 27 days) at 24 hours per month equates to 

I 

I 

1 

648 s b p l e  hours. That a sample size of 648 with a population of 19,752 (the equivalent: 

of a &atistically infinite population) produces results at a 95% cionfidence level and a -04 

confibence interval. That this confidence level and confidence intend together produce 

1 I 

I 

l 

a stadstically valid and representative sample. 
L I 

[ WITNESS my hand and seal this 28* day of February? A:D. 2005. 
i 

State of ha 
M y  commission expires: 

I 
1 
i 
i 
j 

I 
! 

1 .  

! 

I 

I 

! 
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