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BY HAND DELIVERY
Ms. Ann Cole, Director

Commission Clerk and Administrative Services D ACTED
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Room 110, Easley Building
Florida Public Service Commission
2540 Shumard Oak Blvd.

Tallahassee, Florida 32399-0850 O B0 3~ ET

Re:  Undocketed; Request for Confidential Treatment of Portions of the Staff Report
Entitled ”Customer Data Security of Florida’s Five Investor-Owned Utilities” by
Florida Public Utilities Company

Dear Ms. Cole:

Enclosed for filing on behalf of Florida Public Utilities Company are an original and 15

copies of a Revised Request for Confidential Treatment in the undocketed matter referenced
above.

Please acknowledge receipt of these documents by stamping the extra copy of this letter
“filed” and returning the same to me.

C@__Mﬁ,-\;_____ Thank you for your assistance in this matter.
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REDACTED
BEFORE THE FLORIDA PUBLIC SERVICE COMMISSION

Inre: Request for Confidential Treatment ) OS0 b 3- ETI
of portions of the Staff Report entitled “Customer ) Undeeketed-
Data Security of Florida’s Five Investor-Owned ) Filed: December 17, 2007
Utilities™ by Florida Public Utilities Company )

)

FLORIDA PUBLIC UTILITIES COMPANY'’S
REVISED REQUEST FOR CONFIDENTIAL TREATMENT

COMES NOW, Florida Public Utilities Company ("FPUC” or “Company”), through its
undersigned and files this Revised Request for Confidential Treatment of portions of the Staff
Report entitled “Customer Data Security of Florida’s Five Investor-Owned Utilities.” As basts,
the Company states:

1. On December 11, 2007, FPUC filed a Request for Confidential Treatment of
Portions of the draft report of the policies, practices and controls regarding security of sensitive
customer information for each of the electric IOUs, including FPUC. Upon review of the request
filed December 10, 2007, FPUC herewith submits the revised request.

2. In the Draft Report, Staff summarizes and discusses the policies and procedures of
the Company based on interviews and data responses provided by the Company. The Draft
Report also includes comments and conclusions of Staff regarding these measures. While such
commentary may be helpful to the Commission, a public discussion and disclosure of this type of

information could assist unauthorized access to sensitive information and cause harm to both the
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Company and its customers. Accordingly, FPUC is requesting confidential treatment of portions
of the draft report and Staff workpapers.

3. Section 366.093, Florida Statutes, permits electric utilities to request certain
records and material be kept confidential and exempt from Section 119.07(1). Among the
information which is included as proprietary and confidential are security measures, systems or
procedures. (Section 366.093(3)(c), Florida Statutes). The draft report contains discussions of
this type of information but more importantly analysis and conclusions regarding these systems
and procedures. FPUC does not publish or make public reviews and conclusions regarding the
overall effectiveness or recommendations of its various policies and procedures nor does it intend
to do so. Accordingly, FPUC would request that the portions of the draft report and Staff
workpapers identified on Attachment “A” hereto be determined to constitute proprietary
confidential business information regarding security measures, systems or procedures
encompassed within Section 366.093(3)(c) and exempt from Section 119.07(1).

4, References to pages are to the document which accompanied the November 16,
2007, letter.

5. Exhibit “A” hereto in a sealed envelope is a copy of the draft report and
workpapers with the information which FPUC asserts is confidential highlighted. Exhibit “B”
hereto is a copy of the draft report and workpapers that have been redacted.

6. This Revised Request is intended to revise the scope of the information for which

confidential treatment is being sought and requests return of the initial request.



7. The Company makes this request with reference to the material in the draft report

but would include this request as to the final report as well.

Respectfully submitted,

MESSER, CAPARELLO & SELF, P. A.
Post Office Box 15579

Tallahassee, FL. 32317

(850) 222-0720

/ QJMMU‘W

NORKIAN H. HORTON, JR,ESQ.

Attorneys for Florida Public Utilities Company




ATTACHMENT “A”

Identification Reason

Page 7, Exhibit 1, “Customer Data Security Issue

Summary” all items in column headed “FPU” 366.093(3)(c)
Page 8, paragraph 1.42, handwritten numbered

lines 1-6 366.093(3)(c)
Page 33, all or part of handwritten numbered lines 1-4 366.093(3)(c)

Page 34, handwritten numbered lines 1-12;
all or part of 13-14 366.093(3)(¢c)

Page 35, all or part of handwritten numbered lines 1-3
16-32 366.093(3)(c)

Page 36, all or part of handwritten numbered lines 1-2

and 8-9 366.093(3)(c)
Pages 39, all or part of handwritten numbered lines all

or part of 2-9 366.093(3)(c)
Page 40, all lines 366.093(3)(¢c)

Staff workpapers “Interview Summaries” tab paragraph (3)
conclusions, entire section 366.093(3)(c)
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November 16, 2007

Ms. Julie Petty

Director, { ustomner Relations

Florida Public Utilities Company

401 South Dixwe Highway

West Palm Beach, Florida 33402-3395

Dear Ms. Pelty:

Enclosed is a drafi copy of our report entitled Customer Data Security of Flovida's Five
Investor-Owned Urilities.  This drafi includes the Execulive Summary, Background &
Perspoctive, the Florida Public Utilities Company chapler, and three appendices. The review
exdmined the data security practices for each of Florida's five-invesior owned utilities. | is our
hope that each company finds this assessment beneficial.

This draft is provided for review of factual accuracy end idertilication of any matenal on
which you intend to file a reguest for confidential classification. You have the rghtt to file a reguest in
accordance with Rufe 25-22.0006¢3), F.A.C. The request must be filed with the Division of the
Cunmission Clerk and Administrative Services no later than 21 days from the daic of receipt, or we
retain the right to publish without regard to confidentiality. During thc next 21 days, stafl will be
available to discuss the factual aceuracy of the report and to provide access to work papers for review
of prospective conflidential information.  Also during this period, staff will accept any written
commenis the company may want 1o include m the final report.

We would like to publish the report as soon as possible after the 21 day period for filing
expires on December 11, 2006. Thank you for your cooperation and assistance. and sl
extendced by Florida Public Utiiities Company employees who participated in this review. Il you
have any guestions, picase contact David Rich at (850) 413-6830.

Sincerely
grely, S ;7
"'/L =N E S
. Aisa S, Harvey : \
Burcau Chief e '

co: Beth Salak, Tarector, Division of Competitive Markets and Enforcemaont
Diaic Mailhot, Assistan: Dircctor, Division of Competilive Markefs and Fnforcement

CArTAL OeLE OFNCE CENTER € 2540 SHUMARD (AR BOULEVARD ¢ ‘T A1) AHARSER, F1LAZ309-0850
An Aflirmative Action/ Fgual Qpporunity Y aployer
PO Weebnite: b Jloritdagsc.com hernet Fomuits oonfackiensesiatediug
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1.0 Executive Summary

This review of Fiorida’s mvestor-owned electric utilitics was conducted on ehalf of the
Florida Public Scrvice Commission (the Commission) by the Burcau of Performance Analysis,
The objective of the review was to learn more about each company’s policies, practices, and
controls regarding the sceurity of sensitive customer information,

The primary objcctives of this review were:

C f'a beecome familiar with, document, and cvaluate each investor-owned utility’s
policies, practices, and procedures for safeguarding sensitive customer datz,

& To determine whether sufficient physical and virtual internal conirols cxist in
cach utility to protect customer sensitive data and the nerwoik, and

To ensure thal cach company is i compliance with applicable state. federal, and
industry guidelines regarding protection of sensitive customer duta.

ik

The review focused on cxamining each company’s procedurcs, processes, nelwork
systemis, and operational confrols for safcguarding sensitive cuslomer data,  Stafl reviewed
information teclmelogy (i1} security and cuslomer account security in cach company. Intemal
and cxterna! audits associated with 1T and data security, from 2005 o the presoni, were also
reviewed,

Specifically. staff focused its review on the following functions! arcas:

i Management Oversight,
information Technology Conirols,
&= iscr Awarsness,

“ Outsourcing Controls, and

“ Audits of Data Sceurnty.

The five investor-owned utiiities were each reviewed separately. Dunng the review, staif’
cathered information from each company through document requests. Afier careful study of the
responses from the document requests. staff conducted on-site interviews with each company.
Rev company cmpioyees i the fonctional arcas were mierviewed. The review was conducisd

between June and Oclober 2007

Excrative Suminary
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Each company’s policics, practices, and procedures were compared to applicable state
and federal statutles relevant o the protection of sensttive customer deta. Siafl made comparisons
to relevant standards such as those shown in APPENDIX A, Staff also reviewed the current
physical and virtual security systems used by cach company, those now being implemented, and
concepts in stages of cithor planning or development.

- To usscss and compare companies’ overall security postre, staff used the information
gathered from the document reviews, on-sile interviews, and facility visits to assess cach
company’s overall security status.

All of the companies are in compliance with applicable state and federal stututes and
industry guidelines for sceurity of sensitive custormer information.

Lach company recognizes the integral role management has in establishing an overall
corporate c¢limate conducive 1o safeguarding customer information.  Management in each
wvestor-owned utility has tailored company goals and objectives, policies, programs, and
procedures 1o respond to their particular information security environment and perceived risk,

No company repurted, or is aware of, any breaches to sensitive customer information in
the previous two years, the period covered by this review. [lowever, cach company is variously
impzeted by the accelerated pace of cvolving technotogy and continued vigilance s required.

FXHIBIT 1 presents a summary of the Data Secunty issucs observed during stafl’s
review,  Where stafl found cach category of controls tn be appropriate and adequaie, this is
mdicated in the chart by a sohd circle (®) symbol, Where a deficiency was noted, this is
indicated m the chart by an open circle (©) symbol.  The Control Elements within Management
Oversight, T Controls, User Awareness, QOuisourcing Controls, and Auditing Controls arc
mnelividuatly discussed in more detali in chapters three through seven.

Exccutive summary . 6



Customer Data Sccurity Issne Summary

{iedri\ Lmdc stands (hat ml'ummtmn
security is o mmnagement résponsibility

Personal ini‘uz“zn:s{_ifm is callerted

mfurnmﬁnn wLecwd from m;ﬁtumc:s T

\dequa!e]*y hmm f}m uses

and desc}osnrc-

remat(, lnc‘xtmns

( ontrols for remote uccess to cusmmt.r

frrd prucmdm o5 u_

o cusmmu d.ila i

third p.:mes

Lummh aredn plucc1o.pre
of cusiomer infor muumt b

Accms {6 wmpelent dutsr §
Tesourees exist

Data secuirity s periodically assesscd

infummﬁ(m security breaches are reporied |
i __ to npproprii i.m' nnge mem

FXHIBIT 1

%MNO Essue

O Issue

Seurce: Company Diata reguests 1 and 2

Execunive Sununary



Staff's findings for cach company arc summarized below. Additional discussion of
staff’s conclusions for each company is contained in chapters threc through seven. A profile of
company data sccurity information is provided in APPENDIX B. A company-by-company
recap of the treatment of sensitive customer data is provided in APPENDIX C.

1.4.1 Florida Power & Light (FP&L)

1.4.2 Florida Public Utilities Company (FPU)

With significantly fewer customers, employees, and other asscts at its disposal, FPU's
depth and breadth of measures to safeguard sensitive customer mformation are not as robust as
those of other TFlorida investor-owned utilitics. However, staff believes that FPU has generally
adequate safeguards in place to protect this information and thal company management has
assessed risk, aliocating asscls @s required to mect threats. The company is in compliance with
state. federal, and industry guidelines relevant to protecting sensitive customer information.

1.4.3 Gulf Power Company (Gulf Power)

Faccutive Summary 5



1.4.4 Progress Energy Florida (PEF)

i .4.5 Tanme Bieetric Company (TEC)

[ORRme——tee—— S VPP
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2.0 Background and Perspective

The soctal security nuaber is one of the most valuable bils of mtormation needed
commit identite frand. The social seeurity number has evolved froms a trucking number uxbd by
the goveriment’s Telirenient system 1o a1 personal jdentificanon pumber used by such entities as
the Intennal Revente Service and Credit Reporting Agencics.  1ais votution of the soc 14
seeurity number has created a greater need to protect and securce its use and eapusure. While the

social security numiber is the most critical component for identity thell, other information such as
date of hirtl driver’s license number, address, phone number, and credit card account numbers
can also be useful in facilitaung identity theft,

Lach individual bears the responsibility to be judicious o securmg His personal
imformation. Many times, identity theft oceurs when a victim loses his information or carelessly
exposes the mformaton to opportunistic thieves. However, there are times when consumers
must endrust pmsmul inforniation to a business or agency. Therefore. there is an cxpectation that
reputable companies, such as utlities and financial institutions, will earnestly protect s

sensitve nformation,

In 1998, the Federal government enacted the Identity Thett and Assumption Deturenee
0w vielation of federal law to intentionaily miswse somecone’s wdentitving

Act wineh nueh
The act charged the

nformation or cxisting dccounis, or (o establish an account in Ins name '
Pederal Tinde Commission (K70 ay the federal governmental agency that works o protect
consumers from identity thefl £ tivens who are vietims of identity theft can report { the ¢nimie 1o
Me T1C and the FEC s charged with coliecting complaints frema vicums and sharmg, the
information with necessary Tedesal, state, and local Taw enforcement.

It 2003, the FTC spoasored a survey on the wopic of identity thett The results support
the concerns mi many Floridians:  idemtity thett ds w real threat; protecting one’s personl
formation is crtical In general toms. identity theft is the use of somcone’s personad
Duformation with the intent to commit fraud,  dentty theft can include the establishment of a
hew account wathout authorization. the misuse of an existing accovnt, and the establishiment o1

misuse of coscrnment documents and benefits,

YVhe 2002 FTC Menuty Theft Swvey Reporz indicated that during the previous 1.2 months,
4.6 percent ol e populaiion experienced some type of identity theft, In the previous Dve vears,
127 porcent (approstnately 27 million citizens) reported being vietims of some type of identity
thefl. The repont shmw hat tdentity thefl impacted 9.91 million citizens m the previous 12
months at @ cost of §52.0 billion. The report also states that, on wverage, 1t @akes o vieum 30
homts o1 wolh o tesolve the mpacis of identity theft; with up 1o 60 hours expended  situations

N “
where o new account is fraudutently estabbshed *

Ppubic Dav 105 YIS stat 2007 {Dciober 30198
SR PTC Ldenae Dot Siovey Repont
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The FTC tracks complaints annually by type and location. In 2006, Florida ranked fith
in the nation (cases per 100.000), with 17,780 reported victims. The Miami-Fort Lauderdale
Metropolitan Statistical Area had the Jargest number of Florida complainants in 2006, at 7,557,
The total number of reported victms within the state has mcrudqm cach vear, with 12,816 1n
2002 14118 i 2003 16,0062 1 2004; and 17048 in 2005.% These numhers only represent the

number of victims who notified the FIC ol the erime, rather than the actual 1otal number of
victims dwting the period. The 2003 FTC study notes that only 25 pereent of the participants
reported the crime W local police. and only 22 percent notified a credit agency.

The FTC categorizes complaints based on how the victims’ information was misused.
including phon or wility fraud. Of note, the 2000 Florida data indicates that approximately 4.7
percent of complainants upomd unauthorized cstablishment of new (non-telecommunications)
wtiliny accounts. This has increased from a low of 3.3 percent in 2003."

One of the most publicized breaches oceurred in 2005, when consumer data broker,
ChoieePoint. Inc.. admitted that it had compromised 163,000 consumers in its datubase. The
company sold persoual inforimation, such as names, social securty numbers. birth dates,
crployiment infurmation, and credit histories o an international group posing ws eitimate
Amcerican businessmen,  The individuals lied about their credentials and used commeraial
domnestic mail drops as their business address. ChoicePoint not only ignored red flugs. but used
unsceured faa machines for correspondences. '

Alse 2005, Bank of America adnnited to losing a back-up e that held 1.2 milliom
Bank of Am LH(A Wachuvia, Conunurce

custonwers” persotial mformation. i the sane vear,
T account imjmmudion by

Bancorp, and PNC Finaneial Sarvices Group detected illegal sales ot
bank cmiplodces. Over 070,000 customers were affected by ﬂm mternal breach i what was
Jabeied af the tme as patentially the Uhiggest security breach to hit the banking indusiry” o

2.2.1 Reecent Florida Breaches

Companics operating within Florida are not immune o aointentional
The followmy hist hlghhuhh severas recent events

CXposure or

intentional breasches of customer ifonmation.
s aieh customer information was exposed through unauthorized events.

Tn Mareh 2005, Customer reeords of a Florida-based subaidiary of the FoxasNexs

Group were compromised when hackers usec malicious programs 10 collect valul

CFreurs Tao 2006 nauenal complaint dat
2002 - 2005 national complaint date
2003 4 TC Idenry Therr Surmey Repini
TAE2006 Frgnre Y Complamt date-iTorida
Ll Point Seitles S Secarits Broack Charpes, o Pay S0 Midloyr or Cocil Pessgdnies, > 5 Mithon for oo
Rodess Junuany 7o 2ot Retoved Fuls 112000 waew Hepons apra 2006 0 ol o cepoitshin
e e ves My 25 2005 Rewreved Jube 2007w Meney cun et
Uipdated through Awe 7, Dou?

s

Bk Necrigly breaci i, :
Ccompaled from Prsacy Raghts Cleaminghouse Chronology of Data Breaches

Remieied Angust 2007 wwwprsueynehis orgiar ChironDaaBreucaes. hm
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customer 11 passwords and to access the company’'s database.  The hackers

eventually gained access w 310.000 customer records.

4 In Fepruary 2006, o contractor for Blue Cross and Blue Shield of Flonda sent the
names and social security numbcers of current and former employees (o his home
computer, in viclatton of company policy. The former computer consuliant Wi

ardered 1o reimburse BCBS $380.000 for expenses related to the incident,

4 in May 2006, hackers accessed the Vystar Credit Union in Jacksonville, FL. They
collected the personal information of approximately 34,000 of its mambers, including
naes, social seeurity numbers, dates of birth, and mother’s marden names.

s I April 2007, ChildNet, an organization that manages Broward County’s child
weltare svstenn, had # laptop stolen by a former emplovee. The laptop comamed
social security numbers, financial and credit data, and driver’s ficense information on

approximately 12.000 adoptive and foster-parents.

I June 2007, Jacksonville Federal Credit Union realized that social secunty numburs
and account pumbers of 7.760 of its mombers were accidentally pusted, unencrypted.
onte the atemet. The scarch engine Google indexed these records within its search
critena, exposing them throughout the World Wide Web.

B In July 2007, Tidelity National Information Serviees, off St Petersburg, reported thi
2300000 customa records were stolen by a worker fvm one of the company's

subgidiaries. Ihe infurmation stolen included credit card and bank account numbeers.

andd other peraenad information

2.2.2 Poetential of Luposure

The Privacy Rights Clearinghouse, o non-profit consumer information and advocacy
orvanization. annually compiles a isong of all data breaches.” In review ol the cases reported
bonween 2003 1o present. the magority of breaches can be categorized mio four basic groups:

techaolooy, online exposure. wsiders, and nproper storage or disposal uf customer records.,
& 1 &

Technology expostuie cun include the vnauthonized access o W company conpiie ol
server, espectally those that siore unencrypied. sensitive informations  Alsw. this coudd inchude
e tiintentional downloading of malicious software to a company compuier hat is not seeurcd

with anuiviyus sofhware

Onlne exposurz can me.ude personal information that is imadvertently foadad oo the
internel Scarch engines. such e Google, can pick-up names tyough company Web sites and
expuse the information thvough the World Wide Web. Also. e-malls that include personal
information ey be sent o the mearrect addressee, Unenerypted  e-madls may ulso be

mtereepied by hachers or makeious software,

H g
s prva vorh e wnChronlata Beaches i
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Mmsiders can be either dishonest employees whose infent Is to commit fraud, or a well-
mtentioned cimplovee who may comnut an error in judgment. A dishonest employec can work
for any corporation or agency. Fanployees with access personal information may use extreme
means to collect and steal personal information.  Deviees such as iPods, personal { ISB storage
devicos, und coll phones allow emplovees 1o collect and store data. This could include welk-

intentionad cmplovees who lhe personal information oft-site for work-related needs, but have
the information stolen or lost white away fron the vffice.

Improper sturage or disposal can be an eusy target for thievey looking for easy access to
someone’s personal nformation.  This can include not only paper fifes that are left exposed, un-
shredded, stolen. or improperly disposed, but atso clecironic fifes that are not maintained
aceordingly, Also. muilings that include exposed sensitive nformation could lead to a breach of
intormation.  Finally, disposal of discontinued office equipment could lead 1o a breach il
electronic hard drives and memory devices are not properly “cleancd” prior to discarding the

deviee,

Several State and Federal stantes and initiatives govern data security and identily theft.
These apply either direetly o1 indireetly o Flondas electric utilines and should he considered in

devclaping security practices and procedures.

2.3.0 Fair and Accurate Credit Transaction Act 2003

This amendment 1o the Fan Credit Reporting Act s designed (o help clevale atenion
given o proventing identity theft, Two components of the Jaw require companies o mask credit
and debil card information on printed receipts, and (o properly disposz of customer records Al
credi cand nachines must a¢ progiammned to print oonty the last five-digits of the caid
information on o receipt, and may notinciade the expiration date.

The disposal requirements struct businesses 1o properly  disposc of documents
containiug customer intormation. Proper disposal includes burning o shredding of paper reports
and crasing electronic siorage devicvs. It can also include comracting the service aul 1o a

quatitied disposal company.

2.3.2 PFair Uebt Collections Privacy Act

This act Hints the information that a creditor, or s agent, car provide w a thivd-party I
prevents a craditor, or ity agent front disclosmng o 4 third-party that an individual 1o deln
This law would prevent a utlity from disclosmg any past-duc or charge-off micrmation 1o uny
other than tie custonier of record or authorized user.

2.3.3 Florida Statute 817.568 and 817.5681
Florda Statute 817,308 makes 11 a state erime to fraudulently use anotber person’s
sdentifying intormation without fist obuning that person’s consent.

Frckoronnd and Porpectivg P
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2.3.4 Presidential Task Force of Tdentification Theft

In May 2000, President Georee W, Bush issued an Executive Order establishing the
President’s Tush Force on Identity Theit. This task (orce, headed by the Attorney General and
the Chatrman of the Federal Trade Conmnission, was charged to “crafll a stralegic plan iwiming to
mike the federal government’s efforts more effective and efficient n the areas of identity theft
awarencss, prevention, detection. and prosceurion.” ' The task forc.’s April 2007 strategic plan
recagnizes that “Ne single fedoral Law regulates comprehensively the privale sector or
security numbers: instead, there are a variety
The

goverimental use, display, or disclosure of socia
of laws govemning social security number use i certain sectors or in specific situations.™"
task foree has recommended the development of a comprehensive record on private sector nse of
social seeurity numbers, including evaluating their necessity.  The Task Force will make its
recommendations by the first quarter of 2008, Undl future recommendations are made. there are
current federal and state Taws in place that recognize and enforee the smportance of safeguardimg

customer sensitive iformation.

Chapter 350,117 allows the Commission to conduct management and operation audits for
any regulated company to ensure adequate operating controls exist. This report addresses
whether cach of the five companies awdited for customer data security have proper controls in
place  The audit particularly tocused on management conttals, wionnaton technology controls,
Uiet anareness. outsowreing controls, and auditing,  Each of the following company chapiers
addresses these controls in i qaestion and answer 1onna,

Proadent s Tush Paree Syater,e Plan po vin
Provident’s Lask Pored Strateoie Plan p 24
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4.0 Florida Public Utilities

The "Q’?!di\iciom of Tlorida Public Uitilities Company (FPU) have 340 full-time and 6

pari-time emPloyces, and serves dpploxlmalcly 28,000 electric customers in Flonda.  The
Northwest Division, headguanored in Madanna, provides gervice to customiers i the westem
panizndle. The Nertheast Division serves Amelia [sland and 1s Tocated in Fernandina Beach.

Does Florida Public Utilities management have a c¢lear understanding that
information security is 2 management responsibiliey?

FPU management  scknowledges  that  information security  Is  a  management
responsibility. According to FPUJ, company management sets the corporate climate for
information sceurity by creating procedures and determining information security prioritics.

I'PLY management states that it recognizes that information seeurity is only possible, and
produces the best results, in @ cooperative paninership with company employees. burther, the
campany staiss its objective relevant to information seeurity is 1o create and sustain a workforee
aware of the obligation to clfectively manage and protect sensitive customer information. =PU
managers stated that the company seeks to accomplish this objectve through a comprehensive
cmplovee training program, unagement supervision of the workplace, employee mentoring.
H.‘H’llmné (when necc»qary) ad annually requiring all employcees o acknowiedge and sign the

“Seeurity of Customer Deta” policy statement,

According to the company, managers and supervisors also routinely muonitor software
applications, programs, workstations and employece access (0 sensitive information to determine
inherent operational risk. Changes in employment status, o1 an employee’s business need 1o
access sensitive customer date, arc reported by managers te 1T, Then, the employee’s netwoik
access rights are revised to reflect the change. minimizing risk.

' “

What type of persenal information doex Flovids Public { Utilities coliect

[N

customers?

The Customer Information Systen {CIS), a customer service vnd billing system. 1s used
W initiate new accounts. updale record information, and to store mdividual customer data. When
infiating a new residential account. customer service represemiatives {CSRe) collect prrsonal

information from the account holder including the full name, social security account number.
driver's Heense number, address, and phone aumber.

FPL service represenfatives aiso collect banking infonnatios if the customer wishes

establish autoiaue electronic pavinents  During inliation, customers aiso have the opportmnty

to provide names of othary authornzed to discuss the account. sue fy as ¢ spouse or other relutive,
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as Florida Pubiic Utilitics management asscssed the appropriatencss 6f the
information collected from customers?

EPL! routinely collects both a social security number and driver’s license number from a
majority of its custumers, According 1o the company, 2 social sccurity number is required in
order o run a credit worthiness cheek. Thercafier, the social security number is maimained for
identification purposes and possible future collection actions.

The company reporicd that new customers arc increasingly wary of identity theft and
often do not wish to provide a social sceurity number. In such cases, the driver’s license number
can be uscd as an alternative method of identification and to assist in possible futore collections
action. The driver’s license information is maintained for the life of the account, all but the last
four digits are masked, and FPU manegement dous ot perceive any undue Tisk in collucting or
keeping this information,

Staff belicves that requiring a driver’s license number for iGentification purposes 1 the
absence of a social sceurity number may be appropriate. But, in the event that a soclal sccunty
number is obtained for identification and credit check. the additional need for coilecting and
maintaining driver’s license ‘nformation s not apparenl. Staff belicves that collecting any
personal information beyond that which is absolutely needed poses tnncccssury tisk,

'
£

Noes Florida Pubiic tilities adequately limit the use and disclosure of
customers’ persoua! information?

FPU has operational practices tor customer service personna! 1o follow that address the
use. disclosure, and retention of sensitive customer data. TIPU
repiusentatives. & cuslamer Service SUpCTvIsors, and 5 customer
accounts and respond to othur customer inquiries.  Corporate headquarters is in West Pahn
Beach, but all payment processing 1s done in the Marianna office. The Director of Custonny
Relations supervises e billing of customers in both divisions.

has 32 cusiomer servied
Service managers Lo mitiate new

pS]
)
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Service Manager and General Manager of the Northeast division, the Customer Service Manager
and General Manager of the Northwest division, the Director of Customer Relations, and the
Customer Information Manager. Customer Service Managers or Genceral Managers make an
information request to either the Director of Customer Relations or Customer Information
Manager who is able to query the database. The “legitimate business need™ for such information
is determined informally.

FPU procedures prohibit discussing confidential customer information with anyone other
than the account holder, unless the requestor was previously authorized by the account holder.
This restriction also applies to walk-up or telephone inquiries. When a non-account holder
inquircs, the CSR asks the individual for his or her name. For walk-ins, CSRs confirm pre-
existing authorization and then view personal identification, such as a joint checking account or
driver's license, prior to discussing an account.  On the phone, CSRs ask for a name and then
request additional confirmation.

Most account holders establish an
authorized third party during account initiation. However, CSRs do not normally ask new
customers whether they wish to establish another authorized user.

Do any employees have access to customers” personal information at off-sife
facilities?

FPU munagers stated that the company recognizes the inherent daw sccurity risk
assoctated with any cmployecs remotely accessing the network. Each Division General Manager
and Operations Manager has remote access authorization to those portions of the nctwork
containing sensitive customer information. Nine IT employees also have the capability to access
the newwork remotely.  The company stated that it believes proper controls are in place to
appropriately limit aceess.

YWhat controls have Florida Public Utilities put in place for rentote access of
customer personal information?

Under normal operating conditions, remote access 1s limited to Division General
Managers and Operations Managers. FPU does not allow customer service representatives 1o
remotely access the network and has no work-from-home program. Management stated there is
no cwrent or anucipated nced o undertake such a program.  FPU has a post-hurricanc
contingency plan which would allow CSRs remote access if normal operations were rendered
mmpossible duc to extensive damage 1o company oflfices.

The virtpal

privaic network, or VPN, connccts to a secure concentrator at the corporate office.

T
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Bas Florida Public Utilities established an appropriate data sccurity
management function?

FPLs Director of Information Technology direetly reports to the President & CEO. The
I'l" Dircetor has nine employees working in the information technology division.

According to FPU management, information management and secunty are the
responsibility of all FPU personnel. FPU’s Information Management (IM) section is specifically
designated with the responsibility 10 assess the risks and potential vulnerabilities 10 the overall
network and individual workstations. IM managers coordinate with, and provide technical
advice to, company operational management in order to determine FPU policy, practices, and
procedures relative to the handling, retention, and protection of sensitive customer data.

IM personnel also have the responsibility to monitor employce access to the network, its
functions. and stored information. System usage is monitored, and the IM section processes all
changes to employee network access. A change in employment status, such as rctirement,
termination, promotion, or transfer prompts an immediate review of access and any appropriatc
changes to authorization.

Has Floride Public Utilities cstablished appropriate information sccurity
policies. procedures, and guidelines?

FPU information technology employees seek@to establish appropriate  information
security policies, procedures, and guidelines in a varety of ways. These include:
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Information Management employees also work to protect sensiiive customer information,
and to make the entire network resistant to penctration by running the most current versions of
software available. Software apgrades, commonly called “patches.” arc recerved regularly to

1'% enhance progras
i

Only software patches produced by authorized

L
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\ venders are uscd.

W1

As a further precaution, no patch is installed until it has been first tested o
cnsure 1ts compatibility with current network configurations and will not harm existing programs
or data.

Operational manegers coordinate with information managemant throughout each phase of
the patch process. They reccive testing results, evaluate the effects, and assess risk for cach
paich prior to {ull uploading on the existing network. Only company management can authorize
a system-wide installation of patches based on test evaluation and risk assessments.

1I'PU information management is planning two significant improvements directly linked
to information sccurity. The {ivst is an upgrade to existing Cisco wircless access deviees to the
next level of available sceurity. Second, the company will be raising security certificates to the
128-bit encryption level.

Does Florida Public Utilities limit physical access to customer information
data resources through access authorization procedures, monitoring devices,
and alarm systems?

According to FPU management, infonmation security is not possible without parallel
security of the Information Management (IM) parent site located in West Palm Beach. Access to
this facility is controlled by a magnetic lock..

Florida Public {nhes
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Does Florida Public Utilities restrict access to customer information related
software functions., data. and programs?

The company network has many levels of resident security.  All users must have a valid
user name and password, Access is authorized based on a business need-to-know and contingent
on approval by both supervisors and information management. Access to different parts of the
nctwork is derived from a menu at each workstation, tailored 1o individual users. Tack of the
appropriate level of access authority will result in denied access. Different programmers have
either very wide or universal network access, but are subject 1o continual monitoring.

The Globul Technology Audit
Guide (GTAG) establishes best practices for information sccurity, derived from industry sources
worldwide. These practices support cffective information security management and, when used,
significantly reducc the risk of compromise. A key component of these practices is employing a
defense in depth, a system of active and passive measures to thwart network cormpromisc. The

premise of defense in depth is to layer physical and virtual security, combining passive intrusion
detection systems and active intrusion prevention systems.

Daes Florida Public Utilities monitor software security activity and produce
appropriate management reports?

FPU information munagement has the ability to monitor employee access to the network
and sensitive information in rcal time. This oversight provides IM the capability of determining
who i< ieeessing specific arcas of the network, when such access occurred, the duration of the
access, and whether unauthorized uscrs attempted access.

The information management system automatically monitors and captures software and
access activity around the clock. The results arc available for regular review by IM personnel.
Network information is then routinely made available to management in the form of two reports,
the Aecess Report and the Use Report. These are also available on very short notice through a
request to IM. The Arcess Report pinpoints who within FPU has current access authority for all
network functionalities, while the Use Report documents employec usage on the network, sites

visited, and c-mails.

Pdoes Flarida Public Utilities have adequate privacy and dala security policies
and procedures?
Annually, FPU policy requires all employees (o read and acknowledge by signature the

Florida Public Ulities Code of Edhics, dated February 2005 and the Employee Conduct and
Work Rules. However, the Florida Public Utilities Code of Fthics only briefly addresses the
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handling of sensitive customer infonmation and does not site specific laws or regulations. Ducto
the relatively small size of FPU, all signed copies for 2007 from Marianna Division employees
were verified. The Employee Conduct and Work Rules policy defines unauthorized disclosure off
confidential information as sufficient for disciplinary action. The Computer, E-mail, Voice AMuil,
and imerner Use policy outlines proper use of these functionalitics, but does not addrcss

customer sensitive data specificully.

Though these policies do not specifically focus on the protection of seusitive cuslomer
information, FPU management states that it believes cach policy helps create an employee
mindset that is conducive to safeguarding customer sensitive datz, and transfcrable (o the
application of such safeguards.

Security of Customer Dara 15 a specific data security policy and procedure requirg full
understanding and acceplance by all employees. New employees must read and acknowledge
the policy by signature upon completion of initial traimng and annually thereafier.

Are Florida Public Utilities employees properly trained on privacy and data
seeurity policies?

According to the compaiy. an expectation of cthical behavier regarding the handiing of
sensitive customer information is incorporated into the FPU traiming program. TPU provides
formal initial training for all new employeces using a combination of written policies, established
practices, and standardiced procedures pertaining to the sccurity of sensitive customcr
information. As a part of this training, cach cmployee is required to read and s1gn the Security of

Customer Data policy and procedure notice.

Trainers from the West Palm Beach headquarters visit the aivisions up to four times
anpually, conducting refresher training for all employees. According to FPU, there are alwuys
customer service and data sccurity components to this training.  On-the-job training 1s used to
augment the inibial raining of new customer service representatives. A new customer service
representative first shadows a niore senjor employee and, later, the reles are reversed. When the
new cmployee demonstrates a thorough knowledge of correct cusiomer procedurcs and data
saftguards, he or she is allowed to work without direct. constant supervision. Every supervisor
and manager attended supervisory training in May of 2007, The (raning was conducted by the
corporate altorney and included instruction on company policies dIrtaining to privacy, daty
security, and cthics
Does Florids Pubiic tilittes have policies and procedures in place which
address penaitics for violations of Privacy or Data Sceuriry policies?

Florida Public Utilities” Progressive Disciplinury Proceduie policy establisles o formal
five-step disciphnary process which escalates i severity from a first {verbal wammg) to fifth
step (enminaton), Al the lower end of the severity seale, FPU commonly combines mentoring
and retrainimg verbal or written warnings to redress conduet violations. Depending on the nature

and severity of the misconduct, the process can be accelerated.
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Does Florida Public Utilities provide third parties with access to customer
personal and /or baaking informution?

Florida Public Utilities docs not outsource customer serviees, The CIS billing vendor
with which FPL' has a service/support agrecment has access to customer tecords in C1IS in ordes
to diagnose and correct billing-related errors. The only other outside vendor with access to
customer information is the company auditors.

What controls has Fiorida Public Utilities put in place to prevent disclosure of
customers’ personal information by third parties?

FPU uses confidentiality clauses whenever contracting for third party audit or repair
service and support. These clauses require the third party to adhere 1o FPU protocols, policies,
and procedures regarding sensitive customer information. Company management believes the
current confidentiality agrcements, in contracts between FPU mnd outside finms, adequately

safeguards customer information.

FIPU states that it further limits the nsk of personal information disclosure by choosing

not to use seicthite company payment locations or authorized third party paviient stations.

v

Joes Florida Public i-‘“iii:ws possess, or have access 10, competent auditing
or1

resources to eveluate information security and associated risks?

FPU doey not employ ful! ime staff auditors. "The auditing firm of Binder, Digker, Otie
& Company {BDO) is the external auditor for FPUL BDO, an international accounting firm, was
Tounded in Lurope iy 1963, US offices were established in 1988, BDO s auditing experuse s i
finance and accounnng. BNO conducted a financial audit annually for FPU during the 1wo veas

period covered by this review. Binder. Dijker, Otte & Company audits do not focus specifically

Flande Public U alitig 3N
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on information technology or information sccurity. However, FPU stated that the BDO audn
findings still provide gencral insights on data security and network protection.

Crowe (hezik is the FPU internal auditor. Founded in 1942, Crowe Chezik is onc of the
top ten public accounting and auditing firms tn the nation.

Does Florida Public Utilities periodically assess the organization’s information
security practices?

No audit of FPU information security practices was performed over the period 2005 to
Scptember, 2007. However, FPU has recently initiated an audit of network security and risk
assessment by Crowe Chezik, their intemmal auditors. The audit will focus on Sarbanes-Oxley IT
controls. Completion of the audit 1s anticipated in October 2007,

Has munagement provided assurance that information security breaches, and
conditions that might represent a threat to the organization, will be promptly
made known to appropriate Florida Public Utilities® corporate and iT
management?

Florida Public Utilitics has no internal audit departiment. Matters relating to information
management are the responsibility of management and IT personnel. In the event of any breach
or compromisc {0 sensitive customer data, the incident and pertinent facts surrounding it are
required by company policy to be reported to both,

Managemert stated that there have been no detected incidents of internal or external
sensitive information compromise during the last two years. According to the company, there
has j0t been a single thefl or loss of data, disks or other storage media, laptops, or an external
compromisc of any soit to the network.
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APPENDIX A

OBAL TECHNQLOGY AUDIT GUIDE (GTAG)

GTAG
central 10 staty”

s privacy best pmmmq are derived from a variety of worldwide sources and were
s review. These privacy best practices support pradent data SCCUNy managemaenl

and reduce risk for those companies that routinely use these luhmq IS as pari of heir vveral!)
corporate plan, The privacy best practices considered { during this review include:’

£

N

&n

&

P Glubul 1 echnolowy Audit Guide, “Managing and Audinng

Performing adeguate and regular privacy nisk assessment.

Establishing a privacy officer or organization to serve as the focal point for

coordination of privacy activitics and the handling of complaints or issues:
Developing awareness around key data handling and idenuity theft risks

Masking personal identification numbers, such as social security numberss, and
other sensitive information when possible;

Supervising and training call center staff' to prevent social engineering and smunfar
risks:

Managing marketing lists and all third -party vendor relationships effectively;
Creating awarencss of Web and e-mali vulnerabilities:
Developing record retention and destruction policics;

Implemeniing a data classification scheme based on the sensitivity and data

mapping;

Conducting risk asscssments of access controls,
restrictions, and change controls;

Implementing intrusion detection and prevention technologies;

Completing peneiration testing and independent festing/review ol key controls

systems, and procedures; and

Limiting data collection to operationally necessary data.

srpvacy Rasks.” The nsttuw of fnternad Auditors,

p 1510, June 2006

physical sccurity access
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CUSTOMER DATA SECURITY INFORMATION

APPENDIX B

Florida mnvestor-owned utilitics have programs designed to safeguard sensitive cusiomer

infarmation.
proccdures,

These programs are multifaceted, combining wrilten policies,
and muanagement of Supervisory practices.

safeguards round out the data security system found in each company.

This chart sunmarizes each company’s security policies, practices, and initiatives.
points arc discussed in more detail in each respective company chapter.

cmployce
A varietv of virtual and physical
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APPENDIX C
ITREATMENT QF SENSITIVE CUSTOMER DATA

Florida investor-owned utilities collect, use, and mask a varicty of sensitive customer
information. Collection, use. and muasking of information in cach company is controlled and
safeguarded by a combination of written policies, employce proccdures, and management
supervision practices. Virtual and physical security measures in cach company round out the
system designed to protect the data.  The following chart summarizes the information cach

company collects, uses, and masks.

Social Security Number ! :
Driver's License Number B S _ ‘—ﬁ—?

| Bank Account ] o __:
Credit Card Info

Social Sccurity Number ‘T_M X X X ;
I Driver’s License Numhu ‘ X X e X :__ T
s_ Bank Account T X 1T " X
| Date ol Birth o :
]' C rc,dlt C‘ ardInfo | ” ‘ |

Socialr Secunty Nu’mbcr“ .

Driver’s Licensc Number T
Bank Account | “

DJI.C .)j Bll {] . - .v (O U e v e 1 st it |

‘ (rcdtt Card Info J v

|

i’ Social Security Number
Draver’s License \‘umbcr ;

| Bmk Accoum

|

Social bcc.umy Number
_Driver’s License Number
Bank Account " “i """"""""" -
" Date o} Birth ) T ‘ -
[ Credit Card Info | ' T ,,_ :,
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Alteration of employee status (e.g. retirement, position change, termination) is manually entered into
the system. The HR Director has the responsibility. Policy is “a week or two”. An email is sent to IT.
IT removes or alters access as appropriate. Upon termination, all employees have a checklist to
complete, with network access rights discontinued immediately upon termination notice.

Julie Petty, Director of Customer Relations, also has audit responsibilities. There have been no data
security audits in the last 24 months. Crowe Chezik has been contracted to begin such an audit in
September. The audit is scheduled for completion 10/07. All auditing is outsourced; FPU has no staff

auditors.

(4) Data Request(s) Generated:

(5) Follow-up Required:
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4.0 Florida Public Utilities

in the western panhandle. The Northeast Division serves Amelia Island and is located in Fernandina
Beach.

4.1 Management Oversight

Does Florida Public Utilities management have a clear understanding that
information security is a management responsibility?

FPU management acknowledges that information security is a management responsibility.
According to FPU, company management sets the corporate climate for information security by creating
procedures and determining information security priorities.

FPU management states that it recognizes that information security is only possible, and produces
the best results, in a cooperative partnership with company employees. Further, the company states its
objective relevant to information security is to create and sustain a workforce aware of the obligation to
effectively manage and protect sensitive customer information. FPU managers stated that the company
seeks to accomplish this objective through a comprehensive employee training program, management
supervision of the workplace, employee mentoring, retraining (when necessary), and annually requiring
all employees to acknowledge and sign the “Security of Customer Data” policy statement.

According to the company, managers and supervisors also routinely monitor software
applications, programs, workstations and employee access to sensitive information to determine inherent
operational risk. Changes in employment status, or an employee’s business need to access sensitive
customer data, are reported by managers to IT. Then, the employee’s network access rights are revised to
reflect the change, minimizing risk.

What type of personal information does Florida Public Utilities collect from
customers?

The Customer Information System (CIS), a customer service and billing system, is used to initiate
new accounts, update record information, and to store individual customer data. When initiating a new
residential account, customer service representatives (CSRs) collect personal information from the
account holder including the full name, social security account number, driver’s license number, address,
and phone number.

FPU service representatives also collect banking information if the customer wishes to establish
automatic electronic payments. During initiation, customers also have the opportunity to provide names
of others authorized to discuss the account, such as a spouse or other relative.
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Has Florida Public Utilities management assessed the appropriateness of the
information collected from customers?

FPU routinely collects both a social security number and driver’s license number from a majority
of its customers. According to the company, a social security number is required in order to run a credit
worthiness check. Thereafter, the social security number is maintained for identification purposes and
possible future collection actions.

The company reported that new customers are increasingly wary of identity theft and often do not
wish to provide a social security number. In such cases, the driver’s license number can be used as an
alternative method of identification and to assist in possible future collections action. The driver’s license
information is maintained for the life of the account, all but the last four digits are masked, and FPU
management does not perceive any undue risk in collecting or keeping this information.

Staff believes that requiring a driver’s license number for identification purposes in the absence of
a social security number may be appropriate. But, in the event that a social security number is obtained
for identification and credit check, the additional need for collecting and maintaining driver’s license
information is not apparent. Staff believes that collecting any personal information beyond that which is
absolutely needed poses unnecessary risk.

Does Florida Public Utilities adequately limit the use and disclosure of customers’
personal information?

FPU has operational practices for customer service personnel to follow that address the use,

disclosure, and retention of sensitive customer data. FPU has J0 customer service representatives in their [Deleted: 32 |
electric divisions, 2 customer service supervisors, and 2, customer service managers to_initiate new ( Deleted: 4 ]
accounts and respond to other customer inquiries. Corporate headquarters is in West Palm Beach, but all  Deleted: 5 _J

payment processing is done in the Marianna office. The Director of Customer Relations supervises the
billing of customers in both divisions.
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FPU procedures prohibit discussing confidential customer information with anyone other than the
account holder, unless the requestor was previously authorized by the account holder. This restriction
also applies to walk-up or telephone inquiries. When a non-account holder inquires, the CSR asks the
individual for his or her name. For walk-ins, CSRs confirm pre-existing authorization and then view

personal identification, such as a joint checking account or driver’s license, prior to discussing an account.
On the ihone, CSRs ask for a name and then reiuest additional confirmation. _

Most account holders establish an authorized third party during account initiation. However, CSRs do not
normally ask new customers whether they wish to establish another authorized user.

Do any employees have access to customers’ personal information at off-site
facilities?

FPU managers stated that the company recognizes the inherent data security risk associated with
any employees remotely accessing the network. Each Division General Manager and Operations
Manager has remote access authorization to those portions of the network containing sensitive customer
information. Nine IT employees also have the capability to access the network remotely. The company
stated that it believes proper controls are in place to appropriately limit access.

What controls have Florida Public Utilities put in place for remote access of customer
personal information?

Under normal operating conditions, remote access is limited to Division General Managers and
Operations Managers. FPU does not allow customer service representatives to remotely access the
network and has no work-from-home program. Management stated there is no current or anticipated need
to undertake such a program. FPU has a post-hurricane contingency plan which would allow CSRs
remote access if normal operations were rendered impossible due to extensive damage to compan

The virtual private network, or VPN, connects to a secure concentrator at the

corporate office.

4.2 Information Technology Controls

Has Florida Public Utilities established an appropriate data security management
function?

FPU’s Director of Information Technology directly reports to the President & CEO. The IT
Director has nine employees working in the information technology division.

According to FPU management, information management and security are the responsibility of all
FPU personnel. FPU’s Information Management (IM) section is specifically designated with the
responsibility to assess the risks and potential vulnerabilities to the overall network and individual
workstations. 1M managers coordinate with, and provide technical advice to, company operational
management in order to determine FPU policy, practices, and procedures relative to the handling,
retention, and protection of sensitive customer data.

Formatted:
Highlight
Formatted: Not
Highlight |

Formatted: Font
color: Lime, Not
Highiight

Formatted:
_Highlight

Formatted:
Highlight




IM personnel also have the responsibility to monitor employee access to the network, its
functions, and stored information. System usage is monitored, and the IM section processes all changes to
employee network access. A change in employment status, such as retirement, termination, promotion, or
transfer prompts an immediate review of access and any appropriate changes to authorization.

Has Florida Public Utilities established appropriate information security policies,
procedures, and guidelines?

FPU information technology employees seek to establish appropriate information security
policies, procedures, and guidelines in a variety of ways. These include:
Confidential

Confidential
Information Management employees also work to protect sensitive customer information, and to

make the entire network resistant to penetration by running the most current versions of software
available. Software upgrades, commonly called “patches,” are received regularly to enhance programs.

Only software patches produced by authorized vendors are used

As a further precaution, no patch is installed
until it has been first tested to ensure its compatibility with current network configurations and will not
harm existing programs or data.

Operational managers coordinate with information management throughout each phase of the
patch process. They receive testing results, evaluate the effects, and assess risk for each patch prior to full
uploading on the existing network. Only company management can authorize a system-wide installation
of patches based on test evaluation and risk assessment

FPU information management is planning two significant improvements directly linked to
information security. The first is an upgrade to existing Cisco wireless access devices to the next level of
available security. Second, the company will be raising security certificates to the 128-bit encryption
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Does Florida Public Utilities limit physical access to customer information data
resources through access authorization procedures, monitoring devices, and alarm
systems?

CONFIDENTIAL
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According to FPU management, information security is not possible without parallel security of
the Information Management (IM) parent site located in West Palm Beach. Access to this facility i
controlled by a magnetic lock.
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Does Florida Public Utilities restrict access to customer information related software
functions, data, and programs?

The company network has many levels of resident security. All users must have a valid user name
and password. Access is authorized based on a business need-to-know and contingent on approval by
both supervisors and information management. Access to different parts of the network is derived from a
menu at each workstation, tailored to individual users. Lack of the appropriate level of access authority
will result in denied access. Different programmers have either very wide or universal network access,
but are subject to continual monitoring.
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_The Global Technology
Audit Guide (GTAG) establishes best practices for information security, derived from industry sources
worldwide. These practices support effective information security management and, when used,
significantly reduce the risk of compromise. A key component of these practices is employing a defense

in depth, a system of active and passive measures to thwart network compromise. The premise of defense color: Auto,
in depth is to layer physical and virtual security, combining passive intrusion detection systems and active Highlgnt _____ -

| nicn prion yscms. -

o

| Formatted:
Highlight

Formatted:
Highlight

Does Florida Public Utilities monitor software security activity and produce
appropriate management reports?



FPU information management has the ability to monitor employee access to the network and
sensitive information in real time. This oversight provides IM the capability of determining who is
accessing specific areas of the network, when such access occurred, the duration of the access, and
whether unauthorized users attempted access.

The information management system automatically monitors and captures software and access
activity around the clock. The results are available for regular review by IM personnel. Network
information is then routinely made available to management in the form of two reports, the Access Report
and the Use Report. These are also available on very short notice through a request to IM. The Access
Report pinpoints who within FPU has current access authority for all network functionalities, while the
Use Report documents employee usage on the network, sites visited, and e-mails.

4.3 Uscer Awareness and Training

Does Florida Public Utilities have adequate privacy and data security policies and
procedures?

Annually, FPU policy requires all employees to read and acknowledge by signature the Florida
Public Utilities Code of Ethics, dated February 2005 and the Employee Conduct and Work Rules.
However, the Florida Public Utilities Code of Ethics only briefly addresses the handling of sensitive
customer information and does not site specific laws or regulations. Due to the relatively small size of
FPU, all signed copies for 2007 from Marianna Division employees were verified. The Employee
Conduct and Work Rules policy defines unauthorized disclosure of confidential information as sufficient
for disciplinary action. The Computer, E-mail, Voice Mail, and Internet Use policy outlines proper use of
these functionalities, but does not address customer sensitive data specifically.

Though these policies do not specifically focus on the protection of sensitive customer
information, FPU management states that it believes each policy helps create an employee mindset that is
conducive to safeguarding customer sensitive data, and transferable to the application of such safeguards.

Security of Customer Data is a specific data security policy and procedure requiring full
understanding and acceptance by all employees. New employees must read and acknowledge the policy
by signature upon completion of initial training and annually thereafter.

Are Florida Public Utilities employees properly trained on privacy and data security
policies?

According to the company, an expectation of ethical behavior regarding the handling of sensitive
customer information is incorporated into the FPU training program. FPU provides formal initial training
for all new employees using a combination of written policies, established practices, and standardized
procedures pertaining to the security of sensitive customer information. As a part of this training, each
employee is required to read and sign the Security of Customer Data policy and procedure notice.

Trainers from the West Palm Beach headquarters visit the divisions up to four times annually,
conducting refresher training for all employees. According to FPU, there are always customer service and
data security components to this training, On-the-job training is used to augment the initial training of
new customer service representatives. A new customer service representative first shadows a more senior



employee and, later, the roles are reversed. When the new employee demonstrates a thorough knowledge
of correct customer procedures and data safeguards, he or she is allowed to work without direct, constant
supervision. Every supervisor and manager attended supervisory training in May of 2007. The training
was conducted by the corporate attorney and included instruction on company policies pertaining to
privacy, data security, and ethics.

Does Florida Public Utilities have policies and procedures in place which address
penalties for violations of Privacy or Data Security policies?

Florida Public Utilities’ Progressive Disciplinary Procedure policy establishes a formal five-step
disciplinary process which escalates in severity from a first (verbal warning) to fifth step (termination).
At the lower end of the severity scale, FPU commonly combines mentoring and retraining verbal or
written warnings to redress conduct violations. Depending on the nature and severity of the misconduct,
the process can be accelerated.

4.4 OQutsourcing Controls

Does Florida Public Utilities provide third parties with access to customer personal
and / or banking information?

Florida Public Utilities does not outsource customer services. The CIS billing vendor with which
FPU has a service/support agreement has access to customer records in CIS in order to diagnose and
correct billing-related errors. The only other outside vendor with access to customer information is the

company auditors.

What controls has Florida Public Utilities put in place to prevent disclosure of
customers’ personal information by third parties?

FPU uses confidentiality clauses whenever contracting for third party audit or repair service and
support. These clauses require the third party to adhere to FPU protocols, policies, and procedures
regarding sensitive customer information. Company management believes the current confidentiality
agreements, in contracts between FPU and outside firms, adequately safeguards customer information.
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FPU states that it further limits the risk of personal information disclosure by choosing not to use
satellite company payment locations or authorized third party payment stations.



4.5 Auditing Controls

Does Florida Public Utilities possess, or have access to, competent auditing resources
to evaluate information security and associated risks?

FPU does not employ full time staff auditors. The auditing firm of Binder, Dijker, Otte &
Company (BDO) is the external auditor for FPU. BDO, an international accounting firm, was founded in
Europe in 1963. US offices were established in 1988. BDO’s auditing expertise is in finance and
accounting. BDO conducted a financial audit annually for FPU during the two year period covered by
this review. Binder, Dijker, Otte & Company audits do not focus specifically on information technology
or information security. However, FPU stated that the BDO audit findings still provide general insights
on data security and network protection.

Crowe Chezik is the FPU internal auditor. Founded in 1942, Crowe Chezik is one of the top ten
public accounting and auditing firms in the nation.

Does Florida Public Ultilities periodically assess the organization’s information
security practices?

No audit of FPU information security practices was performed over the period 2005 to September,
2007. However, FPU has recently initiated an audit of network security and risk assessment by Crowe
Chezik, their internal auditors. The audit will focus on Sarbanes-Oxley IT controls. Completion of the
audit is anticipated in October 2007.

Has management provided assurance that information security breaches, and
conditions that might represent a threat to the organization, will be promptly made
known to appropriate Florida Public Utilities’ corporate and IT management?

Florida Public Utilities has no internal audit department. Matters relating to information
management are the responsibility of management and IT personnel. In the event of any breach or
compromise to sensitive customer data, the incident and pertinent facts surrounding it are required by
company policy to be reported to both.

Management stated that there have been no detected incidents of internal or external sensitive
information compromise during the last two years. According to the company, there has not been a single
theft or loss of data, disks or other storage media, laptops, or an external compromise of any sort to the
network.

4.6 Conclusions

Confidential
With significantly fewer customers, employees, and other assets at its disposal, FPU’s depth and

breadth of measures to safeguard sensitive customer information
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