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1.0 —xecutive Summary

of Performance Analysis. The objective of the review was to assess each company’s policies,
practices, and controls regarding tie security of sensitive customer information.

The review’s primary objectives were:

> To become familiar with, document, and evaluate each [LEC’s policics, practices, and
procedures for safeguarding sensitive customer data.

w To determine whether sufficient physical and virmual mternzl controls exist in each carrier
to protect customer sensitlve data and the network.

To ensure that each company is in compliance with applicable state, federal, and industry
guidelines regarding protection of sensitive custorner information.

The review focused on examining ¢ach company’s policies, practices, procedures,
network systems, and operational controls for safeguarding sensitive customer dzta.  Staff
reviewed and assessed ILEC information technology (IT) security, key facilities’ security, and

customer account secunty in each company. Internal and extemal audits associated with IT and
data secunty, from 2005 to the present, were also reviewed.

Specifically, staff focused its review on the following functional areas:

Management Oversight
Information Technology Controls
User Awareness

Qutsourcing Controls
Aundns of Data Security

LR SR R B

Each ILEC was reviewed separately, but identical criteria were employed so that
comparative assessment would be possible. During the review, staff gathered information from
cach company through document requests.  After studying company responses, staff conducted
e M Rt '.N‘r:r
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on-site visits with each company. Key company personnel in the functional areas under review
were interviewed. This review was conducted between January and April 2008,

Each company’s pelicies, praciices, and procedures were compared to applicable state
and federal statutes relevant to the protection of sensitive customer data. Physical and virtual
security systems currently in use, other measures undergoing implementation, and security
concepts in stages of either planning or development were reviewed.

To assess and compare each company’s overall security posture, staff used information
gathered from document reviews, on-site interviews, and facility visits to assess each company’s
overall secunty status. Areas of concur were discerned, as were best practices currently in use
for these .LC’s.

None of the reviewed companies reported, or are aware of, any major breaches invelving
sensiive customer information in the previous two years, the peciod covered by this review.
However, cach company is vanously impacted by the accelerated pace of evelving technology.
While the safcguards for protccting sensitive customer data are
continually improving, the technology used to breach such safeguards
mmproves in parallel. Technological advances can render obsolete or
ineffective  thosc security measures initially considered 10 be
comprehensive and of potentially long duration. 1t is a constant spiral

“None of the
reviewed
companion

of action and reaction.

EXHIBIT 1 presents a summary of the data securily issuss
observed during staff’s review. Where staff found each category of
controls 10 be appropriate and adequate, 1t is indicated by a solid circle
{(©). Anissue s indicated by an open circle {C).

The findings for each company are summanzed on the
following page. Additional discussion of sta{”s conclusicns for each
company is contained in chapters tnree through seven.

Two appendices are located at the back of this review.
companng ILEC customer data security practices.

reported, or are
z2ware of, any
major preaches
involving
sensitive
customer
information in
the previous twe
vears....”

APPENDIN A, 15 a chan
AFPPENDIX B provides details on the

sensitive customer information each ILEC collects, its use, and whether this information is

masked for security. Exp..icatory notes provide additional information,
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1.41 AT&T

1.4.2 EMBARQ

Embarg has developed and implemented policies and procedures that focus on protecting
confidential information. The company zlso has adequate mezsures in place to secure its physical
assets by monitoring and restric.iz access to specialized areas by job type .d need-to-know.
Embarq also proactively protects its network and the sensitive information stored therein using
both external sources, and 11s own internal security

Virtual and physical sceurity now in use are in keeping with the best industry practices,
layered for a defense in depth, and appear t¢ be effective.

& EXECUTIVE SUMMARY
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2.0 backgrouzd and Perspective

In general terms, identity theft is the use of somecne’s personal information with the
intent te commit fraud. Identity theft can include the establishment of a new account without
authorizailon, the misuse of an existng account and the establishment or misuse of government
documents and benefits.

The social security number is arguably the single most imporiant item of information
- . necessary to commit identity fraud. The function of the social securnity
e soctal pumber has evolved greatly over time, from a simple tracking number
seewrity  nitdally used for the federal government retirement system to more of a
puinher is personal identification number used by entities ranging from the Internal
Revenue Service to banks, credit reporting agencies, and various service
providers. This evolution of the social security number has created a need
10 more adequately protect and secure its use by the owner and exposure
’ to those who mignt exploit it. While the social security number is the
i information  mog critical component for identity theft, other information such as date
BevessSary o of birth, a driver’s license number, hernie address, phone numnber, bank
¢omnit account and routing information, and credit account n.. :.bers can also be

identisy frand.”  useful in facilitating identity theft,

arguably rhe
cincie most
imperioat dem

Individuals bear the ultimate responsibility to judiciously secure personal information.
Many times, iCentity theft occurs when a victim loses personal information or carelessly exposes
such information to opportunistic thieves. However, consumers must frequently entrust personal
informarion to 2 business or agency. In doing so, there is a reasonable expectation that reputable
companics will earmestly protect this sensitive information.

Results of an FTC-sponsored survey on identity theft undertaken in 2003 highlighted
several entical things. The threat of identity theft is credible, thefis are no longer isolated, and
the problem is increasing, The report also pointed out that, more than ever before, adequately
protecung customer sensitive information is vital for ensuring consumer confidence.

The 2006 FTC identity Theft Survey Report indicated that during 2005, 3.7 percent of the
U. S. population experienced some type of identity theft. In the previous 5 years, 12.7 percent
(approximately 27 million citizens) reparted being victims of scuis type of identity theft. The
report showed that identity theft imnpacted approximately 8.3 million American citizens during
2003, at an estimated average cost of $1,882 per victim. The estirnate of total losses nationwide
15 $15.6 builion and the median of hours required by victims to resclve impact is ten hours.
However, nearly one-third of complai:ants required 40 hours or more 10 resoive the issues.?

* 2006 FTC {dentity Theft Survey Repors, published in November 2007

EXECUTIVE SUMMARY 11



The FTC annually tracks identity theft complaints by type *. . .Florida ranked
and locauon. in 2006, the latest data available, Florida ranked fifth 164 in the nation
in the nation with‘95‘§.3 cases per IOQ,OOO population and a tota} of with 98.3 cases per
17,780 reported victims. The Miami-Fort Lauderdale Metropolitan

Statistical Area had the highest number of Florida complainants 130,600 pop.uizimn
with 7.557 4 and a total of 17,780

renorted victims.”
The problem of identity theft is growing in Flenda. The
reported number of viclims within the state has steadily increased each year since 2002:

These numbers represent those victims who notified authorities of the crime; the actual
total number may be significantly higher. In the last full year for which categorized data is
currently available, the 2006 FTC swdy noted that 26 percent reported the crime o the FTC,
state or iocal government, and local police. Thirty-six percent notified a credit agency.”

The Federal Trade Commission categorizes identity theft complaints based on how
victims’ information was misused, including telecommunications fraud.  Of note, the 2006
Florida data indicates that 3.6 percent of complainants reported unauthorized establishment of
new telecommunications accounis.

One of the most publicized breaches occu=ed in 2005, when the consumer data broker,
ChoicePoint, Inc., admirtied that it had compromised 163,000 consumers in its database. The
company sold personal information, such as names, social security numbers, birth dates,
cmployment information, and credit histories 1o an international group posing as legitimate
Amencan businessmen.  The individuals lied about their credentials and used commercial
domestic mail drops to receive the information. ChoicePoint not only .gnored red flags, but used
unsecured fax machines for correspondence.

Also 1n 2005, Bank of America admitted losing a back-up file coniaining personal
information for up to 1.2 million customers. In the same vear, Bank of Amenca, Wachovia,
Commerce Bancorp, and PNC Financial Services Group uncovered illegal sales by employees of

* Identity Theft Vietim Complaint Data, Florida. January 1 - December 31, 2006, FTC, Washington, DT, Fig 42

" 2006 FTC ldeniity Theft Survey Report, November 2007
® Idenuty Theft Victim Compiu:o: Data, Florida, January 1 — December 31, 2006, FTC, Washington, DC, Fig 2
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sensitive customer information. Over 676,000 customers were affected by the internal breach in
what was labeled at the time as potentially the “biggest security breach to hit tae banking
industry .’

2.2.1 Florida Breaches

Companies operaling within Florida are not immune to unintentional exposure or
mmtentional breaches of customer information. The following list highlights recent events in
which custorner mnformation was exposed through unauthorized ecvents:

< In March 2005, Customer records of a Florida-based subsidiary of the LexisNexis
Groups were compromised when hackers used malicious programs to collect valid
customer identification, passwords, and access the company’s database. The hackers
eventually gained access to 310,000 customer records.

« In February 2006, a contractor for Blue Cross and Blue Shield of Florida sent the
names and social security numbers of current and formnor employecs to his home
computer. This was a clear violation of company policy. The former computer
consultant was ordered to reimburse BCBS $580,000 for expenses related to the
incident.

~ In May 2006, hackers accessed the Vystar Credit Union in Jacksonville, FL. They
collected the personal information of approximately 34,000 members, including
names, social security numbers, date of birth, and mothers’ maiden names.

~ In April 2007, ChildNet, an organization that manages Broward County’s child
welfare system, had a laptop stolen by a former employec. The lapiop contained
social sccunity numbers, financial and credit data, and dnver’s license information.
Approximately 12,000 adoptive and foster-parents were adversely impacted.

< In June 2007, Jacksonville Federal Credit Union realized that social security and
aceount numbers of 7,766 of its members were accidentally posted, unencrypted, onto
the Internet. The search engine Google indexed these records within its search
criteria, exposing them throughout the World Wide Web.

< In July 2007, Fidelity National Information Services, of St. Petersburg, reported that
approximately 2,300,000 customer records were stolen by a worker from a subsidiary
company. The information stolen included credit card information, bank account
numpbpers, and other sensitive personal data.

& In November 2007, Memorial Blood Centers reporied a discovered theft of a laptop
computer holding donor information. About 268,000 donor records contzined the
donor’s name and social security number. The laptop computer was stolen in
dowmntown Minneapolis during preparations for a charity blood drive.

" Bank Security Breach May Be Biggest Yet. May 23, 2005. Retrieved Tuly 2007, www Money.cnn.com

EXNECUTIVE SUMMARY 13



<& In December 2007 o March 2008, it was discovered that a breach of tine computer
systern led to the theft of about 4.2 million credit and debit card nembers from the
Hannalerd and Swesetbay stores.  hannaford operates 165 stores in the Northeast and
there are 106 Sweetbay supermarkets in Flornda.

2 In February 2008, an Informaton Security Analyst was sentenced to 50 months for
aggravated 1dentity theft and access device fraud. The individual had used an
assumed online idenuty to sell approximately 637,000 stolen credit card numbers
w.rough a Web site frequented by individuzls engaged in credit card fraud.
Forwunately, the two biggest customers turned out to be undercover Secret Service
agenls.

'« In Apnl 2008, Lifebloocd Mid-South reported a missing laptop.  An internal
investigation uncovered 2 second laptop missing from Lifeblood’s primary blood
supplier. Stored inside both computers were donor names, birth dates, and addresses.
In the majonty of cases, the social security number, driver's license and telephone
numbers, e-mail address, ethnicity, marital status, blood type and cholesterol level
were also compromised.,

2.2.2 Potential of Exposure

Privacy Rights Clearinghouse, a nonprofit consumer information advocacy organization,
annually compiles 2 listing of ail data breaches involving sersitive customer data. In those
incidents reported 2003 to the present, the majority of identity breaches can be categorized into
four types:

v Tecnnology

“  Online Exposure

< Insiders

¥ Improper storage or disposzal of customer records

Technology exposure can include unauthorized access into a company compuier or
server, especiaily those that store sensitive information in an unencrypted format. Also, this
could include the unintentional ot intentional dewnioading of malicious software to a company
network net adequately secured with antivirus applications.

Online exposure can include personal information that is inadvertently loaded onto the
internet. Search engines, such as Google, can be used to mine data from company websites and
expose this information to a vast, worldwide audience through the internet. E-mails that include
personal information may alsc be sent inadvertently to the incorrect addressee and unencrypted
e-matls may be intercepted by hackers or malware.

Insiders can be dishonest employees with intent to commit fraud, or well-intentioned
workers who commit a simple error in judgment. A dishonest employee may work for any
corporation or agency. Employees with access to personal information may use extreme means
1o coliect and steal personal information. Devices such as iPods, personal USB storage devices,
and cell phones may provide a dishonest employee the means to collect, store, and trans:: data.

14 EXECUTIVE SUMMARY



Welil intentioned, honest employees may also take sensitive customer information off-site for
legitimate reasons but have the misfortune of a thefl or loss while away from the office.

Improperly stored or disposed records coniaining sensitive customer mformation can be a
templing target for thieves. l::proper storage can include unsecured paper files and unshredded
or parually destroyed documents and electronic media. Mailings that include sensitive personal
data can casily be stolen and lead 10 a breach of information. Improper destruction or disposal of
old hardware can zlsc lead 1o a secunty breach if memory devices are not properly purged.

Several federal and stete statutes or initatives govem data security and identity theft.
These apply either directly or indirectly to Florida’s incumbent local exchange camers and
should be considered in developing security practices and procecures.

2.3.1 US Code, Title 47, Chapter 5, Subchapter [1. Part |, §222; Privacy
of Customer Proprietary Network Information

Under provisions of this stawute, which wen: inio effect in January 2006,
telecommunications carriers have an obligation to protect the confidentiality of customer
proprietary network information (CPNI). The statute defines CPNI as:

[nformation relating to the quamiity, technical configuration, type, destination,
location, and amount of use of telecommunications services subscribed 1o by any
custarner, and that 1s made available to the carrier by the customer sclely by virtue of
the carmer-customer relationship.

Information contained in the bills pertaining to telephone exchange service or
telephone toll service received by a customer of a carrier.

Telecommunications carners that either receive proprietary information directly from
individual customers or from another carrier, for purposes of providing any telecommunications
service, shall use the information only for this purpose and are prohibited from using the
information for marketing or other purposes.

Except as required by law or with the approval of the customer, a carrier that teceives or
obtains customer proprietary network information by virtue of an offer to provide these services
can only use, disclose, or aliow access to CPNI in its provision of the service. Camers are
allowed to publish directories containing personal information such as name, address, and phone
number. Customers may opt-out of such directories by choosing to have an unpublished number.

The statute also allows publication of aggregate data by telecommunications carriers.
Such collective data relates to a group or category of services or customers, from which
individual customer identities and characteristics have been removed.

Scnsitive customer information studied during this review f(alls outside the definition of
CPNI as contained in this statute. This review concentrates on how Florida ILECs coliect, use,

EXECUTIVE SUMMARY 13
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and safeguard such non-CPNI customer information social security and driver’s license numbers,
banking information, and credit card data.

2.3.2 ldentiry Theit and Assuniption Deterrence Act 1998

in 1998, the Federal government enacted the Identity Theft and Assumption Deterrence
Act. This measure made it a violation of federal law to intenticnally misuse another person’s
identifying information or existing accounts, or to establish an account using his/her name.¥ The
Act charged the Federal Trade Commission (FTC) as the principal federal governmental agency
responsible to protect consumers from 1dentity theft. Vieums of 1dentity theft can now repor: the
cnime to the FTC, which is responsible w collect complaints and then share the information with
federal, state, and local law enforcement.

2.3.3 Fuair and Accurate Credit Transaction Act 2003

This amendment to the Fair Credit Reporting Act s designed to help elevate attention
given 1o preventing identity theft. Two components of the law require companies to truncate
credit and debit card information on printed receipts, and to properly dispose of customer
records. All credit card machines must be progranimed to print only the last five-digits of the
card information on a receipt, and may not include the expiration date.

Disposal requirernents imstruct businesses on methods to be used for documents
containing customer information. Proper disposal includes buming or shredding of paper reports
and completely erasing electronic storage devices. Such services can also be coniracted to a
gualified disposal company.

2.3.4 Fair Debt Collections Privacy Act

This act specifically limits the information that a creditor, or ils agent, can provide to 2
third parlty. For instance, this legislation prevents a creditor, or the creditor’s agent, from
disclosing to a third party that an .._dividual is in debt. This law aisc prevents a service provider
from disclosing any past-due or charge-off information to anyone other than the customer of
record or a previously designated, authorized user.

2.3.5 Presidential Task Force of ldentification Theft

In May 2006, an Executive Order was issued establishing the President’s Task Force on
Idennuity Theft. This task force, headed by the Atiomey General and the Chairman of the Federal
Trade Commission, was charged to “craft a strategic plan aiming to make the federal
government’s efforts more effective and efficient in the areas of identity theft awareness,
prevention, detection, and prosecution.™ The Apnl 2007 final report featured a strategic plan
recogmizing that “No single federz! law regulates comprehensively the private sector or
governmental use, display, or disclosure of social security numbers; instead, there are a vanety
of Jaws goveming social security number use in certain sectors or in specific situations.”’® The
Task Force has recommended the development of a comprehensive record on private sector use

¥ Public Law 105-318,112 Sta1.3007 (October 30.1998)
® The President’s Identity Theft Task Force, Combating Identity Theft - A Srategic Plan, 2007, p. viil
*“ The President’s Identity Thefi Task Force, Combating Identity Theft - A Strategic Plan, 2007, p. 24
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of social security numbers, including evaluating their necessity.  The major policy
recommendations from the Task Force are:

% Federal agencies should reduce the unnecessary use of social security numbers, the
most valuable commodity for an identity thief.

-« That national standards should be established to require private sector entities to
safeguard the personal data they compile and maintain and 1o provide notize to
consumers when a breach occurs that poses a significant risk of identity theft.

. \:/

Federal agencies should implement a broad, sustained awareness campaign to educate
consuiiirs, the private sector, and the public sector on deterring, detecting, and
defending against identity theft.

© A Nauonal Identity Theft Law Enforcement Center should be created to allow law
enforcement agencies to coord:inate their efforts and information more efficiently, and
investigate and prosecute identity thieves more ciicctively.

The Task Force believes that these changes are key to waging a more eiiective fight
against identity theft and reduce its incidence and damage. Some recommendations can be
implemented relatively quickly; others will ke ume and the sustained cooperation of
government entities and the private sector.

2.3.6 Florida Statute 817.568 and 817.5681
Florida Statute 817.568 makes it a crime to fraudulently use another person’s 1denufying
information without first obtaining consent.

Flonda Public Service Commission (“the Commission™) has iimited specific jurisdiction
regarding the security of sensitive customer data or its storage. However, within the existing
framework of those measures, the Commission seeks 10 monitor the activities of regulated
businesses, ensuring that adequate safeguards have been put into place 10 protect sensitive
personal information from compromise. Chapter 350.117 of the Florida Statutes aliows the
Commission to conduct management and operation audits for any regulated company 1o ensure
adequate operating controls exist. In accordance with that authority, this report addresses
whether each __ZC audited for customer data security has adequate sensitive customer data
controls in place. The audit particularly focused on management, information techrology, user
awareness, outsourcing, and auditing. The following company chapters address these conwols in
a guestion and answer format.

"' The President’s Identity Theft Task Force, Combating Identity Theft — A Strategic Pian, 2007, p. 4
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4.0 Embarg

Embarq Corporation is headquartered in Overland Park, Kansas, and has approximaiely
19,000 employses operating in 18 states. In Flonda, Embarg cumrently services approximately
1.3 million residential customers. Embarq’s service portfolio inciudes local voice and data
services, long distance, Busmess Class high-speed Intemet, wireless, enhanced data network
services, voice and data communication equipment, and managed network services.

Does <mbarq management have a clear understanding that information
security is 2 management responsibility?

Bmbarq’s responscs to document requests and on-site interviews indicate that
management does have a clear understanding tha! information security is primarily a
management responsibility. Embarg has employed a system that identifies an Information Asset
Owner (1AO) who is personally responsible for the security, distribution, and access to specific
sensitive customer information. [AG’s throughout Embarqg are typically at the ievel of Director.
This places Embarq’s management within the information chain of custody, charging thern with
the day-to~day responsibility of sensitive customer data security.

Embarg’s commitment 1o protecting sensitive customer data is highlighted in the privacy

prninciples it employs to assure their customers that the information collected is used only for
appropriate purposcs, and is protected from any inappropriate use or disclosure.

What type of personal information does Embarg collect from customers?

When initiating a new resiZ.ngual account, a Customer Service Representative (CSR)
collects the customer’s infozmatiori

The customer may also be asked to provide a previous address. The same information is
collected on any co-applicant who will be sharing responsibility for bill payment. The customer
can elect to provide a credit card number or account number to pay for any account set-up fees
and/or establish autornatic billing.

f——— e e e
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Has Embarg management assessed the appropriateness of the information
collected from customers?

Embarqg’s responses to stall’s data requests and interviews indicated that management has
assessed the :nidrmation collected and decmed it 10 be appropriate to processing new account
requests, and essential for processing service requests and proviwing telecommuntication services.
Embarq’s management states it i1s aware of the potential risks associated with collecting such
mformation, especially with individual social security numbers that are specifically collected in
order to run a customer credit worthiness check. The number is then maintained in the system for
customer identification purposes.

Does Embarq aaeyuately limit the use and disclosure of customers’ persenal
informatien?

32 EMBARQ




Do any ern:loyees have access to customers’ personal information at off-site
facilities?

What controls has Embarg put in place for remote access of customer
personal inior:..ztion?

tias Embarg established an appropriate data security management function?

According to Embarg, all information is assigned directly to an Information Asset Owner
(IAQ), who is normally at the level of Director within ...oarq. The [AO is responsible for
protecting any information assigned. Each IAQ can delegate authority for day-to-day
operational use, but delegation of the responsibiiity for information security is prohibited. The
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overall responsibility remains with the IAO until the information is verificd to be properly
destroyed, or 1t 1s assigned to another IAQ. This system provides a constant and traceable chain
of custody leading to those charged with the protection of Embarq’s internal data, proprietary
information. and sensitive customer information,

Embarg management believes that the protection of sensitive customer data is vital to its
busincss success. The company uses a number of monitoring tools to evaluate the overall
mtegrity of the information system. These tools include an in-line intrusion prevention system to
identify, deter, or prevent unauthorized entry. All access to the systern is monitored by Security
Event Monitoring and any unusual event detected is investigated by the Computer Incident
Responsc Team {(CIRT).

Has Embarq established appropriate information security policies,
procedures, and guidelines?

Embarg has established appropriate information security policies, procedures, and
suidelines by employing logical access controls based on job responsibilities and work-related
“need-to-know.” Storage and handling procedurcs are detailed in Embarg’s Information
Classification Guidelines and Information Classification & Quick Reference Guide, published

March 2007.

The Enterprise Security Policy addresses topics such as:
» Information Classification
> Cryptographic Controls
> Network Security
= Access Control

The Information Security Standards outlines:
» Data Classification, Handling, and Storage
~  Encryption of Electronic Information
> Information Comrmunications
» Network and Computing Systems
+  Risk Management
> Security Compliance Reviews
» Third Party Services.

Information Technology employces work to protect sensitive customer information and

to make the cntlrc network resistant to penetration by running the most current versions of
Gy called “patches,” are received revularly

These updates are received daily and reviewed by Embarq Information Technology.
ievel of Critical Alert or Alert, the CIRT team becomes involved to take measures to handle the
security threat. Embarq also receives notices dircctly from Microsoft due to the significant
number of Windows-specific vulnerabilities.

14 FABARQ




tified critical vulnerabilitics are tg
P Ctlicr patches are applied during
‘mbarq also engages in regular

Accorgd
implemented

to test 11ls own

These steps are
proactive in nature to cnsure the system 1s maintained ahead of technological advances employed
10 try to breach the system.

Does Embarg limit physical access to customer information data resources
through access authorization procedures, monitoring devices, and alarm
svstems?

i

based on a corporate-wide initiative that restncts

“the access of sensitive data to those with prior

authorizaticn and a need-to-know. While the security components ¢an be sile specific, they are
generally in use throughout the company.

Does Embarg restrict access to customer information related software
functions, data, and programs?

Embarg’s network sccurity is a multi-tiered system that requires the operator to be an
authorized user with a pre-established neced-to-know based on the approval of both management
and information technology. Access to different functions of the network is derived from a menu
at sign-on from cach workstation, tailored to the individual users. Lack of the appropriate level
of access authonty will result in a failed sign-in attempt. Failed attempts are monitored and
management is notified of attempted unauthorized systems access.

Embarq’s Enterprise Security Policy defines the scope and controls by which ongoing
assessments and continuous compliance monitoring are performed. The Security Compliance
Team performs monthly vulnerability assessments on all critical systems and works with the
appropriate agents to remediate any identificd issues. Embarg also deploys “defense in deptl’
securlty architecture, utilizing data protection resources such as network-based firewalls, an in-
line Intrusion Prevention System, and a Security Event Monitoring system. Events that may pose
a risk to the Embarg network may be blocked by the Intrusion Prevention System or sent to the
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Security Event Monitoring system. The Computer Incident Response Team also proactively
monitors the system for security events.

Does Embarq monitor software security activity and produce appropriate
management reports?

Embarq information technology has the ability to monitor employee access to the
network and senmsitive information in real time. This oversight provides IT the capability of
determining who is accessing specific areas of the network, when such access occurred, the
duration of the access and whether unauthorized users attempted access.

All access to Embarq’s network systern is retained in audit logs that are sent to Security
Event Monitoring and are available for review. Unusual activity triggers an alarm for the
Computer Incident Response Team to investigate and review. System access reports are
generated quarterly for review by the Information Asset Owner (IAO), who verifies the
infonmation is accurate. While the reports are generated quarterly, unusual or suspicious activity
is handled immediately and the IAO and appropriate management are notified prior to the
scheduled quarterly report.

4.3 User Avareoess and Training

Does Embarqg have adequate privacy and data pelicies and procedures?

Annually, Embarq empioyees are required to read and acknowledge the Code of Conduct
dated February 2007. Verification of the acknowledgement is handled electronically as
employees must enter their user ID and password for the electronic signature. Employees also
receive an annual refresher on handling sensitive customer data. However, the Embarq Code of
Conduct only briefly addresses the handling of sensitive customer information and does not cite
specific laws or regulations. Employees are referred to the Employee Guide, the Privacy Policy
and the Customer Proprietary Network Information Policy for more details. Staff notes that
Embarq does not have separate, written policies for sensitive custorer information. However,
staff does not believe this to rise to the level of a finding or major concern.

All employees must acknowledge the Proprietary Information Display on a daily basis as
part of the initial sign-on process. While this is an affirmation of their responsibilities in handling
CPNI, neither the Proprietary Information Display, nor the Code of Conduct specifically address
the use of sensitive customer information. These policies include corporate information as a
whole and include the protection of sensitive customer information only by mention of how the
information should be used, rather than how it is to be protected.

Are Embarq employees properly trained on privacy and data security
policies?

New employees to Embarq are trained “from the ground up,” reviewing and
acknowledging all of the above listed policies and guidelines, as well as formalized training on
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how to handle corporate information and sensitive customer information. The training is self-
paced, using both classtoom and intranet formats. Once areas of training have been completed,
the employee’s file 1s updated to note the completion.

Regular on- the—;ob tramning is used to reinforce those principles uril.ng the corporate
intranet, annueal review, and acx:owledgement of the Code of Corduct and CPNI training, and
interoffice memos with topics highlighting any current areas of interest, including safeguarding
sensitive customer data. Cmbarg states that it strives to bnng the safeguarding of sensitive
customer data and other propretary informnation to the forgfront of each employee’s thinking.

Does Embarqg have pelicies and procedures in place which address penalties
for viclations of Privacy or Data Security policies?

Embarqg corporate policy, in the Employee Guide, Policies and Procedures states:

“Any employee who violates Company policy regarding the confidentiality of customer
information will be subject to disciplinary action. Disciplinary action may include termination,
even for the firsi offense.”

cmbarq’s policy calls for any action that results in a breach of sensitive customer
information to be referred to Human Resources for review and determination of the nexi course
of action. For a breach involving electronic data, the Computer Incident Response Team is to
becorne involved to investigate and communicate its findings for any further course of action.

Does Lmbarg provide third parties with access to custermer perscnal or
banking data?

Embarg partners with independent vendors located regionally throughout the country to
assxst N 1ts customer serwce and b11hn0 needs Customers in Flonda who choose 1o g in theai
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paymenis. Customers can visit one of Embarg’s 18 stores, log-on to Embarq’s Web site or
contact a call center 10 make a payment.

.oT customer

oo contracts with several other vendors 10w
e e —— o
Tmay inquire oniine aboul the serv then go 1o a pamcmatmo retaiier, sUCh as wWal-Mart or
Radio Shack, to purchase the prepayment. Embarq also allows payment through zll Western
Union locations.

E:ioarg enters into a Master Agreement with these companies that contractually binds the
vendor to terms and conditions regarding the handling of any information provided to
contractors. Embarq also maintains Physical Security Administration: Standards for Suppliers,
dated October 2007, along with a Supplier Code of Conduct, also revised in October 2007. These
documents further highlight Embarq’s requirements for the vendor’s responsibility for handling
customer i:formation, such as protecting coniidential and propretary information that belengs to
Embarq and its customers, along with computer and network security.

What controls has Embarq put in place to prevent disciosure of customers’
personal information by third parties?

Embarqg states that each vendor cperates under the same terms 2= defined by the Master
Agreemenz Each vender is expected to secure customer information in a manner that is at a
: 1mum cqmvaiem 0 Embarq s corporate standards wh:ch are also supplementad by the

S Al G Condue

_

Ai third party employees that provide service to Embarq are required to undergo a
background check. All third party vendor perscnnzl are to abide by all policies and procedures
applicable to Embdarq premises access rigis. Embarq states that its general practice is to ensure
that everyone knows and understands its policies regarding security of confidential information
and the Cede of Ethics. Embarq releases these documents periodically and encourages review by
both Embarq employees and all third party vendor employees.

Embarq’s Master Agreement states all third party vendors must acdhcre to stringent,
company-wide security standards and their internal structures are open tc assessment by
Embarq’s security team. Violations or breaches of its confidentiality policies will result in
corrective actions that include dismissal of contract agreements.

Does “mbarg possess or have access f¢ competent anditing resources to
evajuate information security z1:d associated risks?
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Embere o coon s cose ot of Overland Park, Kansasiiii N R
" N J. Embarg’s Enterprise Security Policy defines the scope
BY which ongoing assessments and continuous compliance monitoring is preformed.
The 1T Security. Compliance Team performs monthly vulnerability assessmenis on all’cm:cal
systems and works with the appropriate agents to remediate any identified issues. All internal
audit reporis contain action plans that were agreed to by management and serve the same
purpose as traditional management responses. Each action plan is associated with a specific

Information Asset Owner and umeframe for remediation.

Does Embarqg periodically assess the organization’s information security
practices?

Has management provided assurance that information security breaches and
conditions that :i:gnt represent a threat teo the organization will be premptly
made known to appropriate Embarq corporate and 1T management?

Embarq coirplies with Florida Statutes, Section 8 17.5681, which requires the company to
notify customers in the event of a breach of customner personal information. Any potential breach
of information is referred to Human Resources where the incident is Investigzted with the
Computer Incident Response Tez:n. A confirmed breach will also involve Embarg’s legal team
that will review the incident urd begin any steps required to begin customer notification.
Embarq’s current system utilizing an Information Asset Owner provides a direct line of
communication and notification through the corporate chain of command.
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Embarg has developed and implemented policies and procedures that focus on protecting
confidential information. The company also has adequate measures in place to secure its physical
assets by monitoring and restricting access to specialized areas by job type and need-to-know.
Embarq also proactively protects its network and the sensitive information stored therein using
both external sources, and its own internal security

Virtual and physical security now in use are in keeping with the best industry practices
layered for a defense in depth, and appear to be effective.
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This section provides a venue for companies to comment on the repori. All comments
have been reproduced verbatim.

To be determined.
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APPENDIX A

This chart summarnizes each company’s security policies, practices, and initiatives. The
points are discussed in more detail in each respective company chapter.
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