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Executive Summary

Integrated resource planning (IRP) is a utility process that includes a cost-effective combination
of demand-side resources and supply-side resources. While each utility has slightly different
approaches to IRP, some things are consistent across the industry. Each utility must update its load
forecast assumptions based on Florida Public Service Commission (Commission) decisions in
various dockets, such as demand-side management goals. Changes in government mandates, such
as appliance efficiency standards, building codes, and environmental requirements must also be
considered. Other updates involve input assumptions like demographics, financial parameters,
generating unit operating characteristics, and fuel costs which are more fluid and do not require
prior approval by the Commission. Each utility then conducts a reliability analysis to determine
when resources may be needed to meet expected load. Next, an initial screening of demand-side
and supply-side resources is performed to find candidates that meet the expected resource need.
The demand-side and supply-side resources are combined in various scenarios to decide which
combination meets the need most cost-effectively. After the completion of all these components,
utility management reviews the results of the varying analyses and the utility’s Ten-Year Site Plan
(TYSP) is produced as the culmination of the IRP process. Commission Rules also require the
utilities to provide aggregate data which provides an overview of the State of Florida electric grid.

The Commission’s annual review of utility Ten-Year Site Plans is non-binding as required by
Florida Statutes (F.S.), but it does provide state, regional, and local agencies advance notice of
proposed power plants and transmission facilities. Any concerns identified during the review of
the utilities’ Ten-Year Site Plans may be addressed by the Commission at a formal public hearing,
such as a power plant need determination proceeding. While Florida Statutes and Commission
Rules do not specifically define IRP, they do provide a solid framework for flexible, cost-effective
utility resource planning. In this way, the Commission fulfills its oversight and regulatory
responsibilities while leaving day-to-day planning and operations to utility management.

Pursuant to Section 186.801, F.S., each generating electric utility must submit to the Commission
a Ten-Year Site Plan which estimates the utility’s power generating needs and the general locations
of its proposed power plant sites over a 10-year planning horizon. The Ten-Year Site Plans of
Florida’s electric utilities summarize the results of each utility’s IRP process and identifies
proposed power plants and transmission facilities. The Commission is required to perform a
preliminary study of each plan and classify each one as either “suitable” or “unsuitable.” This
document represents the review of the 2024 Ten-Year Site Plans for Florida’s electric utilities,
filed by 10 reporting utilities.

All findings of the Commission are made available to the Florida Department of Environmental
Protection for its consideration at any subsequent certification proceeding pursuant to the

! Investor-owned utilities filing 2024 Ten-Year Site Plans include Florida Power & Light Company, Duke Energy
Florida, LLC, and Tampa Electric Company. Municipal utilities filing 2024 Ten-Year Site Plans include Florida
Municipal Power Agency, Gainesville Regional Utilities, JEA (formerly Jacksonville Electric Authority), Lakeland
Electric, Orlando Utilities Commission, and City of Tallahassee Utilities. Seminole Electric Cooperative also filed a
2024 Ten-Year Site Plan.
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Electrical Power Plant Siting Act or the Electric Transmission Line Siting Act.? In addition, this
document is sent to the Florida Department of Agriculture and Consumer Services pursuant to
Section 377.703(2)(e), F.S., which requires the Commission provide a report on electricity and
natural gas forecasts.

Review of the 2024 Ten-Year Site Plans

The Commission has divided this review into two portions: (1) a Statewide Perspective, which
covers the whole of Florida; and (2) Utility Perspectives, which address each of the reporting
utilities. From a statewide perspective, the Commission has reviewed the implications of the
combined trends of Florida’s electric utilities regarding load forecasting, renewable generation,
and traditional generation.

Load Forecasting

Forecasting customer energy needs or load is a fundamental component of electric utility planning.
In order to maintain an adequate and reliable system, utilities must project and prepare for changes
in overall electricity consumption patterns. These patterns are affected by the number and type of
customers, and factors that impact customer usage including weather, economic conditions,
housing size, building codes, appliance efficiency standards, new technologies, and demand-side
management. Florida’s utilities use well-known and tested forecasting methodologies, which are
consistent with industrywide practices used in generation planning. Figure 1 provides the historical
and forecasted trends in customer growth and energy sales. Forecasted retail energy sales in 2024
are lower than the actual retail energy sales in 2023. This is because of warmer weather conditions
in 2023, and normalized weather trends were used to forecast 2024 through 2033.

Figure 1: State of Florida - Growth in Customers and Sales
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Source: FRCC 2024 Regional Load and Resource Plan

2 The Electrical Power Plant Siting Act is Sections 403.501 through 403.518, F.S. Pursuant to Section 403.519, F.S.,
the Commission is the exclusive forum for the determination of need for an electrical power plant. The Electric
Transmission Line Siting Act is Sections 403.52 through 403.5365, F.S. Pursuant to Section 403.537, F.S., the
Commission is the sole forum for the determination of need for a transmission line.
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Renewable Generation

Renewable resources continue to expand in Florida, with approximately 11,470 megawatts (MW)
of renewable generating capacity currently in Florida. The majority of installed renewable capacity
is represented by solar photovoltaic (PV) generation which makes up approximately 87 percent of
Florida’s existing renewables. Notably, Florida electric customers had installed 2,351 MW of
demand-side renewable capacity by the end of 2023, an increase of 32 percent from 2022.

Florida’s total renewable resources are expected to increase by an estimated 30,737 MW over the
10-year planning period, excluding any potential demand-side renewable energy additions. Solar
PV accounts for all of this increase; however, only 8,007 MW of these new solar resources are
considered as firm resources for summer peak reliability considerations. If these conditions
continue, cost-effective forms of renewable generation will continue to improve the state’s fuel
diversity and reduce dependence on fossil fuels while having a lesser impact on system adequacy.
Therefore, several utilities plan on adding battery storage totaling 5,305 MW during the planning
period, which would increase firm capacity available during both seasonal system peaks.

Table 1 provides a breakdown of each TYSP Utility’s actual 2023 and projected 2033 generation
from renewables, in gigawatt-hours (GWh) and as a percentage of the net energy for load (NEL).
Renewable energy as a percent of NEL is expected to increase from 6.8 percent in 2023 to 30.8
percent in 2033.

Table 1: State of Florida - Renewable Energy Generation

2023 Actual 2033 Projected
Utility NEL Renewables NEL Renewables
GWh GWh % NEL GWh GWh % NEL
FPL 140,464 10,217 7.27% | 153,681 59,440 38.68%
DEF 44,046 2,788 6.33% 47,094 13,408 28.47%
TECO 21,767 1,748 8.03% 23,224 6,191 26.66%
FMPA 7,174 143 1.99% 6,766 647 9.56%
GRU 1,861 296 ] 15.90% 1,972 640 32.45%
JEA 12,722 412 3.24% 13,885 3,146 22.66%
LAK 3,442 25 0.73% 3,670 178 4.85%
oucC 7,972 396 4.97% 8,994 4,513 50.18%
TAL 2,753 107 3.89% 2,856 111 3.89%
SEC 16,312 423 2.59% 19,484 738 3.79%
State 268,898 18,217 6.77% | 289,894 89,303 30.81%

Source: FRCC 2024 Regional Load and Resource Plan and TYSP Utilities’ Data Responses

Traditional Generation

Generating capacity within Florida is anticipated to grow to meet the increase in customer demand,
with an approximate net increase of 2,159 MW of traditional generation over the planning horizon,
with natural gas plant additions offset by coal and oil retirements. Natural gas electric generation,
as a percent of NEL, is expected to decline from 70 percent in 2023 to 54 percent over the planning
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horizon. Figure 2 illustrates the use of natural gas as a generating fuel for electricity production in
Florida compared to solar and all other energy sources combined. The total energy produced by
solar generation is projected to exceed all other sources combined excluding natural gas by 2028.

Figure 2: State of Florida - Electricity Generation Sources

300,000
250,000 e & W 8 @ W & 5 & = O & E = |
o i
§ o ¥ S
€ 200,000 e e . & 2 & & | —E B B o
3 ’ SIS E SRR SRS S R E R E R AR
S ) - T
g B & ® B & B E E R O B E E RHR E 8 E
2 ) - ~ « : . X s = ©
o0 (o] N : (=)} =) N (o] Ne)
§150,000 T—w——v——g——'\s—&——\:——w———k—r—‘*————————
?
g 100,000 — L. ... . L
m
=
z
50,000 | B & E = = &
< w =} o~ o0 ()} S — o~ on < ) O o~ o0 N (=) — o on
— — — — — — (] o o (o] o o [\ o (o] o o o o o
(=) (= (=) (=) (=) (=) S (=) (=) (=) (=) (= (=) (=) (=) (=) (= (=3 (=) S
N N [V} N N N N [V} N [V} N N [\l N [V} N N [\l N [V}

All Other Energy Sources Solar Natural Gas

Source: FRCC 2015-2024 Regional Load and Resource Plans

Figure 3 illustrates the present and future aggregate capacity mix of Florida based on the 2024
Ten-Year Site Plans. The capacity values in Figure 3 incorporate all proposed additions, changes,
and retirements planned during the 10-year period. While natural gas-fired generating units
represent a majority of capacity within the state, renewable capacity additions make up the
majority of the projected net increase in generation capacity over the planning period. Solar
generation is already the second highest category of installed capacity, and will exceed natural gas
combined cycle nameplate capacity by the end of the 10-year planning period. As mentioned
previously, not all of the installed solar capacity provides a firm resource that is available to serve
peak demand.
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Figure 3: State of Florida - Current and Projected Installed Capacity
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As noted previously, the primary purpose of this review is to provide information regarding
proposed electric power plants for local, regional, and state agencies to assist in the certification
process. During the next 10 years, there are two new units planned that may require a determination
of need from the Commission pursuant to Section 403.519, F.S. JEA’s TYSP includes a unit in
2030 and SEC’s TYSP includes a unit in 2032.

Future Considerations

Florida’s electric utilities must also consider changes in environmental regulations associated with
existing generators and planned generation to meet Florida’s electric needs. Developments in U.S.
Environmental Protection Agency (EPA) regulations may impact Florida’s existing generation
fleet and proposed new facilities. For example, on May 9, 2024, the EPA released a final rule
consisting of five separate actions under the Clean Air Act (CAA) Section 111, targeting
greenhouse gas (GHG) emissions from fossil fuel-fired electric generating units (EGUs). These
and other relevant EPA actions are further discussed in the Traditional Generation section.

Emerging Trends

In addition to changes in regulations, the electric utilities must also maintain an awareness of
emerging trends in energy consumption and generation technologies, and their impacts on the
industry. Trends, such as customer adoption of EVs, the potential for growth of data centers due
to applications such as artificial intelligence, solar technologies, energy storage, and grid
resilience, are important for the electric utilities to track both to determine future impacts and the
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best way to address them. One such area is advanced nuclear power technologies, such as small
modular reactors. As directed by House Bill 1645, the Commission will be submitting a report
evaluating the technical and economic feasibility of using these technologies, and
recommendations to enhance nuclear technologies by April 1, 2025. While the information on
these trends is limited in this Review of the Ten-Year Site Plans, the Commission will continue to
monitor these trends and their impacts as they are included within the electric utilities’ Ten-Year
Site Plans each year.

Conclusion

The Commission has reviewed the 2024 Ten-Year Site Plans of Florida’s electric utilities and finds
that the projections of load growth appear reasonable. The reporting utilities have identified
sufficient additional generation facilities to maintain an adequate supply of electricity. The
Commission will continue to monitor the impact of current and proposed EPA Rules, expansion
of EV adoption, and the state’s dependence on natural gas for electricity production.

Based on its review, the Commission finds the 2024 Ten-Y ear Site Plans to be suitable for planning
purposes. Since the plans are not a binding plan of action for electric utilities, the Commission’s
classification of these plans as “suitable” or ‘“unsuitable” does not constitute a finding or
determination in docketed matters before the Commission.
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Introduction

The Ten-Year Site Plans of Florida’s electric utilities are the culmination of an integrated resource
plan which is designed to give state, regional, and local agencies advance notice of proposed power
plants and transmission facilities. The Commission receives comments from these agencies
regarding any issues with which they may have concerns. The Ten-Year Site Plans are planning
documents that contain tentative data that is subject to change by the utilities upon written
notification to the Commission.

For any new proposed power plants and transmission facilities, certification proceedings under the
Florida Electrical Power Plant Siting Act, Sections 403.501 through 403.518, F.S., or the Florida
Electric Transmission Line Siting Act, Sections 403.52 through 403.5365, F.S., will include more
detailed information than is provided in the Ten-Year Site Plans. The Commission is the exclusive
forum for determination of need for electrical power plants, pursuant to Section 403.519, F.S., and
for transmission lines, pursuant to Section 403.537, F.S. The Ten-Year Site Plans are not intended
to be comprehensive, and therefore may not have sufficient information to allow regional planning
councils, water management districts, and other reviewing state, regional, and local agencies to
evaluate site-specific issues within their respective jurisdictions. Other regulatory processes may
require the electric utilities to provide additional information as needed.

Statutory Authority

Section 186.801, F.S., requires all major generating electric utilities submit a Ten-Year Site Plan
to the Commission at least every two years. Based on these filings, the Commission performs a
preliminary study of each Ten-Year Site Plan and makes a non-binding determination as to
whether it is suitable or unsuitable. The results of the Commission’s study are contained in this
report and are forwarded to the Florida Department of Environmental Protection for use in
subsequent proceedings. In addition, Section 377.703(2)(e), F.S., requires the Commission to
collect and analyze energy forecasts, specifically for electricity and natural gas, and forward this
information to the Department of Agriculture and Consumer Services. The Commission has
adopted Rules 25-22.070 through 25-22.072, Florida Administrative Code (F.A.C.) in order to
fulfill these statutory requirements and provide a solid framework for flexible, cost-effective utility
resource planning. In this way, the Commission fulfills its oversight and regulatory responsibilities
while leaving day-to-day planning and operations to utility management.

Applicable Utilities

Florida is served by 57 electric utilities, including 4 investor-owned utilities, 35 municipal utilities,
and 18 rural electric cooperatives. Pursuant to Rule 25-22.071(1), F.A.C., only electric utilities
with an existing generating capacity above 250 MW or a planned unit with a capacity of 75 MW
or greater are required to file a Ten-Year Site Plan with the Commission every year.

In 2024, 10 utilities met these requirements and filed a Ten-Year Site Plan, including 3 investor-
owned utilities, 6 municipal utilities, and 1 rural electric cooperative. The investor-owned utilities,
in order of size, are Florida Power & Light Company, Duke Energy Florida, LLC, and Tampa
Electric Company. The municipal utilities, in alphabetical order, are Florida Municipal Power
Agency, Gainesville Regional Utilities, JEA (formerly Jacksonville Electric Authority), Lakeland
Electric, Orlando Utilities Commission, and City of Tallahassee Utilities. The sole rural electric



DRAFT 12-12-2024

cooperative filing a 2024 Ten-Year Site Plan is Seminole Electric Cooperative. Collectively, these
utilities are referred to as the Ten-Year Site Plan Utilities (TYSP Utilities).

Figure 4 illustrates the comparative size of the TYSP Utilities, in terms of each utility’s percentage
share of the combined TYSP Ultilities’ retail energy sales in 2023. Collectively, the reporting
investor-owned utilities account for 78.2 percent of the reported retail energy sales, while the
municipal and cooperative utilities make up approximately 20.3 percent of the reported retail
energy sales.

Figure 4: TYSP Utilities - Comparison of Reporting Electric Utility Sales
60%

50%

40%

30%

16.8%

20%

—_
I
=

Y

—

>
o)}
)}
o
>

Percent of Combined TYSP
Retail Sales (2023 Actual)

25% 07% | ¢ 14% 30% 11% ___________

0%
FPL | DEF |TECO |FMPA| GRU | JEA | LAK | ouc | TAL | SEC |

Investor-Owned Municipal Rural

Source: FRCC 2024 Regional Load and Resource Plan and 2024 Ten-Year Site Plans

Required Content

The Commission requires each reporting utility to provide information on a variety of topics as
required by Section 186.801(2) F.S. Schedules describe the utility’s existing generation fleet,
customer composition, demand and energy forecasts, fuel requirements, reserve margins, changes
to existing capacity, and proposed power plants and transmission lines. The utilities also provide
a narrative documenting the methodologies used to forecast customer demand and the
identification of resources to meet that demand over the 10-year planning period. This information,
supplemented by additional data requests, provides the basis of the Commission’s review.

Additional Resources

The Florida Reliability Coordinating Council (FRCC) compiles utility data on both a statewide
basis and for Peninsular Florida, which excludes the area west of the Apalachicola River. This
provides aggregate data for the Commission’s review. Each year, the FRCC publishes a Regional
Load and Resource Plan, which contains historic and forecast data on demand and energy, capacity
and reserves, and proposed new generating units and transmission line additions. For certain
comparisons, the Commission employs additional data from various government agencies,
including the Energy Information Administration and the Florida Department of Highway Safety
and Motor Vehicles.
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Structure of the Commission’s Review

The Commission’s review is divided into multiple sections. The Statewide Perspective provides
an overview of Florida as a whole, including discussions of load forecasting, renewable generation,
and traditional generation. The Utility Perspectives provides more focus, discussing the various
issues facing each electric utility and its unique situation. Comments collected from various review
agencies, local governments, and other organizations are included in Appendix A.

Conclusion

Based on its review, the Commission finds all 10 reporting utilities’ 2024 Ten-Year Site Plans to
be suitable for planning purposes. During its review, the Commission has determined that the
projections for load growth appear reasonable and that the reporting utilities have identified
sufficient generation facilities to maintain an adequate supply of electricity.

The Commission notes that the Ten-Year Site Plans are non-binding, and a classification of
suitable does not constitute a finding or determination in any docketed matter before the
Commission, nor an approval of all planning assumptions contained within the Ten-Year Site
Plans.






Statewide Perspective

11






DRAFT 12-12-2024

Load Forecasting

Forecasting customer energy needs or load is a fundamental component of electric utility planning.
In order to maintain an adequate and reliable system, utilities must project and prepare for changes
in overall electricity consumption patterns. These patterns are affected by the number and type of
customers, and factors that impact customer usage including weather, economic conditions,
housing size, building codes, appliance efficiency standards, new technologies, and demand-side
management. Florida’s utilities use well-known and tested forecasting methodologies, which are
consistent with industrywide practices used in generation planning.

Electric Customer Composition

Utility companies categorize their customers by residential, commercial, and industrial classes. As
illustrated in Figure 5, residential customers account for 89.1 percent of the total, followed by
commercial (10.7 percent) and industrial (0.2 percent) customers. Commercial and industrial
customers make up a sizeable percentage of energy sales due to their higher energy usage per
customer.

Figure 5: State of Florida - Electric Customer Composition in 2023
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Residential customers in Florida make up the largest portion of retail energy sales. Florida’s
residential customers accounted for 55.1 percent of retail energy sales in 2023, compared to a
national average of approximately 38.4 percent in 2022.> As a result, Florida’s utilities are
influenced more by trends in residential energy usage, which tend to be associated with weather
conditions. Florida’s unique climate plays an important role in electric utility planning, with the
highest number of cooling degree days and lowest number of heating degree days within the

3 U.S. Energy Information Administration — Sales and Direct Use of Electricity to Ultimate Customers.
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continental United States, as shown in Figure 6. As such, most of Florida’s utilities experience
their peak demand during summer months. However, Florida’s residential customers rely more
upon electricity for heating than the national average, with only a small portion using alternate
fuels such as natural gas or oil for home heating needs. Even with the low frequency of heating
days required, such reliance can impact winter peak demand.

Figure 6: National - 20 Year Average Climate Data by State (Continental US)
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Growth Projections

For the next 10-year period, Florida’s weather normalized retail energy sales are projected to grow
at 1.21 percent per year, compared to the 1.15 percent actual annual increase experienced during
the 2014-2023 period. The number of Florida’s electric utility customers is anticipated to grow at
an average annual rate of about 1.37 percent for the next 10-year period, compared to the 1.54
percent actual annual increase experienced during the last decade. These trends are showcased in
Figure 7.

As shown in Figure 7, Florida utilities’ total retail energy sales reached a historical peak in 2023
surpassing the most recent peak that was reached in 2020. Several factors converged to contribute
to this effect: continued growth in the number of retail customers as more people move into the
state, warmer than normal weather conditions, and a surge in economic activity in the state’s
vibrant tourism and service sectors as they further recover from the COVID-19 pandemic, which
leads to increased electricity consumption across various industries. The second highest peak in
energy sales occurred in 2020, which was mainly a result of residential customers working or
schooling from home during the pandemic. Florida utilities’ total retail energy sales are projected
to continuously grow at a moderate annual average rate for the next 10 years. This sales growth is
driven by an anticipated growth in customers and business activity, as well as the expected
increased level of adoption of electric vehicles.

14
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Figure 7: State of Florida - Growth in Customers and Sales
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The projected retail energy sales trend reflects the product of the utilities’ forecasted number of
customers and forecasted energy consumption per customer. The key factor affecting utilities’
number of customers is population growth. The key factors affecting utilities’ use-per-customer
includes weather, the economy, energy prices, and energy efficiency; hence, the corresponding
information is utilized to develop the forecast models for projecting the future growth of use-per-
customer. The projected growth rate of retail energy sales is impacted by these underlying key
factors.

With respect to the energy consumption per customer forecasts, FPL forecasted that its residential
use per customer will be flat or slightly grow (as high as 0.4 percent on average) due to economic
growth as well as increased adoptions of electric vehicles. The utility expects that its commercial
use per customer will decline between 0.1 to 0.7 percent per year over the forecast horizon due to
continued improvements to equipment efficiencies. DEF reported that its per customer usage for
both residential and commercial classes are primarily driven by fluctuations in electric price, end-
use appliance saturation and efficiency improvement, more stringent building codes, housing
type/size, and space conditioning equipment energy source. In addition, the utility is aware that
more recently, the customer’s ability to self-generate has begun to make an impact. A small
percentage of industrial/commercial customers have chosen to install their own natural gas
generators, reducing energy consumption from the power grid. Similarly, residential and some
commercial accounts have reduced their utility requirements by installing solar panels behind the
meter. However, DEF also noted that the penetration of plug-in electric vehicles has grown,
leading to an increase in residential use per customer, all else being equal. Each of these stated
items is directly or indirectly incorporated in DEF’s sales forecast. TECO echoed that increases in
appliance/lighting efficiencies, energy efficiency in new homes, conservation efforts and changes
of its customer housing mix are also the primary drivers affecting the decrease in per customer
usage. Other TYSP Utilities likewise reported that the downward pressure to the growth trend in
per customer energy consumption is due to advancements in technologies for energy efficiency,
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renewable generation, and alternative energy sources, with some utilities expecting that the
increased electric vehicle charging will mitigate this downward pressure to some extent.

Peak Demand

The aggregation of each individual customer’s electric consumption must be met at all times by
Florida’s electric utilities to ensure reliable service. The time at which customers demand the most
energy simultaneously is referred to as peak demand. While retail energy sales dictate the amount
of fuel consumed by the electric utilities to deliver energy, peak demand determines the amount of
generating capacity required to deliver that energy at a single moment in time.

Seasonal weather patterns are a primary factor, with peak demands calculated separately for the
summer and winter periods annually. The influence of residential customers is evident in the
determination of these seasonal peaks, as they correspond to times of increased usage to meet
home cooling (summer) and heating (winter) demand. Figure 8 illustrates a daily load curve for a
typical day for each season. In summer, air-conditioning needs increase throughout the day,
climbing steadily until a peak is reached in the late afternoon and then declining into the evening.
In winter, electric heat and electric water heating produce a higher base level of usage, with a spike
in the morning and an additional spike in the evening.

Figure 8: TYSP Ultilities - Example Daily Load Curves
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Florida is typically a summer-peaking state, meaning that the summer peak demand generally
exceeds winter peak demand, and therefore controls the amount of generation required. Higher
temperatures in summer also reduce the efficiency of generation, with high water temperatures
reducing the quality of cooling provided, and can sometimes limit the quantity as units may be
required to operate at reduced power or go offline based on environmental permits. Conversely, in
winter, utilities can take advantage of lower ambient air and water temperatures to produce more
electricity from a power plant.
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As daily load varies, so do seasonal loads. Figure 9 shows the 2023 daily peak demand as a
percentage of the annual peak demand for the reporting investor-owned utilities combined.
Typically, winter peaks are short events while summer demand tends to stay at near annual peak
levels for longer periods. The periods between seasonal peaks are referred to as shoulder months,
in which the utilities take advantage of lower demand to perform maintenance without impacting
their ability to meet daily peak demand.

Figure 9: TYSP Ultilities - Daily Peak Demand (2023 Actual)
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Florida’s utilities assume normalized weather in forecasts of peak demand. During operation of
their systems, they continuously monitor short-term weather patterns. Utilities adjust maintenance
schedules to ensure the highest unit availability during the utility’s projected peak demand,
bringing units back online if necessary or delaying maintenance until after a weather system has
passed.

Electric Vehicles

Other trends that may impact customer peak demand and energy consumption are also examined
by utilities, including new sources of energy consumption, such as electric vehicles (EVs). The
reporting TYSP Ultilities estimate approximately 428,607 electric plug-in vehicles will be
operating in Florida by the end of 2024. The Florida Department of Highway Safety and Motor
Vehicles lists the number of registered automobiles, heavy trucks, and buses in Florida, as of
January 7, 2024 at 18.64 million vehicles, resulting in an approximate 2.30 percent penetration
rate of electric vehicles, up from 1.52 percent last year.*

TYSP Utilities responded to a data request regarding projections of electric vehicle ownership,
public charging stations, and impacts to their electric grid, and the details appear in Tables 2
through 5. As it relates to the responses received, OUC did not provide projections of EVs,

% Florida Department of Highway Safety and Motor Vehicles January 2024 Vehicle and Vessel Reports and Statistics.
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charging stations, or EV demand/energy. Florida’s retail electric utilities anticipate continued
growth in the electric vehicle market, as illustrated in Table 2. Electric vehicle ownership is
anticipated to grow rapidly throughout the planning period, resulting in approximately 4,312,553
EVs operating within the reporting utilities’ electric service territories by the end of 2033.

Table 2: TYSP Ultilities - Estimated Number of Electric Vehicles

Year FPL DEF TECO GRU JEA LAK TAL Total
2024 293,845 | 68,488 47,374 13,467 1,812 1,844 1,777 428,607
2025 428,132 | 104,185 | 67,251 16,526 2,226 2,379 2,220 622,919
2026 590,749 | 157,228 | 89,559 19,881 2,690 2,983 2,727 865,817
2027 787,129 | 234,412 | 114,145 | 23,577 3211 3,650 3,331 | 1,169,455
2028 | 1,018,957 | 339,524 | 140,948 | 27,665 3,793 4,382 3,990 | 1,539,259
2029 | 1,287,414 | 474,718 | 169,854 | 32,169 4,440 5,183 4,731 | 1,978,509
2030 | 1,589,148 | 636,557 | 200,304 | 37,114 5,159 6,024 5,568 | 2,479,874

2031 1,929,264 | 822,895 231,346 42,493 5,951 6,873 6,442 3,045,264
2032 2,300,764 | 1,029,188 | 263,294 48,347 6,824 7,735 7,467 3,663,619
2033 2,695,021 | 1,242,094 | 295,772 54,689 7,781 8,595 8,601 4,312,553

Source: TYSP Utilities” Data Responses

The major drivers of EV growth include a combination of the following: increased availability of
charging infrastructure, lower fuel costs and emissions, increased commitment from auto
manufacturers, broadened public outreach, expanded vehicle availability (makes and models), and
strong government policy support at the local, state, and federal levels. Government agencies,
private entities, municipalities, and electric utilities continue to work together to expand charging
infrastructure throughout the state to meet this expected growth in EVs as well as to promote
electric vehicle ownership.

Table 3 illustrates the reporting electric utilities’ projections of public EV charging stations
through 2033. While approximately 16,000 charging stations are estimated to be available across
the state by the end of 2024, more than 136,000 charging stations are anticipated by 2033. The
estimated EV charging station counts listed in Table 3 include both normal and “quick-charge”
public charging stations.>

5 “Quick-charge” public EV charging stations are those that require a service drop greater than 240 volts and/or use
three-phase power.
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Table 3: TYSP Utilities - Estimated Number of Public EV Charging Stations

Year FPL DEF TECO GRU JEA LAK TAL Total

2024 12,770 1,905 710 200 94 25 135 15,839
2025 20,601 2,498 810 232 148 30 136 24,455
2026 29,392 3,246 916 266 179 40 137 34,176
2027 38,516 4,209 1,028 302 214 50 139 44,458
2028 48,807 5,395 1,147 341 253 55 140 56,138
2029 60,490 6,819 1,272 384 296 60 141 69,462
2030 72,659 8,450 1,404 430 344 65 142 83,494
2031 86,389 10,311 1,542 479 397 70 143 99,331
2032 100,511 12,397 1,687 532 455 75 145 115,802
2033 118,956 14,574 1,838 589 519 80 147 136,703

Source: TYSP Utilities’ Data Responses

Table 4 illustrates the TYSP Ultilities’ projections of energy consumed by EVs through 2033.
Across the TYSP Utilities, anticipated growth would result in an annual energy consumption of
14,862.4 GWh by 2033, which represents an impact of approximately 5.2 percent of net energy
for load.$

Table 4: TYSP Utilities - Estimated Electric Vehicle Annual Energy Consumption (GWh)

Year FPL DEF TECO GRU JEA LAK TAL Total

2024 351.5 49.6 263.8 45.5 8.7 1.5 2.6 723.1

2025 816.1 143.2 352.8 58.2 10.7 1.5 3.5 1,386.0
2026 1,387.8 285.6 454.2 72.2 12.9 2.9 4.7 2,220.4
2027 2,092.6 496.1 564.9 87.6 15.4 4.4 6.3 3,267.4
2028 2,945.3 791.7 683.2 104.7 18.2 4.4 8.8 4,556.2
2029 3,957.4 1,182.5 810.4 123.5 213 4.4 12.0 6,111.4
2030 5,123.6 1,662.6 944.2 144.2 24.8 73 15.8 7,922.4
2031 6,523.6 2,220.8 1,080.8 166.8 28.6 7.3 20.0 10,047.9
2032 8,117.9 2,845.7 1,221.9 191.3 32.8 8.8 249 12,443.2
2033 9,696.5 3,506.0 1,365.5 218.0 37.3 8.8 30.3 14,862.4

Source: TYSP Utilities’ Data Responses

Table 5 illustrates the TYSP Utilities’ estimates of the effects of EV ownership on summer and
winter peak demand through 2033. Across the TYSP Ultilities, anticipated growth results in an
impact to summer peak demand of approximately 3,503.4 MW and an impact to winter peak
demand of approximately 1,319.6 MW by 2033. Current estimates represent a cumulative impact

¢ Estimate assumes a state-wide net energy for load of approximately 285,404 GWH by 2033, as discussed later in
the Forecast Load and Peak Demand section of this TYSP.
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of approximately 6.3 percent on summer peak demand and a 2.6 percent on winter peak demand
by 2032.7

Table 5: TYSP Utilities — Estimated Electric Vehicle Impact — Seasonal Peak Demand

Summer Peak Demand (MW)
Year FPL DEF TECO GRU JEA LAK TAL Total
2024 86.3 13.7 50.1 3.9 7.7 1.0 0.5 163.3
2025 200.5 33.6 66.3 5.0 9.2 1.0 0.7 316.3
2026 340.9 63.0 84.9 6.2 11.0 2.0 0.9 508.9
2027 514.0 105.6 105.0 7.5 13.1 3.0 1.2 749.5
2028 723.5 164.1 126.5 9.0 15.5 3.0 1.7 1,043.3
2029 972.1 293.4 149.6 10.6 18.1 3.0 23 1,449.1
2030 1258.5 3314 173.8 12.4 21.1 5.0 3.1 1,805.2
2031 1602.4 531.1 198.5 14.3 243 5.0 3.9 2,379.6
2032 1994.0 668.6 224.1 16.4 27.9 6.0 4.8 2,941.8
2033 2381.8 809.1 250.1 18.7 31.8 6.0 5.9 3,503.4

Winter Peak Demand (MW)

Year FPL DEF TECO GRU JEA LAK TAL Total
2024 37.3 0.4 16.8 1.0 7.7 1.0 0.1 64.3
2025 86.7 3.4 213 1.3 9.2 1.0 0.1 123.1
2026 147.4 8.3 26.9 1.6 11.0 2.0 0.2 197.5
2027 222.3 16.0 32.7 2.0 13.1 3.0 0.3 289.4
2028 312.9 27.8 38.8 23 15.5 3.0 0.5 400.9
2029 420.5 44.6 453 2.8 18.1 3.0 0.6 534.8
2030 544.4 67.4 52.0 32 21.1 5.0 0.9 694.0
2031 693.1 96.0 58.9 3.7 243 5.0 1.2 882.3
2032 862.5 130.9 66.1 43 27.9 6.0 1.5 1,099.2
2033 1030.2 171.4 73.4 4.9 31.8 6.0 1.9 1,319.6

Source: TYSP Utilities” Data Responses

In order to prepare for and to accommodate the inevitable increase in EV ownership, several
utilities now offer programs or tariffs applicable to EV customers. While the nature of these
programs/tariffs vary among utilities, many include Time-of-Use (TOU) rates, rebates on certain

7 Estimate assumes a state-wide net firm summer peak demand of approximately 55,956 MW and a net firm winter
peak demand of approximately 51,076 MW by 2033, as discussed later in the Forecast Load and Peak Demand section
of this TYSP.
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charging station installations, and programs designed to increase general outreach, education, and
awareness of the EV market.

In addition to the increase in general outreach, etc. for EV market awareness and education, some
utilities currently operate specific EV pilot programs in order to investigate potential unknowns
associated with the market. These programs have been established either as independently initiated
programs or as part of rate case settlement agreements. Most of the programs are multi-year pilot
programs which include extensive investments in electric vehicle charging infrastructure and
market research. EV Pilot programs serve to provide the utilities insight for assessment as to
whether such programs/tariffs should be continued, expanded, made permanent, or discontinued.
These pilot programs also provide the Commission with valuable information, such as individual
charging session data, peak EV charging hours, and impacts to peak demand - via annual updates
from the utilities with regard to their respective pilot programs. The Commission will continue to
closely monitor the key findings and metrics of interest within these pilot programs in order to be
prepared to address any regulatory issues associated with the future energy and demand impacts
of electric vehicles in Florida.

Demand-Side Management (DSM)

Florida’s electric utilities also consider how the efficiency of customer energy consumption
changes over the planning period. Changes in government mandates, such as building codes and
appliance efficiency standards, reduce the amount of energy consumption for new construction
and electric equipment. Electric customers, through the power of choice, can elect to engage in
behaviors that decrease peak load or annual energy usage. Examples include: turning off lights and
fans in vacant rooms, increasing thermostat settings in the summer, and purchasing appliances that
go beyond efficiency standards. While a certain portion of customers will engage in these activities
without incentives due to economic, aesthetic, or environmental concerns, other customers may
lack information or require additional incentives. DSM programs represents an area where
Florida’s electric utilities can empower and educate its customers to make choices that reduce peak
load and annual energy consumption.

Florida Energy Efficiency and Conservation Act (FEECA)

In 1980, the Florida Legislature established FEECA, which consists of Sections 366.80 through
366.83 and Section 403.519, F.S. Under FEECA, the Commission is required to set appropriate
goals for increasing the efficiency of energy consumption and increasing the development of
demand-side renewable energy systems for electric utilities of a certain size, known as the FEECA
Utilities.® Of the TYSP Utilities, these include the three investor-owned electric utilities, FPL,
DEF, TECO, and two municipal electric utilities, JEA and OUC. The FEECA Utilities represented
approximately 86.2 percent of 2023 retail electric sales reported by the TYSP Utilities.

The FEECA Utilities currently offer demand-side management programs for residential,
commercial, and industrial customers. Energy audit programs are designed to provide an overview
of customer energy usage and to evaluate conservation opportunities, including behavioral
changes, low-cost measures customers can undertake themselves, and participation in utility-
sponsored DSM programs.

8 FEECA also applies to Florida Public Utilities Company, a non-generating investor-owned electric utility. As FPUC
purchases power from other generating entities and does not own or operate its own generation resources, it is not
required to file a Ten-Year Site Plan.
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In 2024, the Commission held a hearing and established goals for each of the FEECA Ultilities for
the period 2025 through 2034. Each FEECA electric utility will be required to submit a proposed
DSM Plan, designed to meet its goals within 90 days of the final order establishing the goals. These
proceedings are anticipated to be completed during 2025. The Commission is scheduled to have
its next goalsetting proceeding no later than 2029 for the period 2030 through 2039.

DSM Programs

DSM Programs generally are divided into three categories: interruptible load, load management,
and energy efficiency. The first two are considered dispatchable, and are collectively known as
demand response, meaning that the utility can call upon them during a period of peak demand or
other reliability concerns, but otherwise they are not utilized. In contrast, energy efficiency
measures are considered passive and are always working to reduce customer demand and energy
consumption.

Interruptible load is achieved through the use of agreements with large customers to allow the
utility to interrupt the customer’s load, reducing the generation required to meet system demand.
Interrupted customers may use back-up generation to fill their energy needs, or cease operation
until the interruption has passed. A subtype of interruptible load is curtailable load, which allow
the utility to interrupt only a portion of the customer’s load. In exchange for the ability to interrupt
these customers, the utility offers a discounted rate for energy or other credits which are paid for
by all ratepayers.

Load management is similar to interruptible load, but focuses on smaller customers and targets
individual appliances. The utility installs a device on an electric appliance, such as a water heater
or air conditioner, which allows for remote deactivation for a short period of time. Load
management activations tend to have less advanced notice than those for interruptible customers,
but tend to be activated only for short periods and are cycled through groups of customers to reduce
the impact to any single customer. Due to the focus on specific appliances, certain appliances
would be more appropriate for addressing certain seasonal demands. For example, load
management programs targeting air conditioning units would be more effective to reduce a
summer peak, while water heaters are more effective for reducing a winter peak. As of 2024, the
total amount of demand response resources available for reduction of peak load is 3,151 MW for
summer peak and 2,965 MW for winter peak. Demand response is anticipated to decline to
approximately 3,082 MW for summer peak and 2,937 MW for winter peak by 2033. Residential
load management is anticipated to decline slightly, while interruptible load is level and
commercial/industrial demand response has a slight increase.

Energy efficiency or conservation measures also have an impact on peak demand, and due to their
passive nature do not require activation by the utility. Conservation measures include
improvements in a home or business’ building envelope to reduce heating or cooling needs, or the
installation of more efficient appliances. By installing additional insulation, energy-efficient
windows or window films, and more efficient appliances, customers can reduce both their peak
demand and annual energy consumption, leading to reductions in customer bills. Demand-side
management programs work in conjunction with building codes and appliance efficiency standards
to increase energy savings above the minimum required by local, state, or federal regulations. As
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of December 31, 2023, energy efficiency is responsible for peak load reductions of 4,617 MW for
summer peak and 4,084 MW for winter peak. Energy efficiency is anticipated to increase to
approximately 5,967 MW for summer peak and 5,235 MW for winter peak by 2033.

Forecast Load and Peak Demand

The historic and forecasted seasonal peak demand and annual energy consumption values for
Florida are illustrated in Figure 10. The forecasts shown below are based upon normalized weather
conditions, while the historic demand and energy values represent the actual impact of weather
conditions on Florida’s electric customers. Florida relies heavily upon both air conditioning in the
summer and electric heating in the winter, so both seasons experience a great deal of variability
due to severe weather conditions. Forecasted net energy for load in 2024 is lower than the actual
net energy for load in 2023. This is because of warmer weather conditions in 2023, and normalized
weather trends were used to forecast 2024 through 2033.

Demand-side management, including demand response and energy efficiency, along with self-
service generation, is included in each graph appearing in Figure 10 for seasonal peak demand and
annual energy for load. The total demand or total energy for load represents what otherwise would
need to be served if not for the impact of these programs and self-service generators. The net firm
demand is used as a planning number for the calculation of generating reserves and determination
of generation needs for Florida’s electric utilities.

Demand response is included in Figure 10 in two different ways based upon the time period
considered. For historic values of seasonal demand, the actual rates of demand response activation
are shown, not the full amount of demand response that was available at the time. Overall, demand
response has only been partially activated as sufficient generation assets were available during the
annual peak. Residential load management has been called upon to a limited degree during peak
periods, with a lesser amount of interruptible load activated.

For forecast values of seasonal demand, it is assumed that all demand response resources will be
activated during peak. The assumption of all demand response being activated reduces generation
planning need. Based on operating conditions in the future, if an electric utility has sufficient
generating units, and it is economical to serve all customers’ load, demand response would not be
activated or only partially activated in the future.

As previously discussed, Florida is normally a summer-peaking state and was for the past 10 years.
This trend is anticipated to continue, with the next 10 forecasted years all anticipated to be summer
peaking. Based upon current forecasts using normalized weather data, Florida’s electric utilities
anticipate a gradual increase in both summer and winter net firm demand during the planning
period.
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Figure 10: State of Florida - Historic & Forecast Seasonal Peak Demand & Annual Energy
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Forecast Methodology

Load forecasting is an essential requirement of all electric utility companies for purposes of system
planning. In order for utilities to reliably and cost-effectively serve their respective customers, they
must be able to accurately determine their energy and demand requirements. Thus, the load
forecast function facilitates the ongoing balance between system demand and system supply.

Load forecasting can be divided into three types depending on the forecasting horizon: short,
medium and long-term. Short-term load forecasting denotes forecast horizons of up to one week
ahead. Medium-term load forecasting ranges from one week to one year ahead. Long-term load
forecasting typically targets forecast horizons of one to ten years, and sometimes up to several
decades. Long-term load forecasting provides the essential load requirement data that a utility must
have in order to effectively modify its system of generation, transmission, and distribution assets.
Load forecasts directly impact the timing, type, and location of expansions, replacements, and
retirements. Hence, the load forecast function plays a vital role in an electric utility’s system
planning and, in Florida, serves as the foundation of a utility’s Ten-Year Site Plan (TYSP).

Florida’s electric utilities perform long-term forecasts of peak demand and annual energy sales
using various forecasting models, including econometric and end-use models, and other
forecasting techniques such as surveys. In the development of econometric models, the utilities
use historical data sets including dependent variables (e.g., winter and summer peak demand per
customer, residential energy use per customer) and independent variables (e.g., peak day minimum
temperature, real personal income, heating degree days and cooling degree days, etc.) to infer
relationships between the two types of variables. These historical relationships, combined with
available forecasts of the independent variables and the utilities’ forecasts of customers, are then
used to forecast the peak demand and energy sales. For some customer classes, such as industrial
customers, surveys may be conducted to determine the customers’ specific expectations for their
own future electricity consumption.

Forecasting models for energy sales are prepared by revenue class (e.g., residential, small and large
commercial, small and large industrial, etc.). Commonly, the results of the models must be adjusted
to take into account exogenous impacts, such as the impact of the recent growth in electric vehicles
and distributed generation. The forecasting models for energy sales must also take into account
demand-side management.

Another type of forecasting model, sometimes used to project energy use in conjunction with
econometric models, is an “end-use model.” These models can capture trends in appliance and
equipment saturation and efficiency, as well as building size and thermal efficiency, on customers’
energy use. If such end use models are not used, the econometric models for energy often include
an index comprised of efficiency standards for air conditioning, heating, and appliances, as well
as construction codes for recently built homes and commercial buildings.

Florida’s electric utilities rely upon data which is sourced from public and private entities for
historic and forecast values of specific independent variables used in econometric modeling. Public
resources such as the University of Florida’s Bureau of Economic and Business Research, which
provides county-level data on population growth, and the U.S. Department of Commerce’s Bureau
of Labor Statistics, which publishes the Consumer Price Index, are utilized along with private
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forecasts for economic growth from macroeconomic experts, such as Moody’s Analytics. By
combining historic and forecast macroeconomic data with customer and climate data, Florida’s
electric utilities project future load conditions.

Historically, the various forecast models and techniques used by Florida’s electric utilities are
commonly used throughout the industry, and each utility has developed its own individualized
approach to project load. The models have relied upon dependent and independent variable data
to project energy sales and demand amounts that exist within a probabilistic range. The resulting
forecasts allow each electric utility to evaluate its individual needs for new generation,
transmission, and distribution resources to meet customers’ current and future needs reliably and
affordably. Again for the 2024 TYSPs, Florida’s electric utilities used these same types of models
and techniques to prepare their forecasts.

Accuracy of Retail Energy Sales Forecast

For each reporting electric utility, the Commission reviewed the historic forecast accuracy of past
retail energy sales forecasts. The standard methodology for our review involves comparing actual
retail energy sales for a given year to energy sales forecasts made three, four, and five years prior.
For example, the actual 2023 retail energy sales were compared to the forecasts made in 2018,
2019, and 2020. The resulting differences, expressed as a percentage error rate, are used to
determine each utility’s historic forecast accuracy by applying a five-year rolling average. An
average error with a negative value indicates an under-forecast, while a positive value represents
an over-forecast. An absolute average error provides an indication of the total magnitude of error,
regardless of the tendency to under or over forecast. For the 2024 TY SPs, determining the accuracy
of the five-year rolling average forecasts involves comparing the actual retail energy sales for the
period 2014 through 2023 to forecasts made between 2005 and 2020. These are summarized in
Table 6.

Table 6: TYSP Utilities - Accuracy of Retail Energy Sales Forecasts
(Five-Year Rolling Average)

Five-Year Forecast Forecast Error (%)

Year Anal.ysis Years Absolute

Period Analyzed | Average Average

2014 2014 -2010 2011 - 2005 14.95% 14.95%
2015 2015 -2011 2012 - 2006 12.48% 12.48%
2016 2016 - 2012 2013 - 2007 9.11% 9.11%
2017 2017 -2013 2014 - 2008 5.96% 5.96%
2018 2018 - 2014 2015 - 2009 3.47% 3.47%
2019 2019 - 2015 2016 - 2010 2.13% 2.32%
2020 2020 - 2016 2017 - 2011 1.58% 2.04%
2021 2021 -2017 2018 - 2012 1.04% 1.61%
2022 2022 -2018 2019 - 2013 -0.13% 1.36%
2023 2023 - 2019 2020 - 2014 -1.02% 1.59%

Source: 2005-2024 Ten-Year Site Plans

* Inputs used including utilities’ revisions to the corresponding prior TY SP-reported actual and/or projected data.
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To verify whether more recent forecasts lowered the error rates, an additional analysis was
conducted to determine, with more detail, the source of high error rates in terms of forecast timing.
Table 7 provides the error rates for forecasts made between one to six years prior, along with the
three-year average and absolute average error rates for the forecasting period of a three to five-
year period that was also used in the analysis in Table 6.

As displayed in Table 7, the utilities’ retail energy sales forecasts show large positive error rates
during the recession-impacted period 2012 through 2015. Starting in 2015, the error rates have
declined considerably; and, the error rates calculated based on recent years’ TYSPs continue to
show lower forecast error rates, compared to the peak value of the error rates related to 2012-2014
sales forecasts. Most of the last four years’ four-year ahead forecasts and the last five years’ three-
year ahead forecasts all bear negative error rates (under-forecasts). Additionally, the last six years’
two-year ahead forecasts and one-year ahead forecasts render negative error rates as well. Note
that all of the 2022- and 2023-related forecasts made between one to six years prior show relatively
higher negative error rates. This is due to the respective annual retail energy sales achieved which
is largely attributable to the very hot weather Florida experienced in 2022 and 2023.

Table 7: TYSP Utilities - Accuracy of Retail Energy Sales Forecasts - Annual Analysis
(Analysis of Annual and Three-Year Average of Three- to Five- Prior Years)*

Annual Forecast Error Rate (%) 3-5 Year Error (%)

Year Years Prior Absolute
Average

6 5 4 3 2 1 Average

2012 26.43% 26.12% 23.16% 8.58% 4.01% 3.81% 19.29% 19.29%
2013 28.58% 26.29% 10.00% 5.98% 5.58% 2.97% 14.09% 14.09%
2014 27.15% 9.69% 6.00% 5.62% 2.73% 2.11% 7.10% 7.10%
2015 7.18% 3.53% 3.13% 0.92% -0.10% -1.27% 2.52% 2.52%
2016 4.22% 4.27% 2.18% 1.14% 0.10% -1.07% 2.53% 2.53%
2017 6.87% 4.82% 3.48% 2.42% 1.45% -0.18% 3.57% 3.57%
2018 4.16% 2.65% 1.64% 0.64% -1.25% -1.19% 1.64% 1.64%
2019 2.77% 1.86% 0.75% -1.40% -1.42% -2.03% 0.40% 1.34%
2020 2.44% 1.27% -0.97% -1.07% -1.91% -1.22% -0.25% 1.10%

2021 2.58% 0.35% 0.02% -0.80% -0.05% 0.03% -0.15% 0.39%
2022 -1.60% -1.87% -2.85% -2.23% -2.13% -3.06% -2.32% 2.32%
2023 -2.09% -3.27% -2.68% -2.45% -3.16% -2.63% -2.80% 2.80%

Source: 2005-2024 Ten-Year Site Plans
*Inputs used include utilities’ revisions to the corresponding prior TYSP-reported actual and/or projected sales data.

Barring any unforeseen economic crises or atypical weather patterns, average forecasted energy
sales error rates in the next few years are likely to be more reflective of the error rates shown for
2015 through 2022 in Table 7. However, all the major global and domestic events (e.g., the Russo-
Ukrainian War, pandemic, supply chain issues, high inflation rates, potential recession, etc.),
individually or collectively, could inflict damage to the US economy. As such, there remains
uncertainty as to what the economic impacts of such events will be going forward. Therefore, the
actual retail energy sales of the next few years could be different from what Florida utilities
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projected in 2023 and prior years. Consequently, the average forecasted energy sales error rates in
the next few years may deviate from the lower levels recently recorded. It is important to recognize
that the dynamic nature of the economy, the weather, and even global health, political and
economic issues present a degree of uncertainty for Florida utilities’ load forecasts, ultimately
impacting the accuracy of retail energy sales forecasts.
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Renewable Generation

Pursuant to Section 366.91, F.S., the Legislature has found that it is in the public interest to promote
the development of renewable energy resources in Florida. Section 366.91(2)(e), F.S., defines
renewable energy in part, as follows:

“Renewable energy” means electrical energy produced from a method that uses one
or more of the following fuels or energy sources: hydrogen produced or resulting
from sources other than fossil fuels, biomass, solar energy, geothermal energy,
wind energy, ocean energy, and hydroelectric power.

Although not considered a traditional renewable resource, some industrial plants take advantage
of waste heat, produced in production processes, to also provide electrical power via cogeneration.
Phosphate fertilizer plants, which produce large amounts of heat in the manufacturing of phosphate
from the input stocks of sulfuric acid, are a notable example of this type of renewable resource.
The Section 366.91(2)(e), F.S., definition also includes the following language which recognizes
the aforementioned cogeneration process:

The term [Renewable Energy] includes the alternative energy resource, waste heat,
from sulfuric acid manufacturing operations and electrical energy produced using
pipeline-quality synthetic gas produced from waste petroleum coke with carbon
capture and sequestration.

Existing Renewable Resources

Currently, renewable energy facilities provide approximately 11,470 MW of firm and non-firm
generation capacity, which represents 16 percent of Florida’s overall generation capacity of 71,505
MW in 2023. Table 8 summarizes the contribution by renewable type of Florida’s existing
renewable energy sources.

Table 8: State of Florida - Existing Renewable Resources

Renewable Type MW % Total
Solar 10,000 87.2%
Municipal Solid Waste 473 4.1%
Biomass 380 3.3%
Waste Heat 227 2.0%
Wind 272 2.4%
Landfill Gas 67 0.6%
Hydroelectric 51 0.4%
Renewable Total 11,470 100.0%

Source: FRCC 2024 Regional Load and Resource Plan and TYSP Utilities’ Data Responses

Of the total 11,470 MW of renewable generation, approximately 3,937 MW are considered firm,
based on either operational characteristics or contractual agreement. Firm renewable generation
can be relied on to serve customers and can contribute toward the deferral of new fossil fuel power
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plants. Solar generation contributes approximately 3,499 MW to this total, based upon the
coincidence of solar generation and summer peak demand, or about 34 percent of its installed
capacity. Changes in timing of peak demand may influence the firm contributions of renewable
resources such as solar and wind.

Of the 1,470 MW of non-solar generation, only 438 MW is treated as firm because of contractual
commitments. The remaining renewable generation can generate energy on an as-available basis
or for internal use (self-service). As-available energy is considered non-firm, and cannot be
counted on for reliability purposes; however, it can contribute to the avoidance of burning fossil
fuels in existing generators. Self-service generation reduces demand on Florida’s utilities.

Utility-Owned Renewable Generation

Utility-owned renewable generation also contributes to the state’s total renewable capacity,
including 7,410 MW of installed capacity. The majority of this generation is from solar facilities.
Due to the intermittent nature of solar resources, capacity from these facilities has previously been
considered non-firm for planning purposes. However, several utilities are attributing firm capacity
contributions to their solar installations based on the coincidence of solar generation and summer
peak demand. Of the approximately 7,254 MW of existing utility-owned solar capacity,
approximately 3,628 MW, or about 48 percent, is considered firm. All other renewable sources
account for an additional 157 MW of utility-owned generation.

Non-Utility Renewable Generation

Approximately 4,059 MW, or 35 percent of Florida’s existing renewable capacity is not owned by
utilities, either from large supply-side non-utility generators or small distributed customer owned
generation. Approximately 1,708 MW of that comes from supply side resources from non-utility
generators such as cogeneration facilities and renewable energy power plants with a capacity no
greater than 80 MW (collectively referred to as Qualifying Facilities or QFs). In 1978, the US
Congress enacted the Public Utility Regulatory Policies Act (PURPA), which requires utilities to
purchase electricity from QFs at the utility’s full avoided cost. These costs are defined in Section
366.051, F.S., which provides in part that:

A utility’s “full avoided costs” are the incremental costs to the utility of the electric
energy or capacity, or both, which, but for the purchase from cogenerators or small
power producers, such utility would generate itself or purchase from another
source.

If a renewable energy generator can meet certain deliverability requirements, its capacity and
energy output can be paid for under a firm contract. Rule 25-17.250, F.A.C., requires each investor-
owned utility to establish a standard offer contract with timing and rate of payments based on each
fossil-fueled generating unit type identified in the utility’s Ten-Year Site Plan. In order to promote
renewable energy generation, the Commission requires the investor-owned utilities to offer
multiple options for capacity payments, including the options to receive early (prior to the in-
service date of the avoided-unit) or levelized payments. The different payment options allow
renewable energy providers the option to select the payment option that best fits its financing
requirements, and provides a basis from which negotiated contracts can be developed.
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As previously discussed, large amounts of renewable energy is generated on an as-available basis.
As-available energy is energy produced and sold by a renewable energy generator on an hour-by-
hour basis for which contractual commitments as to the quantity and time of delivery are not
required. As-available energy is purchased at a rate equal to the utility’s hourly incremental system
fuel cost, which reflects the highest fuel cost of generation each hour.

Demand-Side Renewable Generation

Approximately 2,351 MW, or 21 percent of existing renewable capacity is from customer-owned
systems, also referred to as demand-side renewable systems. Rule 25-6.065, F.A.C., requires the
investor-owned utilities to offer net metering for all types of renewable generation up to 2 MW in
capacity and a standard interconnection agreement with an expedited interconnection process. Net
metering allows a customer with renewable generation capability, to offset their energy usage. In
2008, the effective year of Rule 25-6.065, F.A.C., customer-owned renewable generation
accounted for 3 MW of renewable capacity. As of the end of 2023, approximately 2,351 MW of
renewable capacity from over 249,521 systems has been installed statewide. Table 9 summarizes
the growth of customer-owned renewable generation interconnections. Almost all installations are
solar, with non-solar generation accounting for only 28 installations and 7 MW of installed
capacity. The renewable generators in this category include wind turbines and anaerobic digesters.

Table 9: State of Florida - Customer-Owned Renewable Growth

Year 2017 2018 2019 2020 2021 2022 2023
Number of Installations 24,166 37,862 59,508 90,552 | 103,947 | 189,952 | 249,521
Installed Capacity (MW) 205 317 514 835 1,177 1,780 2,351

Source: 2017-2024 Net Metering Reports

Planned Renewable Resources

Florida’s total renewable resources are expected to increase by an estimated 30,737 MW over the
10-year planning period, an increase from last year’s estimated 27,630 MW projection. Figure 11
summarizes the existing and projected renewable capacity by generation type as well as energy
storage capacity in the form of batteries. Solar generation, primarily utility-owned, is the sole
renewable type projected to increase over the planning horizon. While solar generation is covered
under the Power Plant Siting Act, all future solar projects are below the 75 MW threshold, and
therefore are not required to seek approval from the Commission prior to construction.

Of the 30,737 MW projected net increase in renewable capacity, firm resources contribute 4,351
MW, or about 14 percent, of the total. This net increase value takes into account that for some
existing renewable facilities are retired or contracts for firm capacity are projected to expire within
the 10-year planning horizon, decreasing renewable capacity by 76 MW. If new contracts are
signed in the future to replace those that expire, these resources will once again be included in the
state’s capacity mix to serve future demand. If these contracts are not extended, the renewable
facilities could still deliver energy on an as-available basis.
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Figure 11: State of Florida - Current and Projected Renewable Resources
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As noted above, solar generation is anticipated to increase significantly over the 10-year period,
with a net total of 30,813 MW to be installed. This consists of 27,366 MW of utility-owned solar
and 3,447 MW of contracted solar. The firm contribution of solar varies by utility, with some
having a set percentage value for all projects over the planning period, and others having a
declining value as projects are added. Figure 12 provides an overview of the additional solar
capacity generation planned within the next 10 years, as well as the amount considered firm for
summer reserve margin planning.

Figure 12: TYSP Utilities - Planned Solar Installations
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As the amount of solar increases in the state, the difference in how it operates compared to
traditional generation will have an increasing importance to the grid. Solar generation cannot be
dispatched as needed, but is produced based upon the conditions at the plant site, influenced by
variations in daylight hours, cloud cover, and other environmental factors. Generally speaking, the
peak hours for production of a solar facility are closer to noon, whereas the peak in system demand
tends to be in the early evening in summer and early morning in winter. Figure 13 illustrates this
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with example data from FPL’s 2023 TY SP hourly dispatch model for their 2024 summer peak day.
While solar generation peaks at 1:00 p.m., the net firm system demand peaks at 5:00 p.m., when
solar generation is only at 69 percent of its daily peak. By 6:00 p.m., demand remains high, at 98
percent of its daily peak, while solar generation falls to 52 percent. Energy storage and other
technologies to shift load, such as demand-side management programs or demand response, can
be used to offset these characteristics.

Figure 13: FPL 2024 Summer Peak Day Hourly Dispatch
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Energy Storage Outlook

In addition to a number of electric grid related applications, emerging energy storage technologies
have the potential to considerably increase not only the firm capacity contributions from solar PV
installations, but their overall functionality as well. Energy storage technologies currently being
researched include pumped hydropower, flywheels, compressed air, thermal storage, and battery
storage. Of these technologies, battery storage is primarily planned and used by utility companies.
Battery storage has been proposed to be connected directly to the grid, behind the meter box (net
metering) or connected directly to a Solar/PV unit. Battery storage technology has continued to
advance, and the cost of storage is projected to continue to decline over the long-term, aided, in
part, by continued tax credits from the Inflation Reduction Act.

Currently, Florida’s utilities have primarily engaged in small pilot programs to determine the best
placement and usage for energy storage technologies, including behind the customer’s meter, at
distribution substations, and at generating facilities. Each use case has its own benefits, to allow
customers to ride out outages (net metering), improve reliability and decrease line losses
(distribution substations), or provide firm capacity to the grid (at generating facilities). Currently,
the TYSP Utilities have 590 MW of installed energy storage, primarily batteries, with the single
largest installation being FPL’s 409 MW Manatee battery storage site.
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Over the next decade, utilities are anticipating adding approximately 5,305 MW of energy storage,
primarily directly on the transmission system or connected to a specific power plant. While energy
storage is discussed here within the context of renewables, as they provide firming for intermittent
solar facilities, grid connected batteries will not be restricted to charging from renewable sources.
These units can be charged using any source during off-peak periods, either from solar or fossil
generation. To the extent solar generation is charging batteries it is also not offsetting fossil
generation that otherwise would be occurring on the grid during the same period. Some energy
storage will be directly connected to a specific renewable power plant however. For example, DEF
will be constructing combined solar and energy storage systems, with 40 MW of planned energy
storage capacity per 74.9 MW solar site. As these systems are associated with a particular facility,
the improved firm contribution has already been included in the prior discussion regarding solar
firm capacity.
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Traditional Generation

While renewable generation increases its contribution to the state’s generating capacity, a majority
of generation is projected to come from traditional sources, such as fossil-fueled steam and
combustion turbine generators that have been added to Florida’s electric grid over the last several
decades. Due to forecasted increases in peak demand, further traditional resources are anticipated
over the planning period.

Florida’s electric utilities have historically relied upon several different fuel types to serve
customer load. Previous to the oil embargo, Florida used oil-fired generation as its primary source
of electricity until the increase in oil prices made this undesirable. Since that time, Florida’s electric
utilities have sought a variety of other fuel sources to diversify the state’s generation fleet and
more reliably and affordably serve customers. Numerous factors, including swings in fuel prices,
availability, environmental concerns, and other factors have resulted in a variety of fuels powering
Florida’s electric grid. Solid fuels, such as coal and nuclear, increased during the shift away from
oil-fired generation, and more recently natural gas has emerged as the dominant fuel type in
Florida.

Existing Generation

Florida’s generating fleet includes incremental new additions to a historic base fleet, with units
retiring as they become uneconomical to operate or maintain. Currently, Florida’s existing capacity
ranges greatly in age and fuel type, and legacy investments continue. The weighted average age of
Florida’s traditional generating units is 21 years. While the original commercial in-service date
may be in excess of 50 years for some units, they are constantly maintained as necessary in order
to ensure safe and reliable operation, including uprates from existing capacity, which may have
been added after the original in-service date. Figure 14 illustrates the decade in which current

operating generating capacity was originally added to the grid, with the largest additions occurring
in the 2000s.

Figure 14: State of Florida - Electric Utility Installed Capacity by Decade
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The existing generating fleet will be impacted by several events over the planning period. New
and proposed environmental regulations may require changes in unit dispatch, fuel switching, or
installation of pollution control equipment which may reduce net capacity. Modernizations will
allow more efficient resources to replace older generation, while potentially reusing power plant
assets such as transmission and other facilities, switching to more economic fuel types, or uprates
at existing facilities to improve power output. Lastly, retirements of units which can no longer be
economically operated and maintained or meet environmental requirements will reduce the
existing generation.

Impact of EPA Rules

On April 24, 2024, the EPA published the final rule, Greenhouse Gas Standards and Guidelines
for Fossil Fuel-Fired Power Plants. Section 111 of the CAA directed the EPA to determine the best
system of emission reduction (BSER), determine the degree of emission limitation achievable
through the application of that system, and impose an emissions limit on new stationary sources
that reflected that amount.

For existing coal-fired units, the final EPA rule identifies three subcategories based on how far
into the future these plants plan to operate. Plants that plan to permanently cease operation prior
to January 1, 2032, have no emission reduction guidelines under the final ruling. Plants that plan
to cease operation by January 1, 2039, will be assigned a numeric emission rate limit based on 40
percent natural gas co-firing that they must meet by January 1, 2030. Plants that plan to operate
past January 1, 2039, will be assigned a numeric emission rate limit based on application of carbon
capture and sequestration (CCS) with 90 percent capture that must be met by January 1, 2032.

For new combustion turbines, the final rule establishes three subcategories based on how
intensively they are operated: baseload, intermediate load, and low load. Baseload is defined as
units with a capacity factor of at least 40 percent. Compliance for new base load turbines is broken
down into two phases. Phase One includes highly efficient generation. Phase Two requires
utilization of CCS with 90 percent capture by January 1, 2032. Intermediate load is defined as
units with a capacity factor between 20 to 40 percent. For new intermediate load turbines, the
BSER has been identified as highly efficient simple cycle generation. Low load is defined as units
with a capacity factor less than 20 percent (peaking units). For new low load turbines, the BSER
is the use of lower-emitting fuels.

Prior to the final rule, the EPA had published a proposed rule on May 11, 2023. Perhaps the most
controversial aspect of the proposed rule dealt with emission standards for existing natural gas
EGUs. However, in the final rule the EPA has declined to impose emission standards on existing
natural gas power plants at this time.

The final rule has relied solely on a BSER of CCS for existing coal and new baseload natural gas
EGUs. CCS has not been sufficiently demonstrated to be technically feasible and may be cost-
prohibitive to implement. As a result, the final rule is likely to limit the feasibility of operating
existing coal units until CCS technology has been demonstrated to be technically and economically
deployable, a timeframe for which does not currently exist.
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On February 15, 2024, the New York Attorney General, Letitia James, led a coalition of 16 states
in filing a motion to intervene with the Supreme Court against the EPA’s final rule, arguing that
the EPA lacks authority to establish these regulations. On April 18, 2024, the Florida Attorney
General, Ashley Moody, joined and filed a lawsuit to block the new EPA emissions rule.

Modernization and Efficiency Improvements

Modernizations involve removing existing generator units that may no longer be economical to
operate, such as oil-fired steam units, and reusing the power plant site’s transmission or fuel
handling facilities with a new set of generating units. The modernization of existing plant sites,
allows for significant improvement in both performance and emissions, typically at a lower price
than new construction at a greenfield site. Not all sites are candidates for modernization due to site
layout and other concerns, and to minimize rate impacts, modernization of existing units should
be considered along with new construction at greenfield sites.

Several utilities converted of oil-fired and coal-fired steam units to natural gas-fired combined
cycle units, or converted or upgraded to run on natural gas for all or a majority of their fuel. This
trend continues, with direct coal-fired steam to natural gas-fired steam, such as OUC’s conversion
of Stanton Unit 2 by 2027. Additional planned conversions from coal or other solid fuels are
planned by the TYSP Ultilities, including TECO’s conversion of the Polk Unit 1 integrated
gasification combined cycle unit, the only petcoke fueled combined cycle within the State, to a
natural gas-fired combustion turbine.

Utilities also plan several efficiency improvements to existing generating units. For example, the
conversion of existing simple cycle combustion turbines into a combined cycle unit, which
captures the waste heat and uses it to generate additional electricity using a steam turbine. Overall,
560 MW of additional summer firm capacity is from uprates to existing natural gas fired combined
cycle units. In addition, DEF and OUC plan transmission upgrades that will allow them improved
access to capacity from existing natural gas units at the Osprey and Osceola plant sites in 2025.
While these do not change the amount of capacity available in the state as a whole, it improves the
ability to deliver capacity where needed on the system.

Utilities are also investigating potential future conversions or dual-firing with hydrogen. For
example, FPL’s hydrogen pilot at its Okeechobee natural gas-fired combined cycle facility,
approved as part of FPL’s 2021 Settlement Agreement,’ involves using a solar powered
electrolyzer to produce hydrogen from water and replacing up to 5 percent of the fuel mix with
hydrogen in the unit’s combustion turbines.

Planned Retirements

Power plant retirements occur when the electric utility is unable to economically operate or
maintain a generating unit due to environmental, economic, or technical concerns. Table 10 lists
the 2,456 MW of existing generation that is scheduled to be retired during the planning period. A
majority of the retirements are coal-fired steam generators, with four units totaling 1,167 MW of

9 Order No. PSC-2021-0446-S-EI, issued December 2, 2021, in Docket No. 20210015-El, In re: Petition for rate
increase by Florida Power & Light Company.
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totaling 750 MW of capacity to be retired by 2030.

Table 10: State of Florida - Electric Generating Units to be Retired

Year

Utility

Plant Name

Net Capacity (MW)

Name

& Unit Number

Summer

2024 FPL Daniel 1&2 502
2025 FMPA-OUC Stanton Unit 1 450
2029 FPL Scherer Unit 3 215
Coal Steam Subtotal 1,167

2026 DEF Bayboro Units P1-P4 151
2027 DEF Debary Units P2-P6 227
2027 DEF P L Bartow Units P1 & P3 82
2027 FPL Lansing Smith Unit A 32

Qil CT Subtotal

492

2024 FPL Gulf Clean Energy Center 4 75
2026 FPL Gulf Clean Energy Center 5 75
2027 GRU Deerhaven FS01 76
2030 JEA Northside Unit 3 524

Gas Steam Subtotal

750

2025 FPL Pea Ridge 1-3 12
2031 GRU Deerhaven GT1 & GT2 35
Gas CT Subtotal 47
Total Retirements 2,456

Source: 2024 Ten-Year Site Plans

Reliability Requirements

Florida’s electric utilities are expected to have enough generating assets available at the time of
peak demand to meet forecasted customer demand. If utilities only had sufficient generating
capacity to meet forecasted peak demand, then potential instabilities could occur if customer
demand exceeds the forecast, or if generating units are unavailable due to maintenance or forced
outages. To address these circumstances, utilities are required to maintain additional planned
generating capacity above the forecast customer demand, referred to as the reserve margin.

On July 1, 2019, the SERC Reliability Corporation (formerly the Southeastern Electric Reliability
Council) became the new Compliance Enforcement Authority for all electric utilities previously
registered with the FRCC. Electric utilities within Florida must maintain a minimum reserve
margin of 15 percent for planning purposes. Certain utilities have elected to have a higher reserve
margin, either on an annual or seasonal basis. The three largest reporting electric utilities, FPL,
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DEF, and TECO, are party to a stipulation approved by the Commission that utilizes a 20 percent
reserve margin for planning.

While Florida’s electric utilities are separately responsible for maintaining an adequate planning
reserve margin, a statewide view illustrates the degree to which capacity may be available for
purchases during periods of high demand or unit outages. Figure 15 is a projection of the statewide
seasonal reserve margin including all proposed power plants.

Figure 15: State of Florida - Projected Reserve Margin by Season
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Role of Demand Response in Reserve Margin

The Commission also considers the planning reserve margin without demand response. As
illustrated above in Figure 15, the statewide seasonal reserve margin exceeds the FRCC’s required
15 percent planning reserve margin without activation of demand response. Demand response
activation increases the reserve margin on average 7.2 percent in summer and 7.9 percent in winter.

Demand response participants receive discounted rates or credits regardless of activation, with
these costs recovered from all ratepayers. Because of the voluntary nature of demand response, a
concern exists that a heavy reliance upon this resource would make participants reconsider the
value of the discounted rates or credits. For interruptible customers, participants must provide
notice that they intend to leave the demand response program, with a notice period of three or more
years being typical. For load management participants, usually residential or small commercial
customers, no advanced notice is typically required to leave. Historically, demand response
participants have rarely been called upon during the peak hour, but are more frequently called upon
during off-peak periods due to unusual weather conditions.

Fuel Price Forecast

Fuel price is an important economic factor affecting the dispatch of the existing generating fleet
and the selection of new generating units. In general, the capital cost of a fuel-based power plant
is inversely proportional to the cost of the fuel used to generate electricity from that unit. The major
fuels consumed by Florida’s electric utilities are natural gas, coal, and uranium. Distillate oil also
factors into Florida utilities’ fuel mix, albeit minimally, when compared to historical levels. Figure
16 illustrates the weighted average fuel price history and forecasts for the reporting electric
utilities.

Natural gas remains the most intensively used fuel state-wide on a per GWh basis, accounting for
72.7 percent of electric generation in 2023. As shown in Figure 16, the price of natural gas
continued to decline from 2014 until 2020. However, the weighted average natural gas prices saw
a sizable increase from 2020 through 2022, with a peak of $8.00 per million British Thermal Units
(MMBTUs) in 2022, before returning to a price of approximately $4.00/MMBTU in 2023. The
price of natural gas is forecast to stabilize in 2024, and then increase slightly through 2033.
Meanwhile, the price of coal was stable from 2014 through 2022. Even so, forecasts anticipate
coal prices to increase gradually from $3.64 in 2024 to $4.62 in 2033. It should be noted that the
use of coal is projected to decrease substantially through 2033.

Distillate oil remains the most expensive fuel, which partially explains why it is used for backup
and peaking purposes only. Also of note is a phasing out of residual oil, with no forecast for
purchasing residual oil after 2023. The truncated graph on Figure 16 reflects this phasing out of
residual oil.
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Figure 16: TYSP Utilities - Average Fuel Price of Reporting Electric Utilities
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As shown in Figure 16, the price of natural gas continued to decline from 2014 until 2020. Even
though current forecasts project the price of natural gas to remain relatively stable over the long
term, there remains some degree of natural gas price volatility over the short and medium term.
For instance, natural gas price volatility was reflected in the 2024 requests for fuel factor mid-
course corrections (increases or decreases in customer fuel charges) filed by FPL, DEF, and TECO.
FPL’s mid-course correction was approved by the Commission on April 10, 2024, and DEF and
TECO’s were approved on May 24, 202410

Fuel Diversity

Natural gas has risen to become the dominant fuel in Florida and since 2011 has generated more
net energy for load than all other fuels combined. As Figure 17 illustrates, natural gas was the
source of approximately 69.6 percent of electric energy consumed in Florida in 2023. Natural gas
electric generation, as a percent of net energy for load, is anticipated to decline throughout the
remainder of the planning period, offset by solar generation. Solar generation is anticipated to
exceed all non-natural gas energy sources combined by 2028.

19 Docket No. 20240001-El, In re: Fuel and purchased power cost recovery clause with generating performance
incentive factor.
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Figure 17: State of Florida - Natural Gas Generation
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Because a balanced fuel supply can enhance system reliability and mitigate the effects of volatility
in fuel price fluctuations, it is important that utilities have a level of flexibility in their generation
mix. Maintaining fuel diversity on Florida’s system faces several difficulties. Existing coal units
will require additional emissions control equipment leading to reduced output, or retirement if the
emissions controls are uneconomic to install or operate. New solid fuel generating units such as
nuclear and coal have long lead times and high capital costs. New coal units face challenges
relating to new environmental compliance requirements, making it unlikely they could be
permitted without novel emissions control technology.

Figure 18 shows Florida’s historic and forecast percent net energy for load by fuel type for the
actual years 2014 and 2023, and forecast year 2033. Nuclear generation is expected to remain
steady throughout the planning period. Coal generation is expected to continue its downward trend
well into the planning period. Natural gas has been the primary fuel used to meet the growth of
energy consumption, and this trend is anticipated to continue throughout the planning period.
Renewables are expected to exceed all other generation sources except for natural gas by 2028.
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Figure 18: State of Florida - Historic and Forecast Generation by Fuel Type
2014 (Actual) 2023 (Actual) 2033 (Projected)
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Based on 2020 Energy Information Administration data, Florida ranks fifth in terms of the total
volume of natural gas consumed compared to the rest of the United States.!! For volume of natural
gas consumed for electric generation, Florida ranks second, behind Texas. Natural gas is not used
as a heating fuel in most of Florida’s homes and businesses, which rely instead upon electricity
that is increasingly being generated by natural gas. As Florida has very little natural gas production
and limited gas storage capacity, the state is reliant upon out-of-state production and storage to
satisfy the growing electric demands of the state.

New Generation Planned

Current demand and energy forecasts continue to indicate that in spite of increased levels of
conservation, energy efficiency, renewable generation, and existing traditional generation
resources, the need for additional generating capacity still exists. While reductions in demand have
been significant, the total demand for electricity is expected to increase, making the addition of
traditional generating units necessary to satisfy reliability requirements and provide sufficient
electric energy to Florida’s consumers. Because any capacity addition has certain economic
impacts based on the capital required for the project, and due to increasing environmental concerns
relating to solid fuel-fired generating units, Florida’s utilities must carefully weigh the factors
involved in selecting a supply-side resource for future traditional generation projects.

In addition to traditional economic analyses, utilities also consider several strategic factors, such
as fuel availability, generation mix, and environmental compliance prior to selecting a new supply-
side resource. Limited supplies, access to water or rail delivery points, pipeline capacity, water
supply and consumption, land area limitations, cost of environmental controls, and fluctuating fuel
costs are all important considerations to the utilities’ IRP process.

11U.S. Energy Information Administration natural gas consumption by end-use annual report.
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Figure 19 illustrates the present and future aggregate capacity mix. The capacity values in Figure
19 incorporate all proposed additions, retirements, fuel switching, uprates and derates, and changes
in operational or contract status contained in the reporting utilities’ 2024 Ten-Year Site Plans and
the FRCC’s 2024 Regional Load and Resource Plan.

Figure 19: State of Florida - Current and Projected Installed Capacity
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Commission’s Authority Over Siting

Any proposed steam or solar generating unit greater than 75 MW requires a certification under the
Electrical Power Plant Siting Act (PPSA), contained in Sections 403.501 through 403.518, F.S.
The Commission has been given exclusive jurisdiction to determine the need for new electric
power plants through Section 403.519, F.S. Upon receipt of a determination of need, the electric
utility would then seek approval from the Florida Department of Environmental Protection, which
addresses land use and environmental concerns. Finally, the Governor and Cabinet, sitting as the
Siting Board, ultimately must approve or deny the overall certification of a proposed power plant.
There are two planned units, both natural gas-fired combined cycles, requiring certification under
the PPSA; a 571 MW unit with an in-service date of 2032 for SEC, and a 518 MW unit with an
in-service date of 2030 for JEA. While solar generation is covered under the Power Plant Siting
Act, all future solar projects are below the 75 MW threshold, and therefore are not required to seek
approval from the Commission prior to construction.
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New Power Plants by Fuel Type

Nuclear

Nuclear capacity, while an alternative to natural gas-fired generation, is capital-intensive and
requires a long lead time to construct. In April 2018, FPL received Combined Operating Licenses
from the Nuclear Regulatory Commission for two future nuclear units, Turkey Point Units 6 and
7. These units are planned to be sited at FPL’s Turkey Point site, the location of two existing
nuclear generating units. The earliest possible in service date for these two units are outside the
scope of the Ten-Year Site Plan.

Natural Gas

Several new natural gas-fired combustion turbines, internal combustion units, and combined cycle
units are planned over the next 10 years. While combined cycle systems are the dominant
generating unit type, combustion turbines that run only in simple cycle mode and internal
combustion (also called reciprocating engines) units, taken together, represent the third most
abundant type of generating capacity, behind installed solar generation as well. As combustion
turbines and internal combustion units are not a form of steam generation, unless part of a
combined cycle unit, they do not require siting under the Power Plant Siting Act. Table 11
summarizes the approximately 3,287 MW of additional capacity from new natural gas-fired
generating units proposed by the 2024 Ten-Year Site Plan utilities. In addition to the new
generation listed below, FMPA is acquiring three existing merchant facilities, all natural gas-fired
combined cycle units, for a total of 332 MW.

Table 11: TYSP Utilities - Planned Natural Gas Units

In-Service | Utility Plant Name Unit Callj:Zi v Notes
Year Name & Unit Number Type (MW)
2026 SEC Shady Hills Energy Center CC 546
Subtotal 546
2030 JEA Advanced 1x1 CC CC 576
2032 SEC Unnamed CC CC 571
Subtotal 1,147
2024 LAK Mcintosh ME1-ME6 IC 120 | 6 Units
2025-2026 TECO South Tampa Resiliency Project 1C 75 ] 2 Phases — 4 Units Total
2029 SEC Unnamed CT CT 317
2030 TECO Future CT 1 CT 222
2032 DEF Undesignated CT 1 & 2 CT 430 | 2 Units
2033 DEF Undesignated CT 3 & 4 CT 430 | 2 Units

Subtotal 1,594
Total 3,287

Source: 2024 Ten-Year Site Plans
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Transmission

As generation capacity increases, the transmission system must grow accordingly to maintain the
capability of delivering energy to end-users. The Commission has been given broad authority
pursuant to Chapter 366, F.S., to require reliability within Florida’s coordinated electric grid and
to ensure the planning, development, and maintenance of adequate generation, transmission, and
distribution facilities within the state.

The Commission has authority over certain proposed transmission lines under the Electric
Transmission Line Siting Act (TLSA), contained in Sections 403.52 through 403.5365, F.S. To
require certification under Florida’s TLSA, a proposed transmission line must meet the following
criteria: a nominal voltage rating of at least 230 kV, crossing a county line, and a length of at least
15 miles. Proposed lines in an existing corridor are also exempt from TLSA requirements. The
Commission determines the reliability need and the proposed starting and end points for lines
requiring TLSA certification. The proposed corridor route is subsequently determined by the
Florida Department of Environmental Protection during the certification process. Much like the
PPSA, the Governor and Cabinet sitting as the Siting Board ultimately must approve or deny the
overall certification of a proposed line.

Table 12 lists all proposed transmission lines in the 2024 Ten-Year Site Plans and the FRCC 2024
Regional Load and Resource Plan that require TLSA certification. The only planned line has
already received the approval of the Commission.

Table 12: State of Florida - Planned Transmission Lines

Line | Nominal .
lUtility] Transmission Line M M ]i:?r?j:g Dég;,trf i!; eSdA In-]S)(:;Zlce
(Miles) (kV)
FPL Sweatt to Whidden 79 230 05/2022 09/2022 06/2026

Source: 2024 Ten-Year Site Plans and FRCC 2024 Regional Load and Resource Plan
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Utility Perspectives
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Florida Power & Light Company (FPL)

FPL is an investor-owned utility and Florida’s largest electric utility. FPL’s service territory
previously was solely in the FRCC Region and consisted of South Florida and the east coast. FPL’s
parent company, NextEra Energy Inc., acquired Gulf Power Company (GPC) in January 2019.
Resource planning is now being done for the single entity of FPL, with the former GPC territory
referred to as FPL’s Northwest Florida Division (FPL NWFL). As an investor-owned utility, FPL,
is subject to the regulatory authority of the Commission over all aspects of utility operations,
including rates, reliability, and safety. Pursuant to Section 186.801(2), F.S., the Commission finds
FPL 2024 Ten-Year Site Plan suitable for planning purposes.

Load and Energy Forecasts

In 2023, FPL’s service area had approximately 5,845,160 customers and annual retail energy sales
of 127,904 GWh, or approximately 54.7 percent of Florida’s annual retail energy sales. The total
number of customers grew by approximately 1.2 percent in 2023 which is in line with FPL’s
normal growth rates.

Over the past 10 years, FPL’s customer base has increased by 13.5 percent, while retail energy
sales have grown by approximately 10.8 percent. For the 2024 TYSP forecast horizon, customers
for the FPL system are forecasted to grow by 1.2 to 1.3 percent per year. According to FPL, its
total customer growth is being driven primarily by growth in residential customer numbers.

FPL’s weather-normalized energy consumption per customer for residential and commercial
customers reflect the impacts of the pandemic and the resulting return to more normal conditions.
In 2023, residential usage decreased by 0.1 percent as, according to the Company, a strong
economy led to customers spending less time at home (i.e. returning to work-place/school).
Commercial usage, on the other hand, increased by 0.4 percent due to rebounding commercial
activity. FPL’s industrial use per customer declined by 11.6 percent, but this decline was
attributable to strong growth in the number of small industrial customers with low average usage.

Over the current TYSP forecast horizon, residential use per customer is forecasted to be flat or
slightly grow up to 0.6 percent due to continued economic growth as well as increased adoptions
of electric vehicles. Commercial usage is forecast to decline between 0.1 to 0.7 percent per year
over the forecast horizon due to continued improvements to equipment efficiencies.

FPL’s weather-normalized annual retail energy sales increased by 0.8 percent in 2023, driven by
growth in the residential class. Residential energy sales increased by 1.1 percent due to continued
customer growth. Commercial energy sales increased due to both customer and usage growth.
Industrial energy sales decreased but had a negligible impact on total retail energy sales because
the industrial class sales are a small proportion of total retail energy sales.

For the 2024 TYSP forecast horizon, FPL’s total retail energy sales are forecasted to grow by 0.8
to 1.3 percent per year. This projected retail energy sales growth is driven by sales growth in the
residential class and commercial class, and these class-level energy sales increases are driven by
growth in the number of customers.
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Figure 20 illustrates historic and prospective forecasted growth rates in customers and retail energy
sales for the resource plan FPL filed in its 2024 TYSP.

Figure 20: FPL Growth

e===FPL Customers =====FPL Energy Sales

30%
25%

20% / N
o A_—————____——"' A_—————___,——"

10% - ~—
5% -

0%

Total Change Since 2014 (%)

‘5% ‘

2019
2020
2022
2033

2014
2015
2016
2017
2018
2021
2023 |
2024
2005 |
2026
2027
2028
2029
2030
2031
2032

Actual Projected |

Source: 2024 Ten-Year Site Plan

As mentioned earlier, on January 1, 2019, GPC became a subsidiary of NextEra, FPL’s parent
company. FPL and GPC integrated the two systems into a single electric system, effective January
1, 2022. The three graphs in Figure 21 show FPL and GPC’s combined seasonal peak demand,
summer and winter, and net energy for load, for the historic years 2014 through 2021, with the
integrated FPL/GPC historical data for 2022 and 2023, and forecast for years 2024 through 2033.

As an investor-owned utility, FPL is subject to FEECA and currently offers energy efficiency and
demand response programs to customers to reduce peak demand and annual energy consumption.
The Commission is currently reviewing FPL’s 2025-2034 DSM goals. These goals are scheduled
to be voted on at the December 3, 2024 Commission Conference and, in 2025, the Commission
will review FPL’s plan designed to achieve those goals. In preparing its 2024 Ten-Year Site Plan
seasonal peak demand and energy forecasts, FPL assumes the trends in these goals will be extended
through the forecast period (through 2033), as reflected in Figure 21. These graphs include the
impact of demand-side management, and for future years assume that all available demand
response resources will be activated during the seasonal peak. During the past 10 years, demand
response has not been activated during seasonal peak demand.
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Figure 21: FPL Demand and Energy Forecasts
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Fuel Diversity

Table 13 shows FPL’s actual net energy for load by fuel type for 2023 and the projected fuel mix
for 2033. FPL relies primarily upon natural gas for energy generation, making up 75 percent of net
energy for load in 2023. FPL is projected to use natural gas for less than half of its energy
generation by 2033. Only two utilities, FPL and OUC, are anticipated to reach this level of reduced
natural gas consumption by the end of the planning period. By 2033, natural gas will still be the
highest individual fuel at 42 percent, while renewables will account for 39 percent, followed by
nuclear at 19 percent.

Table 13: FPL Energy Generation by Fuel Type

Net Energy for Load

Fuel Type 2023 Actual 2033 Projected

GWh % GWh %
Natural Gas 105,854 75.4% 64,551 42.0%
Coal 472 0.3% 0 0.0%
Nuclear 28,767 20.5% 28,830 | 18.8%
0il 233 0.2% 2 0.0%
Renewable 10,217 7.3% 59,440 38.7%
Interchange 0 0.0% 0 0.0%
NUG & Other G079 | 3.6% 857 | 0.6%

Total 140,464 153,681

Source: 2024 Ten-Year Site Plan

Reliability Requirements

While previously only reserve margin has been discussed, Florida’s utilities use multiple indices
to determine the reliability of its electric supply. An additional metric is the Loss of Load
Probability (LOLP), which is a probabilistic assessment of the duration of time electric customer
demand will exceed electric supply, and is measured in units of days per year. FPL uses a
maximum LOLP of no more than 0.1 days per year, or approximately 1 day of outage per 10 years.
Between the two reliability indices, LOLP and reserve margin, the reserve margin requirement is
typically the controlling factor for the addition of capacity.

Since 1999, FPL has utilized a 20 percent reserve margin criterion for planning based on a
stipulation approved by the Commission. 2 Figure 22 displays the forecast planning reserve margin
for FPL through the planning period for both seasons, with and without the use of demand
response. As shown in the figure, FPL’s generation needs are controlled by its summer peak
throughout the planning period.

12 Order No. PSC-99-2507-S-EU, issued December 22, 1999, in Docket No. 19981890-EU, In re: Generic
investigation into the aggregate electric utility reserve margins planned for Peninsular Florida.
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Figure 22: FPL Reserve Margin Forecast

mmmmm Without Demand Response With Demand Response — — —=FPL Planning

50%
£
&b
= 40%
=
2 30%
3
3
& 20% 25.2% 25.3% 24-8%
£
Q -
£ [
g 10% -
5 i
7 i

0% +

2024 2025 2026 2027 2028 2029 2030 2031 2032 2033
mmmm Without Demand Response With Demand Response — — —=FPL Planning

50%
£
80 40%
=
= i
g 30% -
¢ B
2 i
2 i
& 20% +
-
L L
- [
§ 10%

0% +

2023/24  2024/25 2025/26 2026/27 2027/28 2028/29 2029/30  2030/31 2031/32 2032/33

Source: 2024 Ten-Year Site Plan

In addition to LOLP and the reserve margin, FPL utilizes a third reliability criterion which it refers
to as its 10 percent generation-only reserve margin. This criterion requires that available firm
capacity be 10 percent greater than the sum of customer seasonal demand, without consideration
of incremental energy efficiency and all existing and incremental demand response resources.
Currently, no other utility utilizes this same metric. FPL’s generation-only reserve margin is not
the controlling factor for any planned unit additions. However, it does provide useful information
regarding the assurance that the projected 20 percent reserve margin will be realized.

While FPL does not include incremental energy efficiency resources and cumulative demand
response in its resource planning for the generation-only reserve margin criterion, the Company
would remain subject to FEECA and the conservation goals established by the Commission. FPL
would continue paying rebates and other incentives to participants, which are collected from all
ratepayers through the Energy Conservation Cost Recovery Clause, but would not consider the
potential capacity reductions of any future participation in energy efficiency or demand response
programs during the 10-year planning period for planning purposes only when using this reliability
criterion.
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Generation Resources

FPL plans multiple unit retirements and additions during the planning period as are described in
Table 14. Particularly noteworthy is the Company’s plan to retire its three remaining coal units,
totaling 717 MW, which consist of FPL’s partial ownership of Scherer Unit 3 and Daniel Units 1
and 2, all assets which it acquired from its purchase of GPC. FPL also plans the retirement of
another 197 MW of assets, primarily natural gas-fired steam plants. These retirements are partially
offset by planned upgrades to its existing natural gas combined cycle generating units over the
planning period, which increase summer capacity by 123 MW.

FPL does not plan any new fossil generating unit additions over the next 10-year period, only solar
and battery facilities. The majority of changes on FPL’s system are from new solar photovoltaic
plants, with a planned 282 sites totaling 21,009 MW in capacity, of which 2,742 MW are
considered firm for the summer peak. In addition, FPL anticipates adding a total of 4,022 MW of
battery storage, of which 2,159 MW will be considered firm for purposes of summer peak. None
of these additions require a need determination pursuant to the PPSA.
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Table 14: FPL Generation Resource Changes

Net Firm
Plant Name Unit Capacit Capaci
e & Unit Number Type (l\l’)IW)y (l\l’)IW)ty e
Sum Sum
Retiring Units
2024 | Daniel 1 & 2 BIT ST 502 2 Units Total
2024 | Gulf Clean Energy Center 4 NG ST 75
2025 | Pea Ridge 1-3 NG GT 12 3 Units Total
2026 | Gulf Clean Energy Center 5 NG ST 75
2027 | Lansing Smith 3A DFO GT 32
2028 | Scherer 3 BIT ST 215
2029 | Perdido 1 & 2 LFG IC 3 2 Units Total
Total Retirements 914 -
I I
New Units
2024 | Sited Solar Plants SUN PV 2,235 982 | 30 Sites
2025 | Sited Solar Plants SUN PV 894 351 | 12 Sites
2025 | Unsited Energy Storage BAT 522 349
2026 | Sited Solar Plants SUN PV 2,235 429 | 30 Sites
2027 | Unsited Solar Plant SUN PV 2,235 140 | 30 Sites
2027 | Unsited Energy Storage BAT 300 219
2028 | Unsited Solar Plant SUN PV 2,235 140 | 30 Sites
2028 | Unsited Energy Storage BAT 300 213
2029 | Unsited Solar Plant SUN PV 2,235 140 | 30 Sites
2029 | Unsited Energy Storage BAT 300 201
2030 | Unsited Solar Plant SUN PV 2,235 140 | 30 Sites
2030 | Unsited Energy Storage BAT 300 191
2031 | Unsited Solar Plant SUN PV 2,235 140 | 30 Sites
2031 | Unsited Energy Storage BAT 300 186
2032 | Unsited Solar Plant SUN PV 2,235 140 | 30 Sites
2032 | Unsited Energy Storage BAT 300 150
2033 | Unsited Solar Plant SUN PV 2,235 140 | 30 Sites
2033 | Unsited Energy Storage BAT 1,700 650
Total New Units 25,031 4,901
I I
Net Additions 24,117

Source: 2024 Ten-Year Site Plan
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Duke Energy Florida, LLC (DEF)

DEF is an investor-owned utility and Florida’s second largest electric utility. The Company’s
service territory is within the FRCC region and is primarily located in central and west central
Florida. As an investor-owned utility, the Commission has regulatory authority over all aspects of
operations, including rates, reliability, and safety. Pursuant to Section 186.801(2), F.S., the
Commission finds DEF’s 2024 Ten-Year Site Plan suitable for planning purposes.

Load and Energy Forecasts
In 2023, DEF had approximately 1,968,221 customers and annual retail energy sales of 40,832
GWh, or approximately 17.4 percent of Florida’s annual retail energy sales. DEF’s total customers
and total retail energy sales respectively grew approximately 1.8 percent and 0.8 percent in 2023.
Over the last 10 years, DEF’s customer base has increased by 15.8 percent, while retail energy
sales have grown by 9.6 percent.

DEF’s customer growth has always been dominated by the residential and commercial customer
classes. Customer growth trends are driven by broad economic and demographic factors such as
population growth, migration, retirement, affordable housing, mortgage rates and job growth.
More recent information reflects a return to the long-term trend of population migration into
Florida. Commercial customer growth typically tracks residential growth supplying needed
services.

DEF’s projected retail energy sales trend reflects the product of the Company’s forecasted number
of customers and forecasted energy consumption per customer. Fluctuations of per customer usage
for DEF’s residential and commercial classes are primarily driven by variations in electricity price,
end-use appliance saturation and efficiency improvement, housing type/building size, improved
building codes, and space conditioning equipment fuel type. With respect to the average energy
consumption per customer, the Company is aware that the ability to self-generate recently has
begun to make an impact. A small percentage of industrial/commercial customers have chosen to
install their own natural gas generation, reducing energy consumption from the power grid.
Similarly but more significantly, residential and some commercial accounts have reduced their
utility requirements by installing solar panels behind their meters. The Company also noted that
the penetration of plug-in electric vehicles has grown, leading to an increase in residential use per
customer, all else being equal.

For the 2024 TYSP forecast horizon, DEF’s forecast results indicate that the Company’s customer
base is projected to grow at an average annual rate of 1.7 percent approximately, and its retail

energy sales are projected to grow at an average annual rate of 1.3 percent approximately.

Figure 23 illustrates historic and prospective forecasted growth rates in customers and retail energy
sales for the resource plan DEF filed in its 2024 TYSP.
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Figure 23: DEF Growth
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The three graphs in Figure 24 show DEF’s seasonal peak demand and net energy for load for the
historic years of 2014 through 2023 and forecast years 2024 through 2033. These graphs include
the full impact of demand-side management and assume that all available demand response
resources will be activated during the seasonal peak. During the past 10 years, demand response
has not been activated during seasonal peak demand. As an investor-owned utility, DEF is subject
to FEECA, and currently offers energy efficiency and demand response programs to customers to
reduce peak demand and annual energy consumption. In August 2024, the Commission established
demand side management goals for DEF for the years 2025 through 2034. In 2025, the
Commission will review DEF’s plan designed to achieve the Company’s DSM goals. In preparing
its 2024 Ten-Year Site Plan seasonal peak demand and energy forecasts, DEF assumes trends in
these goals will be extended through the forecast horizon (through 2033).
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Figure 24: DEF Demand and Energy Forecasts
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Fuel Diversity

Table 15 shows DEF’s actual net energy for load by fuel type as of 2023 and the projected fuel
mix for 2033. DEF relies primarily upon natural gas for energy generation, making up
approximately 81 percent of net energy for load in 2023. DEF plans to increase renewable energy
generation over the planning period, somewhat offsetting natural gas and coal usage. DEF projects
that renewable energy will provide 29 percent of its generation by 2033, which is the fourth highest
percentage of renewable energy generation in 2033 of the TYSP Ultilities. Natural gas would
remain the primary fuel, at 68 percent in 2033.

Table 15: DEF Energy Generation by Fuel Type

Net Energy for Load

Fuel Type 2023 Actual 2033 Projected

GWh % GWh %
Natural Gas 35,526 80.7% 31,801 67.5%
Coal 3,829 8.7% 1,873 4.0%
Nuclear 0 0.0% 0 0.0%
(0)1 29 0.1% 10 0.0%
Renewable 2,788 6.3% 13,408 28.5%
Interchange 60 0.1% 2 0.0%
NUG & Other 1,814 4.1% 0 0.0%

Total 44,046 47,094

Source: 2024 Ten-Year Site Plan and Data Responses

Reliability Requirements

Since 1999, DEF has utilized a 20 percent planning reserve margin criterion based on a stipulation
approved by the Commission.!® Figure 24 displays the forecast planning reserve margin for DEF
through the planning period for both seasons, with and without the use of demand response. As
shown in the figure, DEF’s generation needs are mostly controlled by its summer peaking
throughout the planning period.

13 Order No. PSC-99-2507-S-EU, issued December 22, 1999, in Docket No. 19981890-EU, In re: Generic
investigation into the aggregate electric utility reserve margins planned for Peninsular Florida.
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Figure 25: DEF Reserve Margin Forecast
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Generation Resources

DEF projects multiple unit retirements and additions during the planning period, as described in
Table 16. DEF plans to retire 460 MW of oil-fired combustion turbines by 2027 across three sites.
These retirements are completely offset by modifications to its existing natural gas-fired combined
cycle facilities. Uprates to the combustion turbines will increase their summer peak capacity by
389 MW, and improved transmission facilities will allow DEF to fully utilize the acquired Osprey
plant, which increases its firm contribution to 347 MW.

DEEF plans additions of fossil, renewable, and storage technologies over the planning period. For
new fossil generation, DEF plans a total of four new natural gas-fired combustion turbines, with a
pair of 215 MW units installed in 2032 and 2033, each. For renewables, DEF plans on 63 solar
sites totaling 4,718 MW in capacity, of which 891 MW are considered firm for the summer peak.
In addition, DEF plans on constructing 100 MW of independent battery storage, of which 90 MW
are considered firm for summer peak. DEF also plans on collocating an additional 240 MW of
battery storage at 6 of the solar sites, with 40 MW per site. DEF has designated these sites as Solar
Plus Storage, and included the firm contribution of the battery as part of the solar facility. None of
the solar and battery additions require a need determination pursuant to the PPSA.
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Table 16: DEF Generation Resource Changes

Net Firm
Year Plant Name Unit Capacity | Capacity Notes
& Unit Number Type MW) MW)
Sum Sum
Retiring Units
2026 | Bayboro P1 - P4 DFO CT 151 4 Units
2027 | Debary P2 - P6 DFO CT 227 5 Units
2027 | Bartow P1, P3 DFO CT 82 2 Units
Total Retirements 460 0
I
New Units
2024 | Sited Solar Plants PV SUN 300 171 | 4 Sites
2025 | Sited Solar Plants PV SUN 300 75 | 4 Sites
2026 | Unsited Solar Plants PV SUN 374 94 | 5 Sites
2027 | Unsited Solar Plants PV SUN 374 94 | 5 Sites
2027 | Unsited Energy Storage BAT 100 90
2028 | Unsited Solar Plant PV SUN 300 30 | 4 Sites
2028 | Unsited Solar Plus Storage PV SUN 150 55| 2 Sites
2029 | Unsited Solar Plant PV SUN 374 37 | 5 Sites
2029 | Unsited Solar Plus Storage PV SUN 150 55| 2 Sites
2030 | Unsited Solar Plant PV SUN 449 45 | 6 Sites
2030 | Unsited Solar Plus Storage PV SUN 150 55 | 2 Sites
2031 | Unsited Solar Plant PV SUN 599 60 | 8 Sites
2032 | Unsited Solar Plant PV SUN 599 60 | 8 Sites
2032 | Undesignated CTs 1 & 2 NG CT 430 2 Units
2033 | Unsited Solar Plant PV SUN 599 60 | 8 Sites
2033 | Undesignated CTs 3 & 4 NG CT 430 2 Units
Total New Units 5,678 981
Net Additions 5,218

Source: 2024 Ten-Year Site Plan
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Tampa Electric Company (TECO)

TECO is an investor-owned utility and Florida’s third largest electric utility. The Company’s
service territory is within the FRCC region and consists primarily of the Tampa metropolitan area.
As an investor-owned utility, the Commission has regulatory authority over all aspects of
operations, including rates, reliability, and safety. Pursuant to Section 186.801(2), F.S., the
Commission finds TECO’s 2024 Ten-Year Site Plan suitable for planning purposes.

Load and Energy Forecasts

In 2023, TECO had approximately 834,144 customers and annual retail energy sales of 20,791
GWh or approximately 8.9 percent of Florida’s annual retail energy sales. Over the last 10 years,
TECQO’s customer base has increased by approximately 18.1 percent, while retail energy sales have
increased by approximately 12.2 percent.

TECQO’s total customer growth in 2023 averaged 1.8 percent approximately with the residential
class being the engine behind the growth. Over the next 10 years customer growth is expected to
increase at an average rate of 1.5 percent annually. The primary driver of customer growth in the
residential sector will be new construction and increasing net in-migration to the Company’s
service area.

TECQO’s average annual energy consumption per residential customer is slightly higher in 2023
than in 2022, primarily due to the record-breaking heat in 2023. Likewise, the Company’s
commercial per customer usage was slightly higher in 2023 than in 2022 due to the record-breaking
heat. TECO’s industrial per customer usage in 2023 was also higher than in 2022. The primary
driver of this increase, in addition to hotter weather, was the industrial phosphate sector had less
self-serving generation and more energy purchases from TECO. Over the next 10 years, TECO
expects average energy consumption per residential customer to decline at an average annual rate
of 0.2 percent. The main drivers behind the decline are the increases in the energy efficiencies of
the appliances, lighting, and new homes, as well as the conservation efforts and changes in housing
mix. The Company also expects average energy consumption per commercial and industrial
customer to decline 0.2 and 0.1 percent, respectively.

For the next 10 years, TECO’s retail energy sales are projected to grow at an annual average rate
of approximately 0.9 percent. This is below the projected customer growth rate of 1.4 percent
primarily due to continued per customer energy consumption declines, as well as declines in the
phosphate sector as the mining industry continues to move south and out of the Company’s service
territory. Figure 26 illustrates historic and prospective forecasted growth rates in customers and
retail energy sales for the resource plan TECO filed in its 2024 TYSP.
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Figure 26: TECO Growth
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The three graphs in Figure 27 show TECO’s seasonal peak demand and net energy for load for the
historic years of 2014 through 2023 and forecast years 2024 through 2033. These graphs include
the full impact of demand-side management, and assume that all available demand response
resources will be activated during the seasonal peak. Historically, demand response has not been
activated during seasonal peak demand, excluding the summer of 2013 and winters of 2017-2018
and 2018-2019. As an investor-owned utility, TECO is subject to FEECA and currently offers
energy efficiency and demand response programs to customers to reduce peak demand and annual
energy consumption. In August 2024, the Commission established demand side management goals
for TECO for the years 2025 through 2034. In 2025, the Commission will review TECO’s plan
designed to achieve the Company’s DSM goals. In preparing its 2024 Ten-Y ear Site Plan seasonal
peak demand and energy forecasts, TECO assumes the trends in these goals will be extended
through the forecast period (through 2033).
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Winter Peak Demand (MW) Summer Peak Demand (MW)
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Source: 2024 Ten-Year Site Plan and Data Responses

Figure 27: TECO Demand and Energy Forecasts

= Conservation & Self-Service

Demand Response ==#==Total Demand ==@=Net Firm Demand

6,000

5,000

4,000 -

3,000

2,000
— — — — — — N N o N N N [\ [a\] [a\] [a\] [sa] o [sa) o
(= (=] (=] (=] (=] (=3 (=] S (=] S (=3 S S (=] S (=] S (=3 (=] (=
N N N N N N N N N (o] N N N N (o] (o] N N N N

Actual Projected

mmm Conservation & Self-Service

6,000

Demand Response ==#==Total Demand ==@=Net Firm Demand

5,000

4,000

3,000 +

2,000
< g} el o~ =] (=)} (=] — N [sg] <t Vel el o~ [ N (=3 — [\l [sa)
R R R B R AN D A At A\ N\ N A N A I B
o <t v o o~ 0 N (=3 — N o <t v O o~ [ (=N (=1 — [\
— — — — — — — [\ N [\ o [\ [\ N [} [\ N [sa) [sa) [se)
(=3 (=] (=3 (=] (=] (=] (= (=3 (=] (= (=] (= (=] (= (= (=] (= (=] (=3 (=3
N N N N N N N [\ N N N N N N N N N N N N
Actual Projected
Conservation & Self-Service ~ ==#==Total Energy for Load  ==@=Net Energy for Load
25,000
24,000
23,000
22,000
21,000
20,000
19,000 +—
<r v el o~ o] (=)} (=3 — N o < v \O [ [ N (=1 — o o
— — — — — — N oo N N (] oo [\] (o] N (] [sa) o [sa) o
N N N N N N N N N N N N N N N N N N N N
Actual Projected

65



DRAFT 12-12-2024

Fuel Diversity

Table 17 shows TECO’s actual net energy for load by fuel type as of 2023 and the projected fuel
mix for 2033. Based on its 2024 Ten-Year Site Plan, natural gas is used for the majority of TECO’s
energy generation. Natural gas accounts for approximately 82 percent of net energy for load in
2023 and is projected to account for approximately 72 percent in 2033. In the future, TECO
projects that energy from coal will decrease and energy from renewables will increase. TECO
projects that renewable energy will increase from 8 percent to 27 percent by 2033.

Table 17: TECO Energy Generation by Fuel Type

Net Energy for Load

Fuel Type 2023 Actual 2033 Projected

GWh % GWh %
Natural Gas 17,814 81.8% 16,721 72.0%
Coal 769 3.5% 139 0.6%
Nuclear 0 0.0% 0 0.0%
Qil 2 0.0% 0 0.0%
Renewable 1,748 8.0% 6,191 26.7%
Interchange 21 0.1% 150 0.6%
Other 1,412 6.5% 23 0.1%

Total 21,767 23,224

Source: 2024 Ten-Year Site Plan and Data Responses

Reliability Requirements

Since 1999, TECO has utilized a 20 percent planning reserve margin criterion based on a
stipulation approved by the Commission.!* TECO also elects to maintain a minimum supply-side
reserve margin of 7 percent. Figure 28 displays the forecast planning reserve margin for TECO
through the planning period for both seasons, with and without the use of demand response. As
shown in the figure, TECO’s generation needs are being controlled by its winter peak. TECO’s
current and planned investments in solar generation contribute to this shift in planning because
solar resources provide coincident capacity during the summer peak but not the winter peak.
TECO’s 7 percent supply-side only reserve margin is not the controlling factor for any planned
unit additions. However, it does provide useful information regarding the assurance that the
projected 20 percent reserve margin will be realized.

14 Order No. PSC-99-2507-S-EU, issued December 22, 1999, in Docket No. 19981890-EU, In re: Generic
investigation into the aggregate electric utility reserve margins planned for Peninsular Florida.
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Figure 28: TECO Reserve Margin Forecast
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Generation Resources

For its existing generating units, TECO plans uprates at its existing Bayside combined cycle
facilities for an additional 72 MW of capacity, offset by the conversion of the petcoke fueled Polk
1 integrated gasification combined cycle to a natural gas-fired simple cycle system, which reduces
its net firm capacity by 30 MW.

TECO plans additions of fossil, renewable, and storage technologies over the planning period, as
described in Table 18. For natural gas-fired capacity, TECO plans on four 18.5 MW internal
combustion units in 2025, and a single 222 MW combustion turbine in 2030. TECO plans on
adding 23 solar sites for 1,585 MW of solar capacity, of which only 35 MW will be considered
firm for purposes of summer peak. The Company will also be installing five battery sites with a
total of 185 MW of capacity, all of which is considered to contribute to the system peak.
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Table 18: TECO Generation Resource Changes

Net Firm
S Plant Name Unit Capacity Capacity Notes
& Unit Number Type MW) (MW)
Sum Sum
Retiring Units
| None |
Total Retirements 0 0
I I
New Units
2024 Sited Solar Plants PV SUN 97 5| 2 Units
2024 Sited Energy Storage BAT 15 1 Unit
2025 South Tampa Resilience Project NG IC 75 4 Units
2025 Sited Solar Plants PV SUN 149 7| 2 Sites
2025 Sited Energy Storage BAT 100 3 Sites
2026 Sited Solar Plants PV SUN 242 8 | 4 Sites
2027 Sited Solar Plant PV SUN 74 111 Site
2027 Unsited Solar Plant PV SUN 74 1] 1Site
2028 Sited Solar Plants PV SUN 130 2 | 2 Sites
2028 Unsited Solar Plant PV SUN 74 111 Site
2028 Unsited Energy Storage BAT 70 - | 1 Site
2029 Unsited Solar Plant PV SUN 149 2 | 2 Sites
2030 Unsited CT 1 NG CT 222 -
2030 Unsited Solar Plant PV SUN 149 2 | 2 Sites
2031 Unsited Solar Plant PV SUN 149 2 | 2 Sites
2032 Unsited Solar Plant PV SUN 149 2 | 2 Sites
2033 Unsited Solar Plant PV SUN 149 2 | 2 Sites
Total New Units 2,067 35
Net Additions 2,067 35

Source: 2024 Ten-Year Site Plan
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Florida Municipal Power Agency (FMPA)

FMPA is a governmental wholesale power company owned by several Florida municipal utilities
throughout the state. Collectively, FMPA is Florida’s seventh largest electric utility and third
largest municipal electric utility. While FMPA has 33 member systems, only those members that
are participants in the All-Requirements Power Supply Project (ARP) are addressed in the
Company’s Ten-Year Site Plan. FMPA is responsible for planning activities associated with ARP
member systems. For a municipal utility, the Commission’s regulatory authority is limited to
safety, rate structure, territorial boundaries, bulk power supply, operations, and planning. Pursuant
to Section 186.801(2), F.S., the Commission finds FMPA’s 2024 Ten-Year Site Plan suitable for
planning purposes.

Load and Energy Forecasts

In 2023, FMPA had approximately 286,046 customers and annual retail energy sales of 6,124
GWh or approximately 2.6 percent of Florida’s annual retail energy sales. Over the last 10 years,
FMPA'’s customer base has increased by 16.4 percent, while energy sales have increased by 14.4
percent.

FMPA noted that, in aggregate, its energy usage has been relatively flat in both the residential and
non-residential sectors after controlling for weather variation from normal conditions. There are
countervailing factors that influence usage. In general, declines in electricity prices and population
growth led to a small upward impact on usage. Concurrently, a continued orientation to
conservation and continued improvement in energy efficiency place downward pressure on
average usage. Both the continued conservation focus and energy efficiency improvements are
driven primarily from technological advances, equipment standards, and enhanced building codes.
These impacts have been offset by strong customer count gains in certain areas of the ARP
Participant service territories

FMPA acknowledged that over the last several years, EVs have been adopted in increasing
numbers in the Company’s service area. Given the significance of this trend, the Company’s 2024
load forecast includes a projection of the future impact of EV charging energy.

For the current 10-year forecast horizon, FMPA is projecting approximately a 1.1 percent average
annual growth rate for its customer base, and a 1.0 percent average annual growth rate for energy
sales. Figure 29 illustrates historic and prospective forecasted growth rates in customers and retail
energy sales for the resource plan FMPA filed in its 2024 TYSP.
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The three graphs in Figure 30 show FMPA’s seasonal peak demand and net energy for load for
the historic years 2014 through 2023 and forecast years 2024 through 2033. As FMPA is a
wholesale power company, it does not directly engage in energy efficiency or demand response
programs. ARP member systems do offer demand-side management programs, the impacts of

which are included in the graphs.
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FMPA Demand and Energy Forecasts

Figure 30
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Fuel Diversity

Table 19 shows FMPA'’s actual net energy for load by fuel type as of 2023 and the projected fuel
mix for 2033. FMPA uses natural gas as its primary fuel, supplemented by coal and nuclear
generation. FMPA projects to end energy generation from coal, but approximately 90 percent of
energy would still be sourced from natural gas and nuclear. FMPA projects serving 10 percent of
its net energy for load with renewable resources by the end of the planning period.

Table 19: FMPA Energy Generation by Fuel Type

Net Energy for Load
Fuel Type 2023 Actual 2033 Projected
GWh % GWh %
Natural Gas 5,853 81.6% 5,743 84.9%
Coal 769 10.7% 0 0.0%
Nuclear 406 5.7% 376 5.6%
Oil 3 0.0% 1 0.0%
Renewable 143 2.0% 647 9.6%
Interchange 0 0.0% 0 0.0%
NUG & Other 0 0.0% 0 0.0%
Total 7,174 6,766

Source: 2024 Ten-Year Site Plan and Data Responses

Reliability Requirements

FMPA utilizes a 15 percent planning reserve margin criterion. Figure 31 displays the forecast
planning reserve margin for FMPA through the planning period for both seasons. As shown in the
figure, FMPA’s generation needs are controlled by its summer peak throughout the planning
period.
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Figure 31: FMPA Reserve Margin Forecast
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Generation Resources

FMPA plans on retiring one unit and adding three new units during the planning period, as
described in Table 20. FMPA plans on retiring the Stanton Energy Center Unit 1, a coal steam
unit, in 2025. The three additions are all acquisitions of existing merchant natural gas-fired
combined cycle facilities, two completed in 2024 and one projected for 2026. In addition, FMPA
has entered into multiple purchased power agreements (PPAs) that will add a total of 193 MW of
solar capacity by the end of 2026.
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Table 20: FMPA Generation Resource Changes

Net
Plant Name Unit Capacity
e & Unit Number Type (MW) e
Sum
Retiring Units
2025 | Stanton Unit 1 | Coal ST 119 | Jointly Owned Unit
Total Retirements 119
New Units
2024 Sand Lake Energy Center NG CC 120 | Merchant Acquisition
2024 Mulberry NG CC 108 | Merchant Acquisition
2026 Orange Cogeneration NG CC 104 | Merchant Acquisition
Total New Units 332
Net Additions 213

Source: 2024 Ten-Year Site Plan
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Gainesville Regional Utilities (GRU)

GRU is a municipal utility and the smallest electric utility required to file a Ten-Year Site Plan.
The Utility’s service territory is within the FRCC region and consists of the City of Gainesville
and its surrounding area. GRU also provides wholesale power to the City of Alachua and Clay
Electric Cooperative. As a municipal utility, the Commission’s regulatory authority is limited to
safety, rate structure, territorial boundaries, bulk power supply, operations, and planning. Pursuant
to Section 186.801(2), F.S., the Commission finds GRU’s 2024 Ten-Year Site Plan suitable for
planning purposes.

Load and Energy Forecasts

In 2023, GRU had approximately 103,865 customers and annual retail energy sales of 1,811 GWh,
or approximately 0.8 percent of Florida’s annual retail energy sales. Over the last 10 years, GRU’s
customer base has increased by approximately 10.7 percent, while retail energy sales have
increased by approximately 6.0 percent.

GRU acknowledged that over the past 10 years, its residential energy consumption per customer
declined approximately 0.2 percent per year, while its non-residential consumption per customer
declined approximately 0.5 percent per year. For the next 10 years, the Utility projects that its
residential energy usage per customer will stay relatively constant, and non-residential energy
usage per customer will decline at a rate of approximately 0.3 percent per year. GRU recognized
some of the factors that effect the usage per customer which include increasing electricity prices,
improved building code, energy efficiency standards and regulations, and Utility-sponsored
conservation measures. The Utility also anticipated that in future years, loads associated with EV
charging are anticipated to support usage per customer for all classes, most significantly in the
residential sector with at-home charging.

For the current 10-year forecast horizon, GRU’s number of customers and retail energy sales will
grow at an annual average rate of approximately 0.6 and 0.5 percent, respectively. The Utility
indicated that its projected growth of retail energy sales is supported by its projected increase in
the number of customers and offset negatively by flat or declining energy usage per customer. The
Utility also noted that load associated with electric vehicle charging is anticipated to support
energy sales more in this forecast than in past forecasts.
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Figure 32 illustrates historic and prospective forecasted growth rates in customers and retail energy
sales for the resource plan GRU filed in its 2024 TYSP.

Figure 32: GRU Growth
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The three graphs in Figure 33 show GRU’s seasonal peak demand and net energy for load for the
historic years of 2014 through 2023 and forecast years 2024 through 2033. GRU engages in
multiple energy efficiency programs to reduce customer peak demand and annual energy for load.
The graphs in Figure 33 include the impact of these demand-side management programs.

76



DRAFT 12-12-2024

GRU Demand and Energy Forecasts

Figure 33
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Fuel Diversity

Table 21 shows GRU’s actual net energy for load by fuel type as of 2023 and the projected fuel
mix for 2033. In 2022, natural gas and renewables were the primary fuel for energy generation,
making up approximately 100 percent of net energy for load. GRU currently has the highest
percentage contribution of renewables in Florida for net energy for load, but will fall behind FPL
and JEA by 2033.

Table 21: GRU Energy Generation by Fuel Type

Net Energy for Load
Fuel Type 2023 Actual 2033 Projected
GWh % GWh %
Natural Gas 1,574 84.6% 1,266 64.2%
Coal 20 1.1% 0 0.0%
Nuclear 0 0.0% 0 0.0%
Oil 0 0.0% 0 0.0%
Renewable 296 15.9% 640 32.5%
Interchange 0 0.0% 0 0.0%
NUG & Other 29) 1.6% 66 33%
Total 1,861 1,972

Source: 2024 Ten-Year Site Plan and Data Responses

Reliability Requirements

GRU utilizes a 15 percent planning reserve margin criterion for seasonal peak demand. Figure 34
displays the forecast planning reserve margin for GRU through the planning period for both
seasons. As shown in the figure, GRU’s generation needs are controlled by its summer peak
throughout the planning period.
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Figure 34: GRU Reserve Margin Forecast
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Generation Resources

GRU currently plans on retiring three natural gas-fired units, as described in Table 22. All three
units, a pair of combustion turbines and a steam turbine, are located at GRU’s Deerhaven plant.
In addition, GRU entered into a 20 year contract that is expected to deliver an additional 75 MW
of solar capacity through a PPA with an expected in-service year of 2025, including a 12 MW
battery installation.
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Table 22: GRU Generation Resource Changes

Net
Plant Name Unit Capacity
e & Unit Number Type (MW) e
Sum
Retiring Units
2027 Deerhaven Unit FSO1 NG ST 76
2031 Deerhaven Unit GT01 & GTO02 NG CT 35 | 2 Units Total
Total Retirements 111
New Units
| None |
Total New Units 0
Net Additions (111)

Source: 2024 Ten-Year Site Plan
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JEA

JEA, formerly known as Jacksonville Electric Authority, is Florida’s largest municipal utility and
fifth largest electric utility. JEA’s service territory is within the FRCC region, and includes all of
Duval County as well as portions of Clay and St. Johns Counties. As a municipal utility, the
Commission’s regulatory authority is limited to safety, rate structure, territorial boundaries, bulk
power supply, operations, and planning. Pursuant to Section 186.801(2), F.S., the Commission
finds JEA’s 2024 Ten-Year Site Plan suitable for planning purposes.

Load and Energy Forecasts

In 2023, JEA had approximately 514,909 customers and annual retail energy sales of 12,295 GWh
or approximately 5.3 percent of Florida’s annual retail energy sales. Over the last 10 years, JEA’s
customer base has increased by approximately 18.8 percent, while retail energy sales have
increased by approximately 3.0 percent.

JEA utilized various economic and demographic forecasts from Moody’s Analytics as the inputs
to the Utility’s forecasting models. Overall, Moody’s Analytics inputs resulted in a forecasted
percentage growth for all parameters utilized in JEA’s 2024 TYSP which is very similar as
compared to the 2023 forecasts. As a result, JEA projected a 1.1 percent growth for residential
customers, and 0.3 percent growth for both commercial and industrial customers.

JEA indicated that the Utility-funded demand-side management programs continue to be a
contributor to the usage decrease in annual energy use per residential customer. The other
contributing factors include customer behavioral changes, increased electric rates, more
multifamily housing constructions compared to single-family housing constructions that use less
energy per customer. The Utility noted that the US Government’s SEER Requirement Changes for
2015, that required new split system central air conditioners to be a minimum 14 SEER, had
contributed to the majority of decrease in electricity use per customer over the past years. It further
indicated that the new 2023 SEER rating standards, now requiring new air conditioners in Southern
states to be a minimum 15 SEER, will continue to contribute to the decrease in electricity usage
per customer. For the 2024 TYSP forecasting horizon, JEA expected that the average energy
consumption per customer will stay flat for residential customers, decrease for commercial
customers with an annual growth rate of negative 0.9 percent, and increase slightly for industrial
customers with a rate of 0.2 percent.

For the next 10 years, JEA’s forecasting results indicate that the customer numbers will grow at
an average annual rate of 1.1 percent; and the retail energy sales will grow at an average annual
rate of 0.8 percent. Figure 35 illustrates historic and prospective forecasted growth rates in
customers and retail energy sales for the resource plan JEA filed in its 2024 TYSP.
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Figure 35: JEA Growth
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The three graphs in Figure 36 show JEA’s seasonal peak demand and net energy for load for the
historic years of 2014 through 2023 and forecast years 2024 through 2033. While a municipal
utility, JEA is subject to FEECA and currently offers energy efficiency and demand response
programs to customers to reduce peak demand and annual energy consumption. These graphs
include the full impact of demand-side management, and assume that all available demand
response resources will be activated during the seasonal peak. In August 2024, the Commission
established demand side management goals for JEA for the years 2025 through 2034. In 2025, the
Commission will review JEA’s plan designed to achieve the Utility’s DSM goals. In preparing its
2024 Ten-Year Site Plan seasonal peak demand and energy forecasts, JEA assumes the trends in
these goals will be extended through the forecast period (through 2033).
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JEA Demand and Energy Forecasts

Figure 36
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Fuel Diversity

Table 23 shows JEA’s actual net energy for load by fuel type as of 2023 and the projected fuel
mix for 2033. While natural gas was the dominant fuel source in 2023, purchases through the
Interchange was JEA’s second most utilized energy source. JEA has the highest percentage of
energy from other utilities (interchange), primarily from a contract with the Municipal Electric
Authority of Georgia for 200 MW from the Vogtle nuclear Units 3 and 4. JEA’s 2024 Ten-Year
Site plan projects that a JEA will reduce its use of coal while increasing its renewable fuel source.

Table 23: JEA Energy Generation by Fuel Type

Net Energy for Load

Fuel Type 2023 Actual 2033 Projected

GWh % GWh %
Natural Gas 7,268 57.1% 8,192 59.0%
Coal 1,231 9.7% 397 2.9%
Nuclear 0 0.0% 0 0.0%
Qil 3 0.0% 5 0.0%
Renewable 412 3.2% 3,146 22.7%
Interchange 3,763 29.6% 2,080 15.0%
NUG & Other 46 0.4% 65 0.5%

Total 12,722 13,885

Source: 2024 Ten-Year Site Plan and Data Responses

Reliability Requirements

JEA utilizes a 15 percent planning reserve margin criterion for seasonal peak demand. Figure 37
displays the forecast planning reserve margin for JEA through the planning period for both
seasons, with and without the use of demand response. JEA’s current and planned purchased power
agreements with solar generators contribute to this shift in planning because solar resources
provide coincident capacity during the summer peak but not the winter peak.
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Figure 37: JEA Reserve Margin Forecast
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Generation Resources

As detailed in Table 24, JEA is retiring Northside Unit 3 and adding an unnamed natural gas-fired
combined cycle unit. JEA has entered into a PPA with Municipal Electric Authority of Georgia
for firm nuclear capacity, and is currently receiving 100 from Vogtle Unit 3, and anticipates
receiving an additional 100 MW from Vogtle Unit 4 in 2024. In addition, JEA is planning to enter
into several solar PPAs totaling 1,134 MW. JEA has already entered into PPAs for 420 MW of
new solar to be constructed through 2027, and 150 MW of existing solar capacity from FPL. A
majority of the PPAs, totaling 559 MW, are planned for 2030. JEA also reported that
approximately 140 MW of battery storage would be associated with the solar PPAs.
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Table 24: JEA Energy Generation by Fuel Type

Net
Plant Name Unit Capacity
e & Unit Number Type (MW) e
Sum
Retiring Units
2030 | Northside Unit 3 | NGST 524
Total Retirements 524
New Units
2030 | Advanced-Class 1x1 CC | NG CC 576 | PPSA Approval Needed
Total New Units 576
Net Additions 52

Source: 2024 Ten-Year Site Plan
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Lakeland Electric (LAK)

LAK is a municipal utility and the state’s third smallest electric utility required to file a Ten-Year
Site Plan. The Utility’s service territory is within the FRCC region and consists of the City of
Lakeland and surrounding areas. As a municipal utility, the Commission’s regulatory authority is
limited to safety, rate structure, territorial boundaries, bulk power supply, operations, and planning.
Pursuant to Section 186.801(2), F.S., the Commission finds LAK’s 2024 Ten-Year Site Plan
suitable for planning purposes.

Load and Energy Forecasts

In 2023, LAK had approximately 141,106 customers and annual retail energy sales of 3,311 GWh
or approximately 1.4 percent of Florida’s annual retail energy sales. Over the last 10 years, LAK’s
customer base has increased by 13.8 percent, while retail energy sales have grown by 14.1 percent
approximately.

In recent years, LAK’s service area in Polk County has seen a boom in e-commerce warehouse
development. Notably, Amazon moved its air-hub from Tampa to the Utility’s service area in the
summer of 2020 and it is continuing to expand. As a result, LAK experienced 1.1 percent total
customer growth in 2023, with the commercial rate class growing by 4.3 percent and industrial
class growing by 2.0 percent.

Despite customer growth, LAK noted that its residential average energy consumption per customer
has been declining and this trend is expected to continue. The main factors that contribute to the
decline include increased appliance energy efficiency, improved building shell insulation, and
changes in mix residential building type. The Utility’s commercial average energy consumption
per customer has also been declining, and this trend is expected to continue. Main contributors to
the decline are lighting upgrades, appliance energy efficiency improvements, and the customer
adoption of energy management systems. LAK expects a flattening of the trend of LAK’s
industrial average energy consumption mainly because the industrial customers that are projected
to be added are expected to be mostly classified in the “small demand” industrial category.

LAK noted that, although the average energy consumption per customer is declining or flat for all
three main rate classes, positive customer growth rates are expected to compensate for average
energy use declines. The Utility assumed the impact of conservation programs are already included
in the energy sales history and made no additional assumptions regarding their impact.

For the next 10 years, the Utility’s forecasts indicate that LAK’s number of customers are projected
to grow at an average annual rate of approximately 1.2 percent, and its retail energy sales are
projected to grow at an average annual rate of approximately 0.9 percent. Figure 38 illustrates
historic and prospective forecasted growth rates in customers and retail energy sales for the
resource plan LAK filed in its 2024 TYSP.
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Figure 38: LAK Growth
e=] AK Customers ===[ AK Energy Sales

30%
25% el
20% / e
15% \4/

10%
» 7/
0%

-5% ‘

Total Change Since 2014 (%)

2014
2015
2016
2017
2018
2019
2020
2021
2022
202 |
2024
2005 |
2026
2027
2028
2029
2030
2031
2032
2033

Actual Projected

Source: 2024 Ten-Year Site Plan

The three graphs in Figure 39 show LAK’s seasonal peak demand and net energy for load for the
historic years of 2014 through 2023 and forecast years 2024 through 2033. LAK offers energy
efficiency programs, the impacts of which are included in the graphs.
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LAK Demand and Energy Forecasts

Figure 39
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Fuel Diversity

Table 25 shows LAK’s actual net energy for load by fuel type as of 2023 and the projected fuel
mix for 2033. LAK uses natural gas as its primary fuel type for energy, with purchases (listed in
the NUG & Other category below) representing about 42 percent net energy for load. While natural
gas generation is anticipated to increase over the next 10 years, interchange purchases are projected
to decrease to about 33 percent, while renewables increase to 5 percent by 2033.

Table 25: LAK Energy Generation by Fuel Type

Net Energy for Load
Fuel Type 2023 Actual 2033 Projected
GWh % GWh %
Natural Gas 1,976 57.4% 2,283 62.2%
Coal 0 0.0% 0 0.0%
Nuclear 0 0.0% 0 0.0%
0il 0 0.0% 1 0.0%
Renewable 25 0.7% 178 4.9%
Interchange 0 0.0% 0 0.0%
NUG & Other 1,441 41.9% 1,208 32.9%
Total 3,442 3,670

Source: 2024 Ten-Year Site Plan and Data Responses

Reliability Requirements

LAK utilizes a 15 percent planning reserve margin criterion for seasonal peak demand. Figure 40
displays the forecast planning reserve margin for LAK through the planning period for both
seasons. The Utility does not offer demand response programs at this time. As illustrated by Figure
40, summer peak demand is the controlling factor for reliability planning for almost all years of
the planning period.
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Figure 40: LAK Reserve Margin Forecast
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Generation Resources

LAK plans to add six units during the planning period, as described in Table 26, all natural gas-
fired internal combustion engines. LAK is in negotiations for a PPA with Edge Solar for a 75 MW
solar facility by 2026.
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Table 26: LAK Generation Resource Changes

Net
Plant Name Unit Capacity
e & Unit Number Type (MW) e
Sum
Retiring Units
| None |
Total Retirements 0
New Units
2024 | McIntosh Units ME1 -ME6 | NG IC 120 | 6 Units Total

Total New Units 120
Net Additions 120

Source: 2024 Ten-Year Site Plan and Data Responses
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Orlando Utilities Commission (OUC)

OUC is a municipal utility and Florida’s sixth largest electric utility and second largest municipal
utility. The Utility’s service territory is within the FRCC region and primarily consists of the
Orlando metropolitan area. As a municipal utility, the Commission’s regulatory authority is limited
to safety, rate structure, territorial boundaries, bulk power supply, operations, and planning.
Pursuant to Section 186.801(2), F.S., the Commission finds OUC’s 2024 Ten-Year Site Plan
suitable for planning purposes.

Load and Energy Forecasts

In 2023, OUC had approximately 275,339 customers and annual retail energy sales of 7,155 GWh
or approximately 3.1 percent of Florida’s annual retail energy sales. Over the last 10 years, OUC’s
customer base has increased by 22.3 percent, while its retail energy sales have increased by 15.6
percent, approximately.

OUC experienced a continued decline in weather-normalized average use per residential customer
in 2023. The Utility noted that such decline has tapered dramatically since the beginning of the
10-year historic period due to the increased saturation of more efficient HVAC equipment and
other electrical devices, as well as customer conservation efforts. OUC’s forecasted residential
average usage per customer is expected to remain relatively flat as increased electric vehicle
charging mitigates further saturation of more efficient electrical equipment and conservation
efforts. The Utility’s average use per commercial customer also experienced a slight, long-term
decline, which was greatly exacerbated by the impacts of the pandemic in 2020, but is expected to
return to pre-pandemic levels. The Utility’s industrial average use per customer increased
approximately 1.4 percent annually over the last 10-year period.

Over the forecast horizon, OUC is projecting growth in the number of customers at an average
annual rate of 1.7 percent, and retail energy sales at an average annual rate of 2.4 percent
approximately. OUC noted that the main contributors to the projected customer growth include
the increased population and household numbers in its service area. The main drivers for the
projected growth of the energy sales include the recovery from COVID-19 pandemic effects, the
projected growth in electric vehicle charging load, and major commercial expansions by Universal
Studios and the Orlando International Airport that are largely outside of normal growth. Figure 41
illustrates historic and prospective forecasted growth rates in customers and retail energy sales for
the resource plan OUC filed in its 2024 TYSP.
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Figure 41: OUC Growth
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The three graphs in Figure 42 show OUC’s seasonal peak demand and net energy for load for the
historic years of 2024 through 2023 and forecast years 2024 through 2033. These graphs include
the impact of the Utility’s demand-side management programs. While a municipal utility, OUC is
subject to FEECA and currently offers energy efficiency programs to customers to reduce peak
demand and annual energy consumption. In August 2024, the Commission established demand
side management goals for OUC for the years 2025 through 2034. In 2025, the Commission will
review OUC’s plan designed to achieve the Utility’s 2025-2034 DSM goals. In preparing its 2024
Ten-Year Site Plan seasonal peak demand and energy forecasts, OUC assumes the trends in these
goals will be extended through the forecast period (through 2033).
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OUC Demand and Energy Forecasts

Figure 42
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Fuel Diversity

Table 27 shows OUC’s actual net energy for load by fuel type as of 2023 and the projected fuel
mix for 2033. In 2023, approximately 65 percent of OUC’s net energy for load was met with
natural gas, while coal, the second most-used fuel, met approximately 24 percent of the demand.
By 2033, OUC projects an increase in renewable energy generation from 5 percent to 50 percent,
the second highest in the state. The remainder of energy primarily comes from natural gas and
nuclear, with coal generation completely eliminated.

Table 27: OUC Energy Generation by Fuel Type

Net Energy for Load
Fuel Type 2023 Actual 2033 Projected
GWh % GWh %
Natural Gas 5,144 64.5% 4,002 44.5%
Coal 1,938 24.3% 0 0.0%
Nuclear 494 6.2% 479 5.3%
il 0 0.0% 0 0.0%
Renewable 396 5.0% 4,513 50.2%
Interchange 0 0.0% 0 0.0%
NUG & Other 0 0.0% 0 0.0%
Total 7,972 8,994

Source: 2024 Ten-Year Site Plan and Data Responses

Reliability Requirements

OUC utilizes a 15 percent planning reserve margin criterion for seasonal peak demand. Figure 43
displays the forecast planning reserve margin for OUC through the planning period for both
seasons, including the impact of demand-side management programs. As shown in the figure,
OUC’s generation needs are controlled by its summer peak demand.
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Figure 43: OUC Reserve Margin Forecast
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Generation Resources

As detailed in Table 28, OUC plans on retiring Stanton Energy Center Unit 1, OUC’s oldest coal-
fired unit, in 2025. OUC will convert the remaining coal-fired Stanton Energy Center Unit 2 to a
natural gas-fired unit by the end of 2027. Transmission upgrades planned for 2025 will allow OUC
full access to the firm capacity of their existing Osceola generating unit. OUC anticipates entering
into PPAs for a total of 1,267 MW of solar net capacity and 600 MW of battery storage. These
PPAs are projected to contribute 559 MW and 600 NW to firm summer peak, respectively. OUC
has already signed two of these PPAs, with NextEra for a total of 149 MW of solar capacity with
a planned in-service year of 2024.
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Table 28: OUC Generation Resource Changes

Net
Plant Name Unit Capacity
e & Unit Number Type (MW) e
Sum
Retiring Units
2025 | Stanton Energy Center Unit 1 | Coal ST 311 | Jointly Owned Unit
Total Retirements 311
New Units
| None |
Total New Units 0
Net Additions (311)

Source: 2024 Ten-Year Site Plan
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Seminole Electric Cooperative (SEC)

SEC is a generation and transmission rural electric cooperative that serves its member
cooperatives, and is collectively Florida’s fourth largest utility. SEC’s generation and member
cooperatives are within the FRCC region, with member cooperatives located in central and north
Florida. As a rural electric cooperative, the Commission’s regulatory authority is limited to safety,
rate structure, territorial boundaries, bulk power supply, operations, and planning. Pursuant to
Section 186.801(2), F.S., the Commission finds SEC’s 2024 Ten-Year Site Plan suitable for
planning purposes.

Load and Energy Forecasts

In 2023, SEC member cooperatives had approximately 893,826 customers and annual retail energy
sales of 15,895 GWh or approximately 6.8 percent of Florida’s annual retail energy sales. Over
the last 10 years, SEC’s customer base has increased by 20.7 percent, while its retail energy sales
have increased by 22.7 percent, approximately.

SEC states that, historically, the consumer base of its Seminole-Member system has grown at a
faster rate than the State of Florida as a whole, and this trend is expected to continue. The Utility
noted that the leading indicators for load growth are Florida’s expanding economy and net
migration prospects into the state, especially from “baby boomer” retirees, and migration impacts
during the COVID-19 pandemic. Customer growth and business activity are expected to drive
growth of retail energy sales in a positive direction, while downward pressure is also anticipated.
The downward pressure is expected to come from flattening and declining residential end-use
which is due to growth in efficient technologies, renewable generation, and alternative resources.

Over the current 10-year forecast horizon, SEC is projecting an average annual growth rate in its
customer base of 1.9 percent, and an average annual growth rate in its retail energy sales of 1.7
percent. Figure 44 illustrates historic and prospective forecasted growth rates in customers and
retail energy sales for the resource plan SEC filed in its 2024 TYSP.
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Figure 44: SEC Growth
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The three graphs in Figure 45 show SEC’s seasonal peak demand and net energy for load for the
historic years 2014 through 2023 and forecast years 2024 through 2033. As SEC is a generation
and transmission utility, it does not directly engage in energy efficiency or demand response
programs. Member cooperatives do offer demand-side management programs, the impacts of
which are included in Figure 45.
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SEC Demand and Energy Forecasts

Figure 45
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Fuel Diversity

Table 29 shows SEC’s actual net energy for load by fuel type as of 2023 and the projected fuel
mix for 2033. In 2023, SEC used a mix of natural gas, coal and purchases to meet demand
requirements. However, during the planning period, SEC will be switching to mostly self-
generation by increasing natural gas usage while reducing coal and purchases. By 2033, natural
gas will represent approximately 87 percent of SEC’s fuel usage.

Table 29: SEC Energy Generation by Fuel Type

Net Energy for Load

Fuel Type 2023 Actual 2033 Projected

GWh % GWh %
Natural Gas 8,920 54.7% 16,881 86.6%
Coal 4,896 30.0% 1,366 7.0%
Nuclear 0 0.0% 0 0.0%
0il 18 0.1% 4 0.0%
Renewable 423 2.6% 738 3.8%
Interchange 141 0.9% 0 0.0%
NUG & Other 1,914 11.7% 495 2.5%

Total 16,312 19,484

Source: 2024 Ten-Year Site Plan and Data Responses

Reliability Requirements

SEC utilizes a 15 percent planning reserve margin criterion for seasonal peak demand. Figure 46
displays the forecast planning reserve margin for SEC through the planning period for both
seasons, with and without the use of demand response. Member cooperatives allow SEC to
coordinate demand response resources to maintain reliability. As shown in the figure, SEC’s
generation needs are determined by winter peak demand more often than summer peak demand
during the planning period.
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Figure 46: SEC Reserve Margin Forecast
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Generation Resources

SEC plans to add three units during the planning period, as described in Table 30, all natural gas-
fired generation. SEC plans to add two combined cycles and one combustion turbine during the
planning period. SEC anticipates an additional 300 MW of solar generation through PPAs to
become commercially operational by the end of 2024, of which 119 MW will be considered firm
for summer peak.
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Table 30: SEC Generation Resource Changes

Net
Plant Name . Capacity
Year & Unit Number Unit Type (MW) Notes
Sum
Retiring Units
| None |
Total Retirements 0
New Units
2026 | Shady Hills NG CC 546 | PPSA Approved
2029 | Unnamed CT NG CT 317
2032 | Unnamed CC NG CC 571 | PPSA Approval Needed
Total New Units 1,434
Net Additions 1,434

Source: 2024 Ten-Year Site Plan

104



DRAFT 12-12-2024

City of Tallahassee Utilities (TAL)

TAL is a municipal utility and the second smallest electric utility that files a Ten-Year Site Plan.
The Utility’s service territory is within the FRCC region and primarily consists of the City of
Tallahassee and surrounding areas. As a municipal utility, the Commission’s regulatory authority
is limited to safety, rate structure, territorial boundaries, bulk power supply, operations, and
planning. Pursuant to Section 186.801(2), F.S., the Commission finds TAL’s 2024 Ten-Year Site
Plan suitable for planning purposes.

Load and Energy Forecasts

In 2023, TAL had approximately 119,140 customers and annual retail energy sales of 2,694 GWh
or approximately 1.2 percent of Florida’s annual retail energy sales. Over the last 10 years, TAL’s
customer base has increased by approximately 2.1 percent, while retail energy sales have increased
by approximately 2.4 percent.

TAL’s customer base consists of residential and commercial classes. The total energy consumption
associated with the commercial class is higher than that associated with the residential class. The
Utility’s customer count growth correlates well to the rate of change in Leon County’s population,
household formation, and economic activity; and, the historical trend and 10 year forecast predict
steady growth in its customer counts.

The Utility indicated that its energy efficiency and demand-side management programs have
decreased the average residential and commercial demand and energy requirements and are
projected to somewhat offset the increased growth from population in residential and commercial
customers. Additionally, the Clean Energy Plan, which promotes accelerated installation of
distributed solar PV and heightened energy efficiency investment through 2030, is also projected
to somewhat offset the Utility’s increased load growth from emerging electrification efforts such
as electric vehicle charging. The net effect is the average consumption for residential and
commercial customers may be approaching its minimum and leveling out over time.

Over the current forecast horizon, TAL is projecting an average annual growth rate of
approximately 0.8 percent in its total customer counts, and an average annual growth rate of
approximately 0.2 percent in its annual retail energy sales. Figure 47 illustrates historic and
prospective forecasted growth rates in customers and retail energy sales for the resource plan TAL
filed in its 2024 TYSP.

TAL implemented a new customer management software in 2022 and completed the transition in
2023. The new software positively affected the customer experience in how they are able to view
and pay bills. The side effects of this implementation included some data impacts, such as
transitioning from bill-based customer counts to meter-based customer counts, which overall
reduced the number of customers in the billing system, and reclassifying some non-demand small
commercial to residential classifications. TAL noted that the data collection issues should not
persist in 2024 as the software implementation is complete.
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Figure 47: TAL Growth
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The three graphs in Figure 48 show TAL’s seasonal peak demand and net energy for load for the
historic years of 2014 through 2023 and forecast years 2024 through 2033. These graphs include
the impact of demand-side management, and for future years assume that all available demand
response resources will be activated during the seasonal peak. TAL offers energy efficiency and
demand response programs to customers to reduce peak demand and annual energy consumption.
Currently, TAL only offers demand response programs targeting appliances that contribute to
summer peak, and therefore have no effect upon winter peak.

106



Demand Response ==#==Total Demand ==@=Net Firm Demand

DRAFT 12-12-2024
TAL Demand and Energy Forecasts

Figure 48
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Fuel Diversity

Table 31 shows TAL’s actual net energy for load by fuel type as of 2023 and the projected fuel
mix for 2033. TAL relies almost exclusively on natural gas for its generation, excluding some
purchases from other utilities and qualifying facilities. Natural gas is anticipated to remain the
primary fuel source on the system. TAL projects it will continue to be a net exporter of energy,
primarily of off-peak power during shoulder months due to its generation’s operating
characteristics.

Table 31: TAL Energy Generation by Fuel Type

Net Energy for Load
Fuel Type 2023 Actual 2033 Projected
GWh % GWh %
Natural Gas 3053 110.9% 2,780 97.3%
Coal 0 0.0% 0 0.0%
Nuclear 0 0.0% 0 0.0%
Oil 2 0.1% 0 0.0%
Renewable 107 3.9% 111 3.9%
Interchange 0 0.0% 0 0.0%
NUG & Other (409) -14.9% (35) 1.2%
Total 2,753 2,856

Source: 2024 Ten-Year Site Plan and Data Responses

Reliability Requirements

TAL utilizes a 17 percent planning reserve margin criterion for seasonal peak demand. Figure 49
displays the forecast planning reserve margin for TAL through the planning period for both
seasons, with and without the use of demand response. As discussed above, TAL only offers
demand response programs applicable to the summer peak. As shown in the figure, TAL’s
generation needs are controlled by its summer peak throughout the planning period.

108



DRAFT 12-12-2024

Figure 49: TAL Reserve Margin Forecast
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Generation Resources
TAL plans no unit additions or retirements during the planning period.
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I. Executive Summary

The Legislature tasked the Florida Public Service Commission (Commission or FPSC), in
consultation with the Division of Emergency Management and the Florida Digital Service, to
develop and recommend a plan for conducting an assessment of “the security and resiliency of
the state’s electric grid and natural gas facilities against both physical and cyber threats.” Ch.
2024-186, section 20, Laws of Florida.

The Commission recommends that an assessment plan should primarily focus on the following
five essential functions of a comprehensive cyber and physical security program:

Risk Assessment and Mitigation

Self-Evaluation of Processes and Internal Controls
Regulatory Compliance

Information and Operational Technology Protection
Readiness Planning and Testing

® & O o o

Florida’s electric and natural gas utilities recognize they must vigorously address each of these
functions in their security programs and have dedicated substantial resources to maintain security
and service reliability. Though specific regulatory requirements drive some activities, each utility
exercises broad discretion in executing these functions. Utilities’ risk profiles, financial
resources, and subject matter expertise vary widely, as do the protection programs they deploy.

In developing a plan for assessing protections against cyber and physical attacks, the
Commission recommends that the scope be focused upon these elements:

¢ The present and near-future challenges Florida’s electric and natural gas utilities face within
the constantly-evolving cyber and physical attack threat landscape. A description of the
present threat landscape is provided in Chapter II of the report.

¢ The regulatory approach and compliance requirements presently in use by federal and state
regulators to govern and assess the security and resilience of the electric and natural gas
industries. Chapter III provides a description of the various governmental agencies
involved in oversight of cyber and physical security protection, and their respective roles.

¢ The industry best practices regarding cyber and physical security currently being deployed
by electric and natural gas utilities to maintain the security and resilience of critical assets
and operations. The elemental functions and activities necessary for protection against
attacks are discussed in Chapter IV.



¢  The challenge posed by the sensitive nature of utility cyber and physical protection efforts
and the need for an assessment process to balance confidentiality concerns against statutory
public disclosure requirements. These issues are discussed in Chapter V of the report.

B. Process Recommendations \

In preparing an assessment plan, the Commission observes that the following initial steps will be
required:

¢ Identify and define the appropriate role for Florida’s state government to play in assessing
the status of protections against cyber and physical attacks.

¢ Identify the duties, skillsets, and resources necessary to perform this defined role and assign
responsibilities among state agencies or create a new organizational structure under the
auspices of the State of Florida.

¢ Develop an assessment methodology that will overcome challenges posed by the highly
sensitive nature of confidential utility information.

A collaborative approach to the assessment is recommended, seeking input and cooperation from
utilities. Since the subject matter inherently involves a high degree of sensitivity and
confidentiality, the assessment team would face challenges protecting the security of
information. Fostering mutual trust and candor with Florida utilities would be essential.
Chapter V of the report presents the Commission’s analysis of these inherent confidentiality
issues.

The Commission suggests a management audit methodology be used. The Commission’s
ongoing management audits, which began in 2013, have successfully monitored the status of the
cyber and physical security protections of Florida’s large electric utilities. Cooperation and
extensive input from utilities will be vital to an assessment.

If a more hands-on, technical assessment is deemed necessary, the Legislature should assess the
capabilities and skill sets available from state agencies. The use of outside subject matter
expertise may be advisable.

C. Assessment Plan Recommendations \

The Commission recommends an assessment plan should primarily focus on the following five
essential functions necessary for maintaining comprehensive cyber and physical security
programs:

¢ Risk Assessment, Monitoring, and Mitigation
¢ Self-Evaluation of Processes and Internal Controls
¢ Regulatory Compliance



¢ Information and Operational Technology System Protection
¢ Readiness Testing Activities

Within these five functions, the Commission recommends consideration of the following 16
descriptions of essential activities and approaches that are characteristic of effective utility cyber
and physical security programs. Evaluation of the extent to which a utility has prioritized and
undertaken these activities will provide the basis for assessing its preparedness against threats.

Risk Assessment, Monitoring, and Mitigation
Comprehensive approach to enterprise risk assessment and prioritization of responses

Ongoing monitoring of risks and development and execution of mitigation efforts

Self-Evaluation of Processes and Internal Controls
Risk-based program of internal audit activities to assess adequacy and effectiveness of internal
controls and procedures

Ongoing self-evaluation of rigor and development of the cyber and physical security
organization

Ongoing self-evaluation of voluntary adherence to National Institute of Standards and
Technology (NIST) Cybersecurity Framework

Regulatory Compliance

Compliance with Federal Energy Regulatory Commission (FERC)-approved North American
Reliability Corporation (NERC) Critical Infrastructure Protection (CIP) reliability standards and
North American Energy Standards Board (NAESB) business practice standards

Compliance with applicable rules and regulatory requirements of Department of Homeland
Security (DHS), Critical Infrastructure Security Agency (CISA), Transportation Security
Administration (TSA), and Department of Energy (DOE)

Compliance with applicable state statutes, FPSC rules and orders, and participation in
Commission’s periodic operational reviews of cyber and physical security protections

Information and Operational Technology System Protection
Ongoing monitoring of critical systems access authorization for utility and third-party personnel,
and through password and multi-factor authentication control procedures

Ongoing monitoring of server and application network environment configuration changes,
system updates and patching, and maintaining records of Information Technology (IT) and
Industrial Control Systems/Operational Technology (ICS/OT) system events and disruptions

Coordinated protections and separation of IT and ICS/OT systems



Rigorous supply chain screening and protection controls including upstream verification of
vendor sourcing through software and hardware bill of materials, and damage protection contract
language

Application of endpoint detection and response and threat-hunting tools (provided in-house or by
consultants)

Readiness Testing Activities
Response and recovery planning, preparation, and updating of post-incident response and
recovery plans

Testing attack readiness through facilities inspections and simulation exercises

Collaboration and information sharing through industry associations, law enforcement agencies,
and Information and Sharing and Analysis Centers (ISACs)



II. Background and Perspective

A. Threat Landscape \

The worldwide cyber and physical attack threat landscape for critical infrastructure involves
various categories of malicious actors who deploy constantly-evolving attack vectors. Threat
actors constantly develop methods of intrusion and refine existing ones. Targeted entities
respond, attempting to detect, defeat, and ultimately prevent attacks of known types while
attempting to catch up with new attack methods.

High-value targets within Florida’s critical infrastructure sector include manufacturing, financial
services, government, healthcare, and utilities. Several categories of malicious actors possessing
differing levels of ability and sophistication maintain non-stop barrages of malicious probing.
Collectively this activity takes the form of millions of daily intrusion attempts from varied
techniques, such as simple phishing, unauthorized breach of IT and ICS/OT systems, data theft,
malware insertion, and supply-chain infection.

In targeting electric and natural gas utilities, potential nation-state actors could seek out targets
with the largest potential impact. By triggering cascading outages of portions of the national
Bulk Electric Supply (BES) or disrupting the network of interstate natural gas transmission
pipelines, actors could cripple parts of the U.S. for extended periods. Though generation reserve
margins and intentional network layout redundancy provide a degree of protection, widespread
extended electrical outages are more than theoretical possibilities. Specifically, BES interstate
transmission lines and substations present the most impactful potential targets. As will be
discussed in Chapter III, security and operation of these assets are largely subject to federal
jurisdiction by agencies such as FERC, DOE, and DHS.

In response to the challenging threat landscape, Florida utilities are dedicating extensive
resources to provide protection, detection, and recovery readiness. Ongoing risk assessments and
security controls preparation and testing are conducted. Large utilities maintain a defense-in-
depth strategy deploying sizeable staffs of cyber technology professionals, cooperating with
relevant federal agencies to comply with rules and statutes. They are also scrutinizing supply
chain vulnerabilities, making use of smart technology, and performing ongoing self-assessments.

1. Nation-State Threats
A growing number of known and suspected nation-state actor organizations pose the most
serious threat to U.S. critical infrastructure. They wield substantial technical expertise and
resource backing. The most active and sophisticated cyber attack organizations are sponsored by
Russia, the Peoples Republic of China, the Islamic Republic of Iran, and the People’s
Democratic Republic of Korea.

Motivated politically, nation-state threat groups seek to disrupt operations, cause physical
damage, steal intellectual property, and maintain long-term surveillance, often from within
infiltrated IT systems. These activities present a serious national security risk that is managed by
the Department of Defense (DOD), and federal intelligence agencies such as the Federal Bureau
of Investigation (FBI).



2. Other Criminal Threats

Many cybercriminal threat actors deploy most of the same tactics as nation-state actors, but focus
on generating financial gain through cyber attacks. This category of threat actors may have no
political or social change motivation, but they may also provide services for hire to nation-states
to assist in malware and ransomware attacks.

Ransomware has grown as an attack vector, leveraging system intrusions to yield payment of
sizeable ransom demands. Following an intrusion, the threat actor succeeds in denying use of a
system or application, while threatening to extract and release or destroy confidential
information. As in human kidnapping cases, the intruder makes payment demands, provides
instructions, and applies deadline pressure to rush the victimized entity to respond. A succession
of threatened actions are presented to obtain compliance, though some may be calculated bluffs.

The FBI is the lead federal agency for investigating cyber attacks and intrusions. FBI
investigations have led to the recovery of some ransom payments. However, once ransom
demands are paid, it remains to be seen whether the attackers keep their promise to re-instate the
denied system access or recover captured data. In some cases, where attackers kept promises to
restore system use or return stolen data, they have issued statements that the intrusion was only
executed for financial motives and not to cause damage or unrest.

B. Noteworthy Cyber and Physical Attacks

To date, despite the barrage of attempts and intrusions that have impacted various industry sector
operations worldwide, no cyber or physical attack on the U.S. electrical grid has resulted in
significant extended customer outages.

All attacks can provide lessons about the methods and capabilities of attackers. Several notable
attacks within the U.S. and elsewhere are highlighted below as examples of various cyber and
physical attack vectors, and the varying degrees of impact.

1. Russian Cyber Attacks on Ukraine

In 2015 and 2016, the “Sandworm” threat group, associated with the Russian Federation
intelligence agency, triggered power outages in Ukraine using malware. Attackers remotely
switched off 30 substations by manipulating three Ukrainian distribution utilities’ control
systems. Power was interrupted for approximately three hours system-wide and about 230,000
customers lost power for up to six hours. In 2016, a fully-automated second cyber attack gained
access to the Ukrainian utilities’ networks. Sandworm used malware to attack a transmission
system control center causing a portion of Kiev to lose power for an hour.

In April 2022, the Computer Emergency Response Team of Ukraine reported that Sandworm
targeted a high-voltage electrical substation in Ukraine once again using malware. Sandworm
planted the malware on systems within a regional Ukraine energy firm and moved laterally from
the IT network. The attempt appeared to target the ICS/OT network with intent to—send
commands to substation devices controlling the flow of power. The cyber attack was detected



and mitigated before a blackout occurred that could have potentially impacted up to two million
people. This incident underscores the national security implications of cyber attacks.

2. SolarWinds

In December 2020, the most widespread supply chain malware attack to date in the U.S. was
discovered. Malicious actors, directed by the Russian Foreign Intelligence Service, penetrated
U.S. software developer SolarWinds, inserting malware into an update being developed for
distribution to customers using SolarWinds’ Orion business software. The supply chain attack
allowed hackers to access the network of U.S. cybersecurity firm FireEye, which provides
hardware, software, and services to investigate cybersecurity attacks and protect against
malicious software. FireEye detected the supply chain breach and recognized that attackers
entered through a backdoor in the SolarWinds software via an update. Once the update was sent
to nearly 18,000 SolarWinds customers, the infection (since dubbed SUNBURST) rapidly spread
worldwide.

Affected organizations worldwide included NATO, the UK. and U.S. governments, the
European Parliament and Microsoft. SolarWinds stated that its customers included 425 of the
U.S. Fortune 500 companies, the top ten U.S. telecommunications companies, electrical
utilities, the top five U.S. accounting firms, all branches of the U.S. Military, the Pentagon,
the State Department, and hundreds of universities and colleges worldwide. The malware
was imbedded in the IT/OT systems of the impacted organizations and allowed the attackers
to transfer and execute files, as well as profile and disable system services. Mitigation
actions included rebuilding systems and improving threat detection and vulnerability testing.
SolarWinds has since introduced new software development practices and technologies to
strengthen its cybersecurity protections.

3. CrowdStrike Falcon Software Release

CrowdStrike offers Falcon, which is an endpoint detection and response software platform that
uses artificial intelligence and machine learning to protect customer systems from the latest
advanced threats. In February 2024, CrowdStrike developed and tested new software for
Microsoft Windows and other systems that was integrated into the Falcon platform.

In July 2024, CrowdStrike released the software update, and an undetected error caused major
disruptions to systems supporting aviation, banking, healthcare, and other industries. The effects
of the incident were worldwide, impacting 8.5 million Windows devices and other IT systems.
Remediation costs exceeded $700 million. Though this incident did not involve malicious actors
like the SolarWinds “SUNBURST” supply chain attack, it illustrates the wide reach of a
successful intentional attack.

CrowdStrike has deployed process improvements and remediation steps, and its peer-reviewed
analysis concludes that “the incident is not exploitable in a way that achieves privilege escalation
or remote code execution.”

4. Colonial Pipeline
On May 7, 2021, Colonial Pipeline, a gasoline and jet fuel system serving the southeastern U.S.,
suffered a ransomware cyber attack. According to the FBI, the attack was the work of “REvil,” a



Russian-based hacking organization, and a closely-associated ransomware group known as
“DarkSide.”

Colonial shut down its pipeline to contain the attack and prevent possible system damage. While
the OT systems were not affected, the company’s IT billing system was compromised. The six-
day shutdown caused national impact and was the most successful cyber attack to date on a U.S.
energy sector infrastructure target. Since a similar attack could also be executed against a large
natural gas pipeline, the Colonial event heightened concerns about preparedness of natural gas
pipeline companies.

Within several hours of the attack, Colonial paid the requested ransom of 75 bitcoins worth $4.4
million. The hackers did provide Colonial Pipeline the necessary software application to restore
its network, but the network still operated very slowly. The restart of pipeline operations began
at 5 p.m. on May 12, ending a six-day shutdown. On June 7, the Department of Justice (DOJ)
announced that it had recovered 63.7 bitcoins worth $2.3 million of the company’s payment,
leaving Colonial with a loss of $2.1 million. Additionally, the Pipeline and Hazardous Materials
Safety Administration (PHMSA) penalized Colonial $986,400 for control room management
failures.

5. City of Oldsmar, Florida Water Plant ICS/OT Attack

In February 2021, the drinking water treatment facility for the City of Oldsmar, Florida was the
target of a cyber attack. The municipally-owned facility provides water to businesses and 15,000
residents in Pinellas County, Florida. Unidentified cyber actors obtained access to the
Supervisory Control and Data Acquisition (SCADA) system used for real-time monitoring of
processes that control operational devices (e.g., pumps, switches, and valves). They accessed
SCADA by exploiting cybersecurity weaknesses such as poor password security, an outdated
operating system, and unprotected internet-based remote access software. This access enabled
the cyber actors to increase the amount of caustic sodium hydroxide (lye) used in the water
treatment process. Plant personnel immediately noticed the change in dosing amounts and
corrected the issue before the SCADA system’s software detected the manipulation. No
customers or company personnel were harmed. Oldsmar’s treatment process remained
unaffected and continued to operate as normal, but the incident provided motivation nationwide
for small water utilities to address the very basic protection weaknesses that were exploited.

6. PIPEDREAM Malware Detected

“PIPEDREAM” is an ICS/OT malware attack framework with primary focus on critical
infrastructure equipment and related technologies in oil, gas, and electric power operations.
PIPEDREAM has been credited to a group named CHERNOVITE, which is believed to be a
Russian state-sponsored threat actor. According to the Critical Infrastructure Security Agency
(CISA), advanced persistent threat actors have exhibited the capability to gain full system access
to multiple ICS/SCADA devices. With access to ICS/SCADA devices, attackers could move
laterally within the OT network to disrupt critical functions or devices.

After initial discovery in April 2022, a cybersecurity threat hunting consultant continued to
observe and track PIPEDREAM to determine its capabilities and source. Natural gas and power
generation industries may have been targeted.



The discovery of PIPEDREAM is the first instance of pre-emptive detection of a major potential
attack targeting ICS/OT. No damage or interruption of operations was caused, but the discovery
of this threat has prompted widespread response by potential targets.

Threat groups employing the PIPEDREAM malware appear to be learning from each other, and
adopting tactics from previous attacks. Potential targets continue to proactively perform
mitigation activities, such as monitoring their industrial environments for vulnerabilities,
conducting active threat detection activities, reviewing cybersecurity advisories, and tracking
recent intrusion tactics.

7. Physical Attacks on Substations

An April 2013 attack on Pacific Gas & Electric’s Metcalf transmission substation near San Jose,
California increased concerns about physical attacks on utility infrastructure. At least one shooter
fired a rifle through a substation fence under cover of darkness resulting in more than $15
million in damage to 17 transmission transformers. PG&E was able to avoid any customer
outages by rerouting its power supply. After the attack, FERC created CIP-014 imposing
mandatory physical security standards for substations.

A few similar attacks have occurred in recent years. In December 2022, a coordinated physical
security attack disabled two substations in Moore County, North Carolina. Rifle fire was used to
damage critical substation components leaving about 45,000 customers without power. Service
to all customers was restored within five days. The attack is being investigated by local, state,
and federal law enforcement.

In 2022, a single shooter attacked an electric substation in North Dakota with a high-powered
rifle causing $1.2 million in damage and power outages to 240 customers. The same shooter was
eventually arrested after causing $450,000 of damage in 2023 to transformers at a pump station
of the Keystone Pipeline in South Dakota. Though power outages in these attacks have not been
significant, there is a substantial cost and supply chain lag time in replacing large substation
transformers.
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III. Current Oversight and Protections

A. Federal Jurisdiction \

Several federal regulatory agencies have issued cyber and physical security standards and
guidelines. Some of the standards are mandatory while others are voluntary. The responsibilities
of these agencies overlap to an extent and continue to evolve. A simplified overview of the
federal agency roles in cyber and physical security is presented in Figure 1.

Federal Regulatory Structure

Cyber and Physical Security
2024
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Figure 1

1. National Institute of Standards and Technology (NIST)

NIST, an agency within the Department of Commerce, is responsible for developing cyber and
physical security standards, guidelines, best practices, and other resources for public and private-
sector entities. The amended Federal Information Security Modernization Act of 2014 (FISMA)
designated NIST as the lead federal agency to develop and promote technology standards and
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guidelines. In response, NIST developed the framework for improving critical infrastructure
cyber and physical security needed for FISMA compliance. The NIST Cybersecurity Framework
is a set of voluntary best practices, standards, and recommendations to help owners and operators
of critical infrastructure to manage and reduce their cyber and physical security risk and protect
their networks and data.

Table 1 depicts the NIST Cybersecurity Framework’s core functions and categories of activity.
The framework outlines cybersecurity capabilities, projects, processes, and daily activities into
six functions and 22 categories of activity. The six elemental functions (govern, identify, protect,
detect, respond, and recover) provide a high-level view of an organization’s functions and
objectives for managing cybersecurity risk. Within these functions, the framework identifies 22
categories of activity essential to maintaining effective cybersecurity and physical security

programs.
NIST Cybersecurity Framework
2024

Function Categories

*QOrganizational Context

*Risk Management Strategy

Govern *Roles, Responsibilities, and Authorities
*Policy

*Qversight

*Cybersecurity Supply Chain Risk Management
*Asset Management

Identify *Risk Assessment

*Improvement

*Identity Management, Authentication, and Access
Control

*Awareness and Training

Protect *Data Security
*Platform Security
*Technology Infrastructure Resilience

Detect *Continuous Monitoring
*Adverse Event Analysis
*Incident Management

Respond *Incident Analysis
*Incident Response, Reporting, and Communication
*Incident Mitigation

Recover *Incident Recovery Plan Execution
*Incident Recovery Communication

Table 1

For most organizations, the NIST Cybersecurity Framework is best used as a starting point for
implementing cyber and physical security programs and can guide an organization in
determining the maturity level within each of the six functional areas.

2. Federal Energy Regulatory Commission (FERC)

The interstate transmission of electricity and natural gas is regulated by the FERC, an
independent agency of the United States government. Unlike NIST’s voluntary Framework,
FERC’s cyber and physical reliability standards are mandatory for the protection of the North
American Bulk Electric System (BES). The BES, often referred to as “the grid,” is the network
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of interconnected electrical systems consisting of power generation, transmission facilities (rated
at or above 100 kV) and control systems. The facilities and control systems are necessary to
maintain an uninterrupted flow of electricity to homes and businesses across the country.

In 2003, the largest power outage in the history of North America was triggered by vegetation
contacting overloaded transmission lines. Widespread blackouts were experienced by 50 million
customers through the northeastern United States and Ontario. In response to this preventable
event, Congress expanded FERC’s role and jurisdiction pertaining to the BES, as discussed
below.

a. North American Electric Reliability Corporation (NERC)

In 2006, FERC designated NERC as the Electric Reliability Organization (ERO) to develop
and enforce mandatory reliability standards for the electric grid. In 2008, Critical Infrastructure
Protection (CIP) reliability standards were introduced to safeguard the power grid from cyber
and physical attacks. These standards required identifying and protecting critical assets,
implementing security controls, and conducting regular assessments to ensure compliance. FERC
may impose significant penalties for non-compliance. In 2014, NERC in partnership with NIST,
mapped each CIP reliability requirement to the NIST Cybersecurity Framework function,
category, and subcategory.

NERC CIP standards prescribe core protections and practices for designated assets owned and
operated by electric utilities. NERC further oversees enforcement of CIP standards through a
cyclical compliance audit program. Compliance failures may trigger sizable penalties, of as
much as one million dollars per day per violation, and are resolved under additional scrutiny by
NERC and FERC.

As directed by FERC, NERC develops revisions and additions to existing CIP standards that
must be approved for enactment by FERC. Table 2 lists the current 13 NERC CIP standards,
which address requirements for identifying critical cyber assets, developing security
management controls, training, facility security, supply chain risk management, use of firewalls,
and incident reporting and recovery. Also shown is CIP-015, which is pending FERC approval.
CIP-015 will require network security monitoring within trusted zones, such as electronic
security perimeters, to effectively detect intrusions and malicious activity.
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NERC

Critical Infrastructure Protection Reliability Standards

pLop 2.
Standard Title Purpose
BES Cyber System | Identify and categorize BES cyber systems and their
CIP-002 D )
Categorization associated BES cyber assets.
. Specify consistent and sustainable security management
Security - s -~
controls that establish responsibility and accountability to
CIP-003 Management . - h |
Controls protect B_ES cybgr systgms ggalr!st compromise that could
lead to misoperation or instability in the BES.
Personnel and Require an appropriate level of personnel risk assessment,
CIP-004 Traini training, and security awareness in support of protecting BES
raining
cyber systems.
. . Manage electronic access to BES cyber systems by specifying
CIP-005 EIectrorpc Security a controlled electronic security perimeter in support of
Perimeters . . .
protecting BES cyber systems against compromise.
. . Manage physical access to BES cyber systems by specifying
_ Physical Security of - . - .
CIP-006 BES Cyber Systems a physical sgcurlty plan in support of protecting BES cyber
systems against compromise.
. Manage system security by specifying select technical,
CIP-007 System Security operational, and procedural requirements in support of
Management : : .
protecting BES cyber systems against compromise.
Incident Reporting | Mitigate the risk to the reliable operation of the BES as the
CIP-008 and Response result of a cybersecurity Incident by specifying incident
Planning response requirements.
Recover reliability functions performed by BES cyber systems
Recovery Plans for e . .
CIP-009 BES Cvber Svstems by specifying recovery plan requirements in support of the
Y Y continued stability, operability, and reliability of the BES.
Concfrl]%t.rl]ra:on Prevent and detect unauthorized changes to BES cyber
9 systems by specifying configuration change management
Management and - . .
CIP-010 Vulnerabilit and vulnerability assessment requirements in support of
Y protecting BES cyber systems from compromise.
Assessments
Prevent unauthorized access to BES cyber system
CIP-011 Information information by specifying information protection
Protection requirements in support of protecting BES cyber systems
against compromise.
Communications Protect the confidentiality and integrity of Real-time
CIP-012 between Control Assessment and Real-time monitoring data transmitted
Centers between Control Centers.
To mitigate cybersecurity risks to the reliable operation of
CIP-013 Supply Chain the Bulk Electric System (BES) by implementing security
Risk Management | controls for supply chain risk management of BES Cyber
Systems.
Identify and protect transmission stations and transmission
substations, and their associated primary control centers
CIP-014 Physical Security that, if rendered inoperable or damaged as a result of a
physical attack could result in instability, uncontrolled
separation, or cascading outages within an interconnection.
CIP-015 s . .
(Pending Internal Network Improve prgb_ablllty of_ _detec_tmg anomalous or unauthorized
. L network activity to facilitate improved response and recovery
FERC Security Monitoring
from an attack.
Approval)
Table 2
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b. North American Energy Standards Board (NAESB)

NAESB is an industry forum for the development of standards to promote more competitive,
efficient, and transparent business processes for the wholesale and retail natural gas and electric
industries. NAESB standards development process involves support from DOE, FERC, NERC,
NARUC, state utility commissions, and other governmental agencies at both the federal and state
level. NAESB standards are adopted based on a consensus process and are initially voluntary;
however, these become mandatory for public utilities upon approval by FERC. NAESB
standards apply to four industry quadrants:

Wholesale Gas Quadrant
Retail Gas Quadrant
Wholesale Electric Quadrant
Retail Electric Quadrant

* & o o

The standards within each quadrant continue to evolve to meet industry needs. For example, on
September 19, 2024, FERC approved the most recent version of the business practice standards
for the gas industry. The approved standards include revisions such as consolidating existing
NAESB cybersecurity-related standards into a single manual. This effort should expedite the
NAESB and FERC standards revision process. The standards strengthen cybersecurity
protections through the use of secure communication and encryption methodologies, as well as
measures to mitigate vulnerabilities such as:

¢ Using whitelisting and multi-factor authentication for file-to-file transactions.
¢ Incorporating firewalls, intrusion detection, and intrusion prevention system.

¢ Ensuring Open Access Same-Time Information Systems applications are secure against
common industry recognized vulnerabilities.

¢ Applying software patches and updates in a timely fashion, ideally within seven days of
availability.

¢ Performing quarterly vulnerability scans and penetration testing as well as annual business
continuity and disaster recovery exercises.

3. Department of Homeland Security (DHS)

DHS is the federal executive agency responsible for public security. DHS has six overarching
security plan initiatives, one of which is to secure cyberspace and critical infrastructure. The
Homeland Security Act of 2002 gave DHS the overall responsibility to collaborate with
government and private sector participants to develop the National Infrastructure Protection Plan
(NIPP) to manage risk and achieve security and resilience outcomes. The initial version of the
NIPP was released in 2006 and the most recent version in 2013 further integrates cyber and
physical security planning.

The 2013 NIPP identifies 16 critical infrastructure sectors from all levels of government and
industry, one of which is the energy sector. Other sectors, for example, include emergency
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services, communications, food and agriculture. The NIPP directs DHS as the lead agency to
coordinate with the critical infrastructure sectors to improve information sharing and
collaboratively develop and implement risk-based approaches to cyber and physical security and
the resilience of critical infrastructure assets, systems, and networks.

a. Cybersecurity and Infrastructure Security Agency (CISA)
In 2018, Congress passed the Cybersecurity and Infrastructure Act, establishing CISA within
DHS. Its mission is to protect the nation's critical infrastructure from cyber and physical
threats, and the networks of federal civilian agencies from cyber threats. CISA works with
partners across government and industry to communicate current cyber trends and attacks,
manage cyber risks, strengthen defenses, and implement preventative measures.

CISA develops and publishes rules for companies that provide critical infrastructure and will
require reports of cybersecurity incidents within 72 hours and ransomware attacks within 24
hours. CISA provides alerts about current security issues, vulnerabilities, and exploits. CISA’s
Joint Cyber Defense Collaborative is a public-private partnership that proactively gathers,
analyzes, and shares actionable cyber risk information to enhance cybersecurity planning, cyber
defense, and response.

CISA further administers the Cyber Safety Review Board that conducts fact-finding and
produces recommendations in the wake of major cyber incidents. The Board consists of

cybersecurity experts from the private sector and senior officials from government agencies such
as DHS, CISA, DOD, FBI, and Office of Management and Budget.

b. Transportation and Security Administration (TSA)
TSA is an arm of DHS charged with developing key policies and securing the nation’s
transportation systems (e.g., pipelines, ports, highways, railroads, and mass transit systems) from
all threats, including physical and cyber attacks.

Prior to the Colonial Pipeline cyber attack in 2021, TSA’s Pipeline Security Guidelines relied on
voluntary industry compliance. Following the attack, TSA, in coordination with CISA, issued
two Security Directives mandating that critical pipeline owners and operators implement
cybersecurity measures. The first Directive required pipeline owners and operators of critical
pipelines to designate a cybersecurity coordinator. The coordinator is required to be available to
TSA at all times to coordinate cybersecurity practices and report any incidents to CISA. The
report must identify any gaps, develop a remediation plan if necessary, and report the results to
TSA and CISA.

The second Security Directive required owners and operators of critical pipelines to implement
specific mitigation measures to protect against ransomware attacks and other known threats to IT
and ICS/OT systems. The Directive further required pipeline operators to implement a
cybersecurity contingency and recovery plan, and to conduct a cybersecurity architecture design
review.

In 2023, TSA updated its Security Directives to require oil and natural gas pipeline owners and
operators to:
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¢ Annually submit an updated cybersecurity assessment plan to TSA for review and approval.

¢ Annually report the results from the previous year’s assessment, with a schedule for future
assessment and auditing of specific cybersecurity measures for effectiveness. TSA requires
all security measures of owners and operators to be assessed every three years.

¢ Develop and maintain a Cybersecurity Incident Response Plan (CIRP) that includes measures
to be taken in the event of a cybersecurity incident.

¢ Test at least two CIRP objectives for effectiveness and include individuals serving in
positions identified in the plan for their required annual exercises.

4. Department of Transportation (DOT)

While TSA’s Security Directives require pipeline owners and operators to adequately prepare for
and respond to cyber and physical attacks, the Pipeline and Hazardous Materials Safety
Administration (PHMSA), within DOT, regulates the safe transportation of oil and gas pipelines.
PHMSA oversees the safe design, operations, and maintenance of oil, gas, and other hazardous
materials pipelines. This includes the oversight of pipeline control rooms and the ICS/OT side of
pipeline operations.

PHMSA monitors compliance by operators of transmission and distribution pipeline systems
through field inspections of facilities, operator management systems, procedures, and processes,
and has a range of enforcement mechanisms and penalties for violations of its regulations.
Although PHMSA does not have direct authority to regulate cyber and physical security, its
safety oversight is clearly linked to security. PHMSA reviews and inspects the facilities and
systems of owners and operators and enforces both safety and security-related requirements such
as:

¢ Developing security plans that include elements such as personnel security, unauthorized
access, and en-route security.

¢ Developing and maintaining emergency response information that includes mitigation
measures to be taken when an incident occurs.

¢ Providing incident details to the National Response Center within one hour of discovery.

PHMSA and TSA have an interagency information-sharing agreement that enhances
coordination efforts to advance pipeline safety and security, and improve information sharing on
security incidents.

5. Department of Energy (DOE)

DHS designated the DOE as the lead agency to oversee energy sector security, which includes
the electricity, oil, and natural gas industries. In partnership with DOE, the Electricity Sector
Coordinating Council and the Oil and Natural Gas Coordinating Council developed an Energy
Sector-Specific Plan (ESSP) to help achieve the following critical infrastructure security and
resilience goals:
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Assessing security risks and threats

Securing critical infrastructure from all hazards
Enhancing critical infrastructure resilience
Sharing information

Promoting learning and adaptation

® & O o o

The approaches and activities discussed in the ESSP to support these goals are:

Risk Management

Interdependence and Coordination

Information Sharing and Communication

Critical Infrastructure Resilience and Preparedness

* & o o

a. Risk Management
The energy sector faces a wide variety of risks that are evolving and may be difficult to assess or
quantify due to a high level of uncertainty about the frequency or severity of events. Some of
these risks include cyber and physical security threats. As such, the ESSP identified some
initiatives undertaken by the energy sector to address these evolving risks.

One initiative is the DOE’s development of the Energy Sector Cybersecurity Framework
Implementation Guidance. The Guide is used to facilitate the energy sector’s implementation of
the NIST Cybersecurity Framework using existing sector-specific standards, tools, and processes
to help the energy industry manage and protect its systems.

Another initiative is DOE’s development, in collaboration with industry partners, of the
Cybersecurity Capability Maturity Model (C2M2) to improve the energy sector’s cybersecurity
capabilities and to understand the cybersecurity posture of the industry. The C2M2 is a voluntary
self-assessment used to evaluate, prioritize, and improve cybersecurity capabilities. C2M2
addresses new technologies such as cloud computing, mobile computing devices (e.g.,
smartphones and laptops), and artificial intelligence, as well as evolving threats such as
ransomware and supply chain risks. It also included a secondary assessment to gauge a baseline
maturity indicator level measurement for the ICS/OT environment. Two distinct C2M2s exist—
one for the electric industry and another for the oil and natural gas industry.

b. Interdependence and Coordination
Technical innovations and developments in digital information and communications dramatically
increased interdependencies among the nation’s critical infrastructure sectors. Energy
infrastructure provides essential fuel to all critical infrastructure sectors, and without energy,
none of them can operate properly. Thus, its reliable operation is so critical that a disruption or
loss of energy function will directly affect the security and resilience of other critical
infrastructure sectors.

Both electricity and natural gas sector stakeholders in government and private sectors have

undertaken a wide variety of approaches to address these concerns, including reliability
assessments, interdependency studies, and coordinating activities, as well as policy reforms to
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enhance the coordination and scheduling of natural gas pipeline capacity with electricity
markets.

To better understand and mitigate potential impacts of cross-sector interdependencies, various
regional and local exercises and coordinating activities are underway, including the Regional
Resiliency Assessment Program. The program evaluates critical infrastructure from an all-
hazards perspective to identify dependencies, interdependencies, cascading effects, and resilience
characteristics, as well as regional capabilities and gaps.

c. Information Sharing and Communication
The DOE’s Office of Cybersecurity, Energy Security, and Emergency Response (CESER) is the
lead agency responsible for monitoring and responding to disruptions to the energy sector,
including cyber and physical attacks. CESER works with state and local governments to share
threat and intelligence information.

Many information sharing mechanisms exist between government and industry, within the
critical infrastructure community, as well as through various industry trade associations. The
Homeland Security Information Network (HSIN) provides a national platform to share homeland
security information with sector partners. HSIN is a secure, web-based platform for sensitive, but
unclassified information sharing and communication among federal, state, local, and private
entities, as well as international partners. HSIN is just one of many information sharing
mechanisms for critical infrastructure.

There are three key private sector information sharing tools in the energy sector: the Electricity
Information Sharing and Analysis Center (E-ISAC), the Oil and Natural Gas ISAC (ONG-
ISAC), and the Downstream Natural Gas ISAC (DNG-ISAC). These three ISACs serve the same
objectives: collaboration, trusted information sharing, and timely threat intelligence analysis.
Industry participation in the ISACs is voluntary.

d. Critical Infrastructure Resilience and Preparedness

Incident response planning and exercise is an essential part of the energy sector’s resilience
because preparation minimizes the disruption of critical infrastructure functions and associated
consequences during an incident. Many incident response initiatives are in place to help maintain
a secure, reliable, and resilient energy infrastructure. Preparation exercises are held at the federal,
regional, state, local, and private levels, and are designed to prepare for and respond to incidents
in order to minimize impacts resulting from a disaster. DOE and other government partners work
with their industry partners for planning and encourage them to participate in the exercises.

To test these plans and response frameworks, government and industry participate in different
exercises that may be organization-specific, regionally-focused, sector-specific, national, or
international in nature. For example, NERC’s biennial Grid Security Exercise (GridEx) allows
participants to consider scenarios that impact their operations and require them to test response,
mitigation, and recovery activities.
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B. State Jurisdiction \

Cyber and physical security protection efforts continue to rise to meet evolving threat vectors
and methods trigger changes to federal protection standards and requirements. Florida utilities
must continuously reassess protections and resource allocations. Cyber threats at the distribution
energy resource level have increased significantly because of the increased interconnectivity of
SCADA systems and public network infrastructure. As the penetration level increases, it is
imperative to employ system-monitoring techniques and for state regulators to broaden their
knowledge as they regulate public utility practices and cybersecurity.

Pursuant to Chapter 366, Florida Statutes (F.S.), the FPSC regulates all intrastate operational
aspects, including rates and safety, of four investor-owned electric utilities and five investor-
owned natural gas utilities. Chapter 366, F.S., also gives the FPSC jurisdiction over 35 municipal
and 18 rural cooperative electric utilities with regard to rate structure, territorial boundaries, bulk
power supply operations, and planning. Similarly, the FPSC has limited jurisdiction with regard
to territorial boundaries for 27 municipal natural gas utilities and four gas districts. In addition,
Chapter 368, F.S., gives the FPSC jurisdiction over the owners and operators of intrastate gas
transmission and distribution facilities regarding their compliance with the FPSC’s rules and
regulations governing safety standards.

Relevant sections of Chapters 366 and 368, F.S., regarding jurisdiction over planning and
development, safety standards, rates, and repair of facilities are provided in Appendix 1.

1. Electric Jurisdiction

FPSC jurisdiction is limited to electric distribution systems and local transmission facilities
below a rating of 100 kV. However, NERC’s national protection CIP reliability standards, under
the authority of FERC, are designed to protect the BES, those transmission facilities rated at or
above 100 kV. This jurisdictional separation is significant since the large transmission facilities
under FERC jurisdiction are targets of far greater value and impact to large and sophisticated
cyber attackers, particularly nation-state sponsored actors. The CIP standards impose a
comprehensive set of requirements designed to protect critical cyber assets and ensure reliable
operation of the BES.

Though distribution and lower voltage transmission lines under FPSC jurisdiction are
interconnected with the BES, attacks on distribution facilities and low-voltage transmission
facilities tend to produce localized outages that are easily resolved through switching activities.
However, the continuing deployment of Distributed Energy Resources (DERs) also introduces
potential cybersecurity challenges for electric utilities. DERs are small, modular energy
generation and storage technologies, such as small wind turbines, rooftop solar systems, and
battery storage. They are connected to the distribution system and often installed on the customer
side of the meter.

Chapter 25-6, Florida Administrative Code (F.A.C.), is a set of agency rules that govern service
provided by electric public utilities in Florida. The chapter is divided into several parts,
including: records and reports, general management safety and reporting requirements, general
service provisions, inspection of facilities, and notification of significant electrical outages and
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events. Appendix 2 highlights the rules of Chapter 25-6, F.A.C., relevant to protecting
transmission and distribution facilities.

Florida’s municipal electric utilities that are members of American Public Power Association are
provided with a “playbook” to help them prepare a cyber incident response plan, prioritize their
actions and engage predetermined contacts during cyber incident response, and coordinate
messaging. The playbook serves three key purposes:

¢ Provides guidance to help develop a cyber incident response plan and outline the processes
and procedures for detecting, investigating, eradicating, and recovering from a cyber
incident.

¢ Maps out the industry and government partners that public power utilities can engage during
a significant cyber incident to share information, get support for incident analysis and
mitigation, and coordinate messaging for incidents that require communication with
customers and the public.

¢ Outlines the process for requesting cyber mutual aid from utilities across the energy industry
for a cyber event that significantly disrupts utility business or operational energy delivery
systems and overwhelms in-house cyber resources and expertise.

Similarly, Florida electric cooperatives who are members of the National Electric Cooperative
Association, have committed to use Essence, a market-ready early warning system that
continuously assesses the electric grid for system anomalies. It was developed in collaboration
with the DOE and is a cybersecurity tool used to protect key systems against unknown and
emerging threats.

2. Natural Gas Jurisdiction

Natural gas is used by industrial, commercial, and residential customers, and fuels about 72% of
Florida's electricity generation. It is transported to Florida customers through three major and
two minor interstate pipelines regulated by FERC. The FPSC approves the need for certain new
intrastate natural gas pipelines in Florida and is responsible for the safety of all natural gas
operations within the state.

The American Gas Association is a primary source for natural gas utilities to stay abreast of
federal government cyber and physical security initiative. For jurisdictional purposes, the FPSC
is certified and authorized through PHMSA and Chapter 368, F.S., respectively, to physically
inspect intrastate transmission and distribution pipelines. The FPSC has adopted the federal
standards as well as more stringent regulations found in Chapter 25-12, F.A.C. PHMSA also
authorizes the FPSC to conduct oversight and enforcement of pipeline operators through
PHMSA’s State Pipeline Safety Program. Appendix 3 highlights some of the rules of Chapters
25-7 and 25-12, F.A.C., relevant to safety of gas transportation.
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IV. Assessment Plan Recommendations

The Legislature tasked the FPSC, in consultation with the Division of Emergency Management
and the Florida Digital Service, to develop and recommend a plan for conducting an assessment
of “the security and resiliency of the state’s electric grid and natural gas facilities against both
physical and cyber threats.” Ch. 2024-186, section 20, Laws of Fla. This Chapter sets forth the
recommended areas of assessment. With any plan, the first step would be the framing of the
scope of the assessment and the designation of a lead or coordinating organization under the
auspices of the State of Florida to conduct the assessment. Options include state agencies, or the
creation of a new entity to fulfill that role. Of particular concern will be the interaction of the
assessment team with sensitive information, as discussed in Chapter V.

The assessment team can request each utility to describe and document how it addresses these
key functions and activities, particularly how it evaluates their adequacy. This process would
entail interviews of managers at many levels, and collection of documents such as risk
assessments, recovery plans, internal audit reports, consultant reports, evidence of compliance
with regulatory requirements, and readiness testing reports.

Within the above six functions, the Commission recommends evaluation of the utility’s
execution of the following activities and approaches characteristic of effective cyber and
physical security programs. Evaluation of the extent to which a utility has prioritized and
undertaken these activities will provide the basis for assessing its overall preparedness against
attacks.

A. Risk Assessment, Monitoring, and Mitigation

Comprehensive approach to enterprise risk assessment and prioritization of responses

Utilities must take comprehensive ongoing efforts to stay abreast of both cyber and physical
security risks. As in other areas of operations, the use of a risk register is necessary for
identifying specific risks and tracking mitigation measures. Risk registers are also used in
assessing the relative probability of negative risk outcomes, as well as their potential impacts.

Once the list of identified risks is compiled, ranking and prioritization of mitigation efforts can
proceed. These decisions usually require direction and decision-making by senior managers
within the organization. Regular review by senior management and the board of directors is
appropriate. Due to the changing threat landscape, frequent review and revisions of the risk
register are required.

Ongoing monitoring of risks and development and execution of mitigation efforts
Mitigation strategies, specific tasks, and timelines for each risk are identified in a risk register.

The process of identifying and mitigating risks is a never-ending iterative process.

Mitigation tasks are broken down into subtasks, and assigned to units or individuals who can be
held accountable. Ongoing feedback loops must be used to measure progress towards mitigating
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each risk and to keep multiple levels of management up to date. Off-target results should trigger
investigation and corrective action.

During this process, an ongoing probability versus magnitude of impact evaluation may be
performed for each identified risk. This process assists the entity in prioritizing and targeting
resources.

B. Self-Evaluation of Processes and Internal Controls \

Risk-based program of internal audit activities to assess adequacy and effectiveness of internal
controls and procedures
In all organizations, internal and external audits are the primary tool for assessing internal
controls. A rigorous audit program is essential to determine the adequacy of cyber and physical
security internal controls.

Audits are designed and prioritized on the basis of perceived risks for all areas of operations.
These audits should address a variety of security-related issues such as patch management,
insider risk management, network monitoring, and physical security management at selected
facilities or locations. Changes in the threat environment or within internal processes require
ongoing reassessment of the adequacy of internal controls and procedures.

The high degree of subject matter expertise required to evaluate cybersecurity protections may
require use of external resources and consultants. This approach adds to the layering of defense
in depth. Cybersecurity consultants specialize on areas, such as threat detection, penetration
testing, and surveillance, that can greatly expand the scope of capabilities for even large utilities.

Maintaining compliance with the regulatory requirements mandated by various federal agencies
requires constant vigilance. Some agencies perform periodic compliance audits, issuing findings
that require management response and corrective action. Extensive efforts by utilities are
required to track and implement required corrective action.

Ongoing self-evaluation of rigor and development of the cyber and physical security
organization

As risks posed by potential cyber and physical security attacks grow, utility protection programs
must increase in strength and maturity. To gauge this development, many utilities incorporate the
DOE’s C2M2 program as a foundational component of their cybersecurity risk management
program. C2M2 is derived from multiple cybersecurity standards and frameworks, including
NIST. The program assesses the maturity level of cybersecurity processes and practices. Each
maturity rating level indicates a higher degree of protection capability.

Other models include Edison Electric Institute’s “Culture of Security” self-assessment tool for

utilities. A utility’s internal or external audits may also provide evaluation of program maturity
and overall capability.
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Ongoing self-evaluation of voluntary adherence to the NIST Cybersecurity Framework

The NIST Cybersecurity Framework provides voluntary guidelines for developing an effective
cybersecurity program. Most large utilities perform periodic reviews comparing their programs
and processes to the recommendations of the NIST framework.

C. Regulatory Compliance \

Compliance with FERC-approved NERC CIP reliability standards and North American
Energy Standards Board (NAESB) business practice standards.

As discussed in Chapter III, FERC regulations, orders, and standards prescribe actions required
of jurisdictional utilities. On behalf of FERC, NERC operates its Compliance Monitoring and
Enforcement process, based on periodic audits of compliance with the CIP standards. Non-
compliance can result in substantial fines and follow-up monitoring of corrective action. This
process also relies on electric utilities self-reporting potential non-compliance issues. While self-
reporting is voluntary, the practice is viewed favorably by the regulator and demonstrates a
strong company culture of compliance.

FERC also approves NAESB business practice standards and communication protocols for
natural gas and electric utilities. FERC conducts audits to ensure compliance with the NAESB
standards and can impose penalties for non-compliance. The standards promote more
competitive, efficient, and transparent business processes for the wholesale and retail natural gas
and electric industries.

Compliance with applicable rules and regulatory requirements of DHS, CISA, TSA, and DOE
Several federal agencies play keys roles in the oversight of cybersecurity and physical security
protections for electric utilities. They provide resources and collaboration to assist utilities in
their efforts, and also issue standards and enforce compliance requirements.

These agencies include DHS, CISA, TSA, and the DOE. Within DHS, the TSA oversees
directives and rules relating to the natural gas sector through its Pipeline Security Guidelines and
Security Directives.

Compliance with applicable state statutes, FPSC rules and orders, and participation in
Commission’s periodic operational reviews of cyber and physical security protections
Investor-owned electric utilities and natural gas distribution utilities are subject to compliance
with FPSC rules and statutory requirements.

Since 2013, the FPSC has performed periodic management audits regarding Florida’s investor-
owned electric utilities risk mitigation measures, internal controls, CIP compliance, employee
training, attack simulation exercises, and recovery planning. Though this review process requires
utilities to share sensitive information, care is taken to maintain confidentiality protections
afforded by applicable statutes. Written reports summarize these reviews to update the
Commission and staff regarding safeguards planned and in place.
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D. Information and Operational Technology System Protection \

Ongoing monitoring of critical systems access authorization for utility and third-party
personnel, and through password and multi-factor authentication control procedures

Many cyber attacks begin with unauthorized system access through simple methods such as
phishing or errors involving access card controls. Necessary access by contractors and other
third-party personnel presents a challenge. Basic controls include password protection and multi-
factor authentication control procedures, the effectiveness of which depends on employees’
awareness and compliance.

Ongoing monitoring of server and application network environment configuration changes,
system updates and patching, and maintaining records of IT and ICS/OT system events and
disruptions

Basic necessary monitoring controls for utilities of all sizes include monitoring of server and
application network environment configuration changes, system updates and patching, and
maintaining records of IT and ICS/OT system events and disruptions.

Coordinated protections and separation of IT and ICS/OT systems

The electric utilities manage cybersecurity risks inherent in the convergence of IT/OT networks
through multiple layers of security to ensure system reliability and resilience. Converged assets
are tracked by a monitoring software that logs information and part numbers to facilitate
sourcing currently held hardware and software IDs. Both physical and electronic security devices
are used within the converged IT/OT network which are monitored by security operations
analysts.

Utilities employ firewalls, intrusion detection devices, built-in redundancies, and network
segmentation to block and isolate unwanted traffic to protect against internal and external
security threats.

Rigorous supply chain screening and protection controls including upstream verification of
vendor sourcing through software and hardware bill of materials, and damage protection
contract language

Supply chain vulnerability continues to be a major concern and protection strategies have
changed rapidly in response. To protect against supply chain compromise, utilities have updated
supply chain standards to reflect current requirements, added protections into its contracts with
third-party vendors, and continue to work with industry partners to execute upgrades and
countermeasures as they become available. FERC has issued and updated CIP-013 standards in
recent years. Many utilities have added damage protection contract language that indemnifies
them against losses caused by vendors.

Although not explicitly mandated in the NERC CIP supply chain standards, utilities may request
software and hardware vendors to provide a bill of materials. The utility’s contract language may
require vendors to apply industry best practice updates to antivirus and patching technology to
manage the integrity of purchases to minimize security risk.
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Application of endpoint detection and response and threat-hunting tools (provided in-house or
by consultants)

By employing multiple layers of network monitoring, utility cyber defense teams detect and
identify anomalous cybersecurity activity. Automated IT threat detection tools are available to
detect, triage, and respond to attacks. Third-party consultants are employed to perform OT
monitoring that provides threat detection and mitigation. Consultants may conduct penetration
tests to identify weaknesses or vulnerabilities in systems, networks, human resources, or physical
assets.

E. Readiness Testing Activities

Response and recovery planning, preparation, and updating of post-incident response and
recovery plans

As part of the emerging cybersecurity threat, all Florida utilities prepare and periodically review
recovery and business continuity plans. These activities have gone on for years. Vigilance to
ongoing updates are necessary to reflect lessons learned from cyber and physical security
incidents.

After a cyber or physical security incident, Florida utilities must be prepared to notify the
appropriate contacts at the Florida Department of Law Enforcement Fusion Center, Florida
Division of Emergency Management, and the Commission pursuant to Rule 25-6.018, F.A.C.
Additionally, lines of communication should be prepared for necessary reporting to FERC, DHS,
DOE and other agencies. For example, CISA, pursuant to the Cyber Incident Reporting for
Critical Infrastructure Act of 2022, will require entities across all critical infrastructure sectors to
report cyber incidents to CISA within 72 hours and any paid ransom demands within 24 hours.

Utilities must rely on automated tools and processes for backup and storage of information
required to recover BES cyber system functionality. An ongoing secure system backup program
is critical to recovery from malware and ransomware attacks.

Large and small utilities may benefit from participation in Edison Electric Institute’s
Cybersecurity Mutual Assistance Program. This assists smaller companies such as electric
cooperatives and municipal utilities to leverage the resources of large utilities.

Testing attack readiness through facilities inspections and simulation exercises

Many utilities participate in or monitor NERC’s biennial nation-wide GridEx security exercise or
perform their own drills and exercises. Mock cyber drills and exercises enhance the ability to
respond to cyber and physical security threats. Drills and programs range from malware
detection, tabletop exercises, to activating command and control structures. Lessons-learned
from testing should be used to update recovery plans.

Utilities also conduct periodic exercises to evaluate the adequacy of emergency response plans

and preparedness that focus specifically on nuclear power plants. For example, the U.S. Nuclear
Regulatory Commission (NRC) and Federal Emergency Management Agency (FEMA) created a
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guidance document that requires nuclear power plant personnel to perform hostile action-based
exercises during every eight-year planning cycle with federal, state, and local participation.

Collaboration and information sharing through industry associations, law enforcement
agencies, and ISACs

Utilities share threat intelligence and risk mitigation measures through multiple government
partners, vendors, industry groups, and regulatory entities to better manage and reduce security
risks. The DHS’s Cybersecurity and Infrastructure Security Agency provides alerts containing
timely information about current security issues, vulnerabilities, and exploits.

DOE’s Cybersecurity Risk Information Sharing Program (CRISP) is a public-private data
sharing and analysis platform managed by NERC’s Electricity Information Sharing and Analysis
Center (E-ISAC) to facilitate sharing of cybersecurity threat information among energy sector
stakeholders. Through partnership with energy sector owners and operators, CRISP leverages
advanced sensors and threat analysis techniques developed by DOE to better inform the energy
sector of high-level cyber risks. Participation in CRISP allows utilities to share real-time threat
information anonymously and to identify additional safeguards as needed. CRISP also provides
utilities access to FBI advanced threat intelligence.

E-ISAC serves as the primary channel for gathering and analyzing security information from
platforms such as CRISP. E-ISAC receives and coordinates incident reports and communicates
mitigation strategies for energy sector stakeholders.

DOE’s Office of Cybersecurity, Energy Security, and Emergency Response (CESER) in
partnership with the National Association of Regulatory Utility Commissioners (NARUC) have
established cybersecurity baselines for electric distribution systems and distributed energy
resources. The partnership continues to develop implementation strategies and adoption
guidelines with state regulatory agencies and industry stakeholders.

Local, state, and federal law enforcement agencies, such as local police, coast guard, and FBI,
share potential security threat information. The FDLE oversees the Florida fusion centers. The
exchange of information also exists through specific utility partnerships with InfraGard for
seamless collaboration with the FBI Joint Terrorism Task Force and others including DHS and
the Electricity Subsector Coordinating Council.
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V. Analysis of Confidentiality Issues

A. Communicating, Collecting, Sharing, Storing, and Protecting

Information

The Legislature tasked the Commission to develop and recommend a plan for conducting an
assessment of “the security and resiliency of the state’s electric grid and natural gas facilities
against both physical and cyber threats.” Ch. 2024-186, section 20, Laws of Fla. The Legislature
specifically required the Commission to address “the manner in which information needed to
conduct a security and resiliency assessment may be communicated, collected, shared, stored,
and adequately protected from disclosure to avoid adverse impacts on the safe and reliable
operation of the state's electric grid and natural gas facilities.” Id. To address those issues as
directed, this chapter will discuss:

¢ Information: What information is needed to assess physical and cyber
security and resiliency;

¢ Protection: How security and resiliency information may be protected from
statutory disclosure requirements; and

¢ Recommendations: Informational security considerations for a plan to assess
physical and cyber security and resiliency.

1. Information: What Information is Needed to Assess Cyber and Physical
Security and Resiliency

Conducting an assessment of the security and resiliency of the state’s electric grid and natural

gas facilities would require information such as:

¢ Technical Information: systems, infrastructure, architecture, capabilities, and weaknesses.

¢ Personnel Information: staffing levels, workgroup assignments, and security/resiliency
employee depth chart.

¢ Operational Information: operational security plans, software update schedules, crisis
management strategies.

¢ Incident Information: threat assessment strategies, crisis management plans, and restoration
procedures.

This information would necessarily take the form of physical or digital records containing
technical, logistical, and operational details related to physical and cyber security. As the
Legislature has recognized, information of this nature could, if obtained by hostile actors,
compromise the safety and reliability of Florida’s critical energy infrastructure. See Ch. 2024-
186, section 20. Therefore, paramount in a plan to conduct an assessment of security and
resiliency is the protection of such records.
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2. Protection: How Security and Resiliency Information May Be Protected
From Disclosure requirements

In addition to the risk of disclosure due to physical and cyber threats, any agency or body of state

or local government in Florida that conducts an assessment of the physical and cyber security

and resiliency of the state’s electric grid and natural gas facilities would be subject to the

mandatory disclosure requirements of Florida’s Public Records Law and the Government in the

Sunshine Law, unless specifically exempted by the Legislature.

A. Public Records Law — Chapter 119, Florida Statutes

Florida’s Public Records Law is contained in Chapter 119, F.S., which provides that any records
made or received by any public agency in the course of its official business, as well as by any
private entity acting on an agency’s behalf, must be available for inspection by the public. See
Section 119.07, F.S. The Commission is subject to the Public Records Law, as are all other
agencies and governmental bodies created by law. Section 119.011(2), F.S.

The Public Records Law imposes on state agencies a broad requirement to disclose public
records upon request by any member of the public. A public record is defined as “all documents,
papers, letters, maps, books, tapes, photographs, films, sound recordings, data processing
software, or other material, regardless of the physical form, characteristics, or means of
transmission, made or received pursuant to law or ordinance or in connection with the
transaction of official business by any agency.” Section 119.011(12), F.S. The Florida Supreme
Court has interpreted this definition broadly to encompass all “material(s) prepared in connection
with official agency business which is intended to perpetuate, communicate, or formalize
knowledge of some type.” Shevin v. Byron, Harless, Schaffer, Reid and Associates, Inc., 379 So.
2d 633, 640 (Fla. 1980). Public records must be maintained and stored according to the
requirements of Section 119.021, F.S. All public records must be kept in the buildings in which
they are usually used, a custodian of public records at that agency must keep such records safe
and accessible for use, the records must be restored if they are damaged, and the agency must
comply with retention schedules and disposal processes established by the Division of Library
and Information Services of the Department of State. See Section 119.021, F.S.

The only exceptions to the disclosure requirements of the Public Records Law are those
specifically created by statute. See, e.g., Wait v. Florida Power & Light Co., 372 So. 2d 420, 425
(Fla. 1979) (The Public Records Act “excludes any judicially created privilege of confidentiality
and exempts from public disclosure only those public records that are provided by statutory law
to be confidential or which are expressly exempted by general or specific law.”); Times Pub. Co.,
Inc. v. City of St. Petersburg, 558 So. 2d 487, 492 (Fla. 2d DCA 1990) (“In fact, the right to
access public documents is virtually unfettered, save only the statutory exemptions designed to
achieve a balance between an informed public and the ability of the government to maintain
secrecy in the public interest.”)

In light of the broad scope and liberal construction of the Public Records Law, information
needed to assess the security and resiliency of Florida’s electric grid and natural gas facilities
would ordinarily be subject to disclosure, unless the Legislature provides an express statutory
exemption in order to avoid adverse impacts on the safe and reliable operation of critical energy
infrastructure.
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For example, Section 119.0725, F.S., exempts records related to cybersecurity and critical
infrastructure from the disclosure requirements of the Public Records Law. The exempt
information includes cybersecurity incident information reported pursuant to state law. Section
119.0725(2)(c), F.S. See also Section 282.318, F.S. (protecting state agency data, information,
and technology that is gathered pursuant to risk assessments and other reports made by state
agencies under the statute). Additionally, Section 119.0725, F.S., exempts from disclosure
information relating to “critical infrastructure,” which is defined as “existing and proposed
information technology and operational technology systems and assets, whether physical or
virtual, the incapacity or destruction of which would negatively affect security, economic
security, public health, or public safety.” Section 119.0725(1)(b), F.S. However, this exemption
may only protect records related to the agency’s cybersecurity and critical infrastructure, and this
may not be applicable to the information required for an agency to perform an assessment of the
security and resiliency of utility-owned facilities and infrastructure in Florida.

Additionally, Section 119.0713(5)(a), F.S., is an exemption that applies to information held by a
utility owned or operated by a unit of local government. In particular, the statute exempts from
disclosure information related to the “security of the technology, processes, or practices . . .
designed to protect the utility’s networks, computers, programs, and data from attack, damage, or
unauthorized access, which information, if disclosed, would facilitate the alteration, disclosure,
or destruction of such data or information technology resources.” Section 119.0713(5)(a)l., F.S.
This exemption also protects “[i]nformation related to the security of existing or proposed
information technology systems or industrial control technology systems” where its disclosure
“would adversely impact the safe and reliable operation of the systems and the utility.” Section
119.0713(5)(a)2., F.S. However, because this exemption applies only to information held by a
municipally owned utility, it would likely not apply once the information passed into the
possession of a third party, such as a government agency conducting an assessment of the
security and resiliency of the utility’s cybersecurity and critical infrastructure.

There are also existing exemptions related to certain information received by the Commission
from public utilities providing electricity or gas to the public when disclosure could be
detrimental to the business interests of the utility providing the information. Specifically, Section
366.093, Florida Statutes, exempts from public disclosure “proprietary confidential business
information,” which the statute defines as:

[[Information, regardless of form or characteristics, which is
owned or controlled by the person or company, is intended to be
and is treated by the person or company as private in that the
disclosure of the information would cause harm to the ratepayers
or the person’s or company’s business operations, and has not been
disclosed unless disclosed pursuant to a statutory provision, an
order of a court or administrative body, or private agreement that
provides that the information will not be released to the public.

Section 366.093(1), (3), F.S. There is an identical exemption relating to information received by
the Commission from natural gas transmission companies. See Section 368.108, F.S. However,
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the statutes provide that the Commission shall apply the exemption only “upon request of the
public utility or other person” and when “shown and found by the Commission to be proprietary
confidential business information.” See, e.g., Section 366.093(1), F.S.

While some of the exemptions discussed above may apply to the kind of information required to
conduct a security and resilience assessment of Florida’s electricity grid and natural gas
facilities, Florida courts tend to construe exemptions narrowly in furtherance of the legislative
policy favoring disclosure. See, e.g., Rameses, Inc. v. Demings, 29 So. 3d 418, 421 (Fla. 5th
DCA 2010) (stating that “[i]n light of the policy favoring disclosure, the Public Records Act is
construed liberally in favor of openness, and exemptions from disclosure are construed narrowly
and limited to their designated purpose”). Therefore, proceeding with such an assessment
without an explicit statutory exemption that specifically protects sensitive information related to
security and resiliency risks could result in adverse impacts to Florida’s electric grid and natural
gas infrastructure due to the broad disclosure requirements of Florida’s Public Records Law.

B. Sunshine Law — Chapter 286, Florida Statutes

Another manner in which sensitive information related to the security and resiliency of Florida’s
electricity and natural gas infrastructure could be exposed is through the meetings and
discussions of the agency conducting the assessment. Florida’s Government in the Sunshine Law
(“the Sunshine Law”) is found in Section 286.011, F.S., and requires that all meetings of any
board or commission of any state or local agency be open and accessible to the public. It
provides that “all meetings . . . at which official acts are to be taken are declared to be public
meetings open to the public at all times, and no resolution, rule, or formal action shall be
considered binding except as taken or made at such meeting.” /d. Additionally, all such meetings
must be noticed and publicly available, and information communicated by government officials
must be stored and available to members of the public upon request. /d.

The Sunshine Law would likely require any meeting at which official action is taken by a
commission or board conducting an assessment of the security and resiliency of Florida’s electric
grid and natural gas facilities to be open and accessible to the public, which could compromise
confidentiality of sensitive security information. The Commission has a statutory exemption for
hearings at which certain confidential or sensitive matters are discussed. See, e.g., Section
350.01(9), F.S. If the Legislature desires to protect such information from disclosure, the
commissions or boards participating in the assessment should similarly be exempted from the
requirements of the Sunshine Law with respect to the meetings discussing this type of
information.

3. Recommendations for Security and Resiliency Assessment Plan

In Chapter 2024-186, section 20, the Legislature requires the Commission to include in this plan
certain recommendations addressing how information related to cyber and physical security of
the electric grid and natural gas facilities may be protected from disclosure in order to avoid
adverse impacts to safe and reliable operation. The Commission’s recommendations are below:
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A. Create Statutory Exemptions From Disclosure Requirements

As discussed above, existing exemptions from the statutory disclosure requirements of the Public
Records Law and the Sunshine Law may not be sufficient to protect the sensitive information
received from public utilities and other private entities in connection with a security and
resilience assessment. Therefore, legislation may be required to ensure that such information is
protected from disclosure by specific and explicit statutory exemptions.

Thus, we recommend that the Legislature consider the creation of a distinct and explicit
exemption from the disclosure requirements of the Public Records Law and the Sunshine Law.
This would ensure that, regardless of which agency or agencies are tasked with conducting or
participating in the assessment, sufficient statutory protection is in place to maintain the
confidentiality of sensitive security information. We recommend that the Legislature consider
including the following elements in such an exemption:

¢ A rebuttable presumption of confidentiality for records received and meetings conducted in
the course of the assessment that relate to cyber and physical security and resilience of the
electricity grid and natural gas facilities.

¢ A minimum term of confidentiality, after which time the utility or entity that provided the
information may petition to either continue the confidential status or return the information.

¢ A requirement that the agency or agencies conducting the assessment return or destroy all
confidential information upon final completion of the assessment process.

An exemption that includes the elements above, as well as any other such provisions the
Legislature deems appropriate or necessary, would sufficiently protect the information needed to
conduct a security and resiliency assessment in order to avoid adverse impacts on the safe and
reliable operation of the state's electric grid and natural gas facilities.

B. Transmission of Information to Other Governmental Entities

Due to the cooperation required among public and private entities to conduct a security and
resiliency assessment of Florida’s energy infrastructure, there is a concern that such cooperation
could unintentionally increase the risk of disclosure. Unnecessarily multiplying the number of
individuals in possession of confidential records or increasing the number of “custodian[s] of
public records” for purposes of the Public Records Law could enhance the risk that such
information will be discovered or disclosed. See Sections 119.011(5), 119.07, F.S. Additionally,
the number of public employees in possession of sensitive material could be increased by the
provision of the Public Records Law that requires agencies to adhere to the public record
retention schedules and disposal process established by the Division of Library and Information
Services of the Department of State. See Section 119.021, F.S. If each employee is required to
retain a copy of the public record, then a longer retention schedule could result in more
employees in possession of the same record. Due to the highly sensitive nature of the information
at issue, we recommend that the Legislature mitigate this increased risk of disclosure in some
way.
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For example, the Legislature could exempt the information related to the security and resiliency
assessment from the ordinary retention schedule and disposal process. The Legislature could
either establish a special retention schedule and disposal process for the information related to
the assessment and or allow the agency conducting the assessment to establish its own schedule.
We recommend that the retention schedule and disposal process require disposal of records a
certain number of days after transfer in order to limit the number of public employees in
possession of sensitive information. In any case, the retention and disposal requirements
applicable to the agency and information related to an assessment of the security and resiliency
of the electric grid and natural gas facilities in Florida should be particularized to provide
maximum informational security.

C. Establish a Special Commission or Working Group to Conduct the Security and
Resiliency Assessment

Given the unique and highly sensitive nature of the information needed to conduct an assessment
of the security and resilience of the state’s electric grid and natural gas facilities, and in light of
the adverse consequences of potential disclosure of such information, the Legislature should
consider designating a lead or coordinating organization under the auspices of the State of
Florida to conduct the assessment. This would allow the Legislature to craft unique requirements
and exemptions that could adequately protect from disclosure the information that, in hostile
hands, could compromise the safe and reliable operation of vital energy infrastructure. As the
agency charged with economic regulation of public utilities, we recommend that at least one
representative from the Commission participate in any assessment plan process to provide
subject-matter expertise.

B. Conclusion

The Legislature has established a state policy that all state records be kept open for personal
inspection and copying by any person. See Section 119.01(1), F.S. The Legislature also
recognizes that the disclosure of information needed to conduct a security and resiliency
assessment could result in adverse impacts on the safe and reliable operation of the state's
electric grid and natural gas facilities. See Chapter 2024-186, section 20. Therefore, such an
assessment must balance the two policy goals in the interest of public safety. We recommend
that the Legislature ensure that any organization tasked with conducting the assessment be given
clear directives and protections that will enable it to maintain the safety, reliability, and security
of the state’s energy infrastructure while safeguarding the public trust.

34



VI. Appendices

FPSC Electric and Gas Jurisdiction

Chapters 366 and 368, F.S.
2024

Section Purpose/Description

Grants the FPSC “jurisdiction over the planning, development, and maintenance of a
coordinated electric power grid” assuring “an adequate and reliable source of energy

366.04(5) for operational and emergency purposes in Florida and the avoidance of further
uneconomic duplication of generation, transmission, and distribution facilities.”
Gives the FPSC “exclusive jurisdiction to prescribe and enforce safety standards for
366.04(6) transmission and distribution facilities of all public electric utilities, cooperatives

organized under the Rural Electric Cooperative Law, and electric utilities owned and
operated by municipalities...”

Requires the FPSC “to prescribe fair and reasonable rates and charges, classifications,
standards of quality and measurements, including the ability to adopt construction
standards that exceed the National Electrical Safety Code, for purposes of ensuring the
reliable provision of service.” The FPSC can also require “repairs, improvements,
additions, replacements, and extensions to the plant and equipment of any public
utility when reasonably necessary...”

The FPSC may require Florida electric utilities to install or repair any necessary facility
“if the commission determines that there is probable cause to believe that
inadequacies exist with respect to the energy grids developed by the electric utility
industry, including inadequacies in fuel diversity or fuel supply reliability...”

Grants the FPSC “jurisdiction over all persons, corporations, partnerships, associations,
public agencies, municipalities, or other legal entities engaged in the operation of gas
transmission or distribution facilities with respect to their compliance with the rules
and regulations governing safety standards...”

The FPSC may require Florida gas utilities to file “periodic reports and all other data
reasonably necessary to determine whether safety standards prescribed by it are
being complied with; may require repairs and improvements to the gas transmission
and distribution piping systems...”

Requires the FPSC “to fix and regulate rates and services of natural gas transmission
companies, including, without limitation, rules and regulations for determining the
classification of customers and services, for determining the applicability of rates, and
for ensuring that the provision (including access to transmission) or abandonment of
service by a natural gas transmission company is not unreasonably preferential,
prejudicial, or unduly discriminatory...”

366.05(1)(a)

366.05(8)

368.05(1)

368.05(2)

368.104
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B. Appendix 2

FPSC Electric Jurisdiction

Chapter 25-6, F.A.C.
2024

Rule Purpose/Description

Records of Interruptions and Commission Notification of Threats to Bulk
Power Supply Integrity or Major Interruption of Service, ... notification of certain
situations, including any bulk power supply malfunction or accident which constitutes
an unusual threat to the bulk power supply integrity.

Electric Utility Procedures for Generating Capacity Shortage Emergencies,
25-6.0183 | adopts the Florida Reliability Coordinating Council’'s Generating Capacity Shortage Plan
... to address generating shortage emergencies within Florida.

Electric Utility Procedures for Long-Term Energy Emergencies, ... requires a
long-term energy emergency plan to establish a systematic and effective means of

25-6.018

25-6.0185 anticipating, assessing, and responding to a long-term emergency caused by a fuel
supply shortage.
Notification of Events, ... must report to the Commission within 30 days of learning
25-6.019 about any event involving a portion of the electrical system involving damage to the

property of others in excess of $10,000, or causing significant damage in the
judgement of the utility.

Municipal Electric Utility and Rural Electric Cooperative Reporting
Requirements, .. reports include a description of each municipal and electric
cooperative’s planned facility inspections for transmission and distribution facilities
25-6.0343 | including the number and percentage of transmission and distribution inspections
planned and completed annually and the utility’s quantity, level, and scope of
vegetation management planned and completed for transmission and distribution
facilities.

Safety Standards for Construction of New Transmission and Distribution
Facilities, ... adopts and incorporates by reference the 2017 National Electrical Safety
Code (NESC) C2-2017, as the applicable safety standards for transmission and

25-6.0345 distribution facilities subject to the Commission’s safety jurisdiction. Each investor-
owned electric utility, rural electric cooperative, and municipal electric system shall, at
a minimum, comply with the standards in these provisions.

25-6.036 Inspection of Plant, ... requires each electric utility to adopt a program of inspection

for its electric plant to determine the necessity for replacement and repair.
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C. Appendix 3

FPSC Gas Jurisdiction

Chapters 25-7 and 25-12, F.A.C.
2024

Rule Purpose/Description

Record of Interruptions,.. requires each utility to keep a complete record of all
interruptions affecting the lesser of 10 percent or 500 or more meters including cause,

25-7.018 date, time, duration, remedy, and steps taken to prevent recurrence, ... and to notify the
FPSC as soon as detected and provide a report after service restoration.
25.12.005 Codes and Standards Adopted,... requires operators of natural gas pipeline facilities

to comply with the PHMSA standards in 49 C.F.R. Parts 191 and 192. ...

Commission Compliance Evaluations,.. requires FPSC or its authorized
25-12.007 | representatives to be granted access to all installations or construction projects, ... to
records or data related to compliance with these rules, standards, or codes.

Safety,... requires each operator to establish a continuing education program to enable
customers and public to recognize a gas pipeline emergency for the purpose of
reporting it to the operator, ... and reduce hazards to employees, customers, and the
public, ...

Construction Specifications and Inspections,... requires each operator to formulate
comprehensive written construction specifications for all phases of design, installation,
25-12.020 | testing, repair, and inspection ... to assure compliance with these rules, ... to conduct
field inspections, .. and to have qualified inspectors to detect and correct any
component that fails to meet these rules or construction specifications.

Requirements for Distribution System Valves,... requires installing valves upstream
of each regulator station for use in an emergency to stop the flow of gas,
sectionalizing valves, ... identifying emergency or sectionalizing, and other critical valves
25-12.022 | designated on appropriate records, drawings, or maps used by the operator and
referenced to above-ground structures so readily located, ... protecting blowdown valves
against tampering and mechanical damage,... and inspecting all valves necessary for
safe system operation.

Receiving of Gas Leak and Emergency Reports,... requires each operator to have an
25-12.041 | operating/maintenance plan containing procedures for receiving and promptly
responding to reported gas leaks and emergencies on a 24-hour per day basis. ...
Investigation of Gas Leak Reports,... requires each operator to consider gas leaks
25-12.042 | reported by customers or the general public as emergencies requiring prompt response
with the first priority of protecting life then property, ...

Interruption of Gas Service,... requires each operator, at the time gas service is
25-12.044 | turned off or when aware gas to a customer has been interrupted, to either lock the
valve of the service line in the closed position or ... plug it to prevent the flow of gas.
General Records,... requires each operator to retain all tabulations, standards,
25-12.060 | drawings, or other records of incidents, procedures, or studies related to the compliance
with these rules and adopted standards and codes, ...

Leak Reports,... requires records of gas leaks on the operator’s system to show as a
25-12.062 | minimum: address of suspected leak, date/time reported, description of leak reported,
date/time dispatched, worked, resolved, and leak location, and cause.

Notice of Accidents and Outages,... requires each operator at the earliest time after
detection of an incident involving the release of gas from a pipeline to give telephonic
25-12.084 | notice to the FPSC, ... and to include impact and all other data required by this rule, ...
and to immediately report to the FPSC any incident that interrupts service to either 10
percent or more of its meters or 500 or more meters.

25-12.009
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D. Appendix 4

Glossary of Terms

Attack Vector A method used to gain unauthorized access to a system,
network, or application. Attack vectors can be technical or
human-based, and can target many different components of
an organization's infrastructure.

Bulk Electric System (BES) All Transmission Elements operated at 100 kV or higher and
Real Power and Reactive Power resources connected at 100
kV or higher. This does not include facilities used in the local
distribution of electric energy.

Critical Infrastructure The systems and assets that are vital to the functioning of
society, and whose destruction or exploitation could have
serious consequences, including customer outages.

Critical Infrastructure Protection A set of mandatory FERC cyber and physical security
(CIP) Reliability Standards regulations and guidelines designed to protect the BES from
cyber threats.

Cyber Attacks Any kind of malicious activity that attempts to collect,
disrupt, deny, degrade, or destroy information system
resources or the information itself.

Cybersecurity Capability Maturity A model approved by DOE available to utilities to assess

Model (C2M2) protection of critical assets and infrastructure. C2M2 is used
to evaluate cyber risks, measure cybersecurity program
maturity, strengthen operational resilience, optimize
security investments, and achieve regulatory compliance.

Federal Energy Regulatory The federal agency with primary jurisdiction over the

Commission (FERC) interstate transmission of electricity, natural gas, and oil.
FERC enforces mandatory cyber and physical security
reliability standards for the protection of the BES.

Industrial Control Systems (ICS) Utility devices, controls, and processes that provide remote
automated operation and electronic reporting. ICS include
systems such as Supervisory Control and Data Acquisition
(SCADA).

Operational Technology (OT) OT is a broad range of hardware and software that detects or
causes a change through the direct monitoring and control of
devices, processes, and events in the physical environment.
Examples include physical access control systems, and
transportation systems.

Information Technology (IT) Any equipment or interconnected system or subsystem of
equipment that is used in the automatic acquisition, storage,
manipulation, management, movement, control, display,
switching, interchange, transmission, or reception of data or
information by the executive agency.
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Intrusions

Malware

Multi-Factor Authentication

National Institute of Standards
and Technology (NIST)
Cybersecurity Framework

Physical Attacks

Ransomware

Supervisory Control and Data
Acquisition (SCADA)

Threat Group

Whitelisting

A security event, or a combination of multiple security
events, in which an intruder gains, or attempts to gain,
unauthorized access to a system or system resource. Some
intrusions may not be detected, leading to further undetected
manipulation of systems, data capture, or denial of use.

Hardware, firmware, or software that is intentionally included
or inserted in a system for a harmful purpose.

An authentication method that requires the user to provide
two or more verification steps to gain access to a resource
such as an application or an online account.

A voluntary set of standards and best practices available to
utilities to better manage and reduce cybersecurity risks. The
Framework provides a structured approach to assessing,
monitoring, and remediating existing and potential threats.

A direct action targeting a utility’s tangible assets, such as IT
systems, equipment, or infrastructure. Physical attacks can
result in unauthorized access to sensitive data, hardware, or
software.

A malicious attack where attackers seize control of and
encrypt a utility’'s data and demand payment to restore
access.

A computerized system that is capable of gathering and
processing data and applying operational controls over long
distances. Typical uses include power transmission and
distribution and pipeline systems.

A collection of individuals or a coordinated organization with
malicious intent, working to carry out cyber attacks,
exploiting vulnerabilities, seizing data, or disrupting
operations.

A list of entities that are authorized to be active or present on
systems. Whitelisting identifies and blocks potential intruders,
preventing infiltration of malware, unlicensed software, and
other unauthorized software.
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[I. Outside Persons Who
Wish to Address the
Commission at
Internal Affairs

Note: The records reflect that no outside persons

addressed the Commission at this Internal Affairs
meeting.
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Note: The records reflect that there were no
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during this Internal Affairs meeting.
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PROCEEDI NGS

CHAI RVAN LA RCSA: Al right. Wll, good
nor ni ng, everybody. Today is Decenber 19th. It is
Friday, and this is our Internal Affairs neeting
here at the Florida Public Service Conmm ssion.
Excited, obviously holidays are just around the
corner, so let's go ahead and junp in.

So as you all wal ked in, you probably heard
sonme nusic. Rudol ph the Red Nosed Rei ndeer. |
know | got of a lot of funny |ooks, right? Like,
how does that sonehow relate to what we do.

MR, BAEZ: The peopl e demand an expl anati on.

CHAI RMAN LA ROSA: They are going to get an
expl anation, right, because | thought if any song
deserved one it was this one.

So Rudol ph the Red Nosed Reindeer, there are
many versions, but the one you heard today is a
classic by Burl Ives. | didn't get involved in
that part of it. That was just the suggestion.

So Vic Cordiano from APA got creative with his
subm ssion by sayi ng Rudol ph helps illustrate how
the PSC helps to keep the lights on in an efficient
and safe manner through all weather challenges. So
| appreciate his creativity, because that's what |

asked for. | said, hey, got to maybe stretch a
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1 little bit, it's the holiday season, let's get sone
2 Christmas nusic. So thank you, Vic, for your

3 subm ssions, and | think it was well received, for
4 sure.

5 So another very inportant itemthat we do

6 here, of course, at Internal Affairs is acknow edge
7 our Enpl oyee of the Month. This nonth it was Tony
8 Nguyen.

9 | got to surprise Tony this norning and award
10 himw th the Enpl oyee of the Month award. There

11 was a so-called neeting that was going on. | won't
12 say if that was an official neeting or unofficial
13 neeting, but it was intended for ne to be able to
14 see Tony face-to-face and offer himthis award.

15 Tony joined the Comm ssion in 2022, and served
16 the Ofice of Auditing and Perfornmance Anal ysis as
17 a Regul atory Anal yst Supervi sor, oversees the

18 financial review section.

19 Tony is dedicated to his work while providing
20 a positive calmng influence even under a heavy

21 wor kl oad. I n addition to training new enpl oyees in
22 the audit process, Tony puts his shoulder to the

23 wheel to produce high quality results. He is

24 val ued as a coworker by all of APA and his world
25 fanous bread puddi ng apparently is a big hit. 1've
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1 heard lots of great remarks related to that. | got
2 sone eyes that went up -- so sorry, Tony, for

3 calling you out on that, but please join ne and the
4 APA office to congratulating Tony at this for the

5 bei ng the enpl oyee of nonth.

6 (Appl ause.)

7 CHAI RMAN LA ROSA: | do this typically on the
8 day of our Internal Affairs, so really no one knows
9 who it's going to be, so | appreciate Tony com ng
10 down in the spur of the nonent. So thank you,

11 Tony, again, congratulations on this nonth's

12 enpl oyee of the nonth.

13 Al right. Let's go ahead and junp in. |

14 know we have got a |lot going on today. A few

15 reports that are in front of us, then, of course, a
16 Speci al Agenda neeting and Service Hearing. So

17 certainly a |ot.

18 So let's go ahead and start off with the

19 Ten-Year Site Plan that staff had nade sone

20 adjustnents to, and | will go ahead and recogni ze
21 staff to present that to us.

22 MR DAVIS. Ckay. Good norning. | am Geg

23 Davis with Comm ssion staff in the Engi neering

24 di vi si on.

25 IltemNo. 1 is the draft review of the 2024
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Ten-Year Site Plan of Florida's electric utilities.
This version of the draft incorporate's the
Conmm ssi oners comments fromthe Novenber 19th,
2024, Internal Affairs neeting, and an updated
executive summary, including a section on energing
trends.

Staff seeks the Conm ssion's approval of the
draft review of the 2024 Ten-Year Site Plan as
amended.

Staff is available for any questions.

CHAI RMAN LA ROSA: Excellent. Thank you for
that summary.

Comm ssioners, is there any discussion or
t houghts on the Ten-Year Site Plan? Good or have
you got a question?

COW SSI ONER FAY:  No.

CHAI RMAN LA ROSA: Ckay. Awesone.

So seeing no questions, | appreciate staff for
maki ng the adjustnments that we discussed in the
| ast neeting and bringing those itens forward.

| will go ahead and -- | guess we are taking a
vote on this, right? Looking over at staff. Ckay,
so taking a vote on this.

| am open for a notion.

COW SSI ONER FAY: Mve that the Ten-Year Site
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Pl ans are deened suitable.

COW SSI ONER GRAHAM  Second.

CHAI RVAN LA ROCSA: Hearing a notion and
heari ng a second.

Al those in favor signify by saying yay.

(Chorus of yays.)

CHAl RVAN LA ROCSA:  Yay.

Qpposed no?

(No response.)

CHAI RMAN LA ROSA: Show that the report is
approved. So thank you, again.

Let's nove on to the next report, which is our
cyber security -- Cyber Security of Florida
Electric Gid and Natural Gas Facilities. It's
been required in statute by | aw that passed in the
| ast session. And | wll go ahead and recogni ze
staff. And | amnot sure who is taking the |ead,
but you are recogni zed.

MR, VINSON:. Good norning. | am Carl Vinson
with the Performnce Analysis office. And our
presentation is regarding a staff -- a draft staff
report that was required under Chapter 2024-186,
Laws of Florida, Section 20. And in the '24
session, the Legislature tasked the Conm ssion with

devel opi ng and recomendi ng a pl an under which,
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guote, "an assessnent of the security and
resiliency of the State's electric grid and natural

gas facilities against," quote, "physical and cyber
threats, may be conducted," cl ose quote.

Upon Conmi ssion approval, the final report
will be provided to the Governor, the President of
the Senate and the Speaker of the House by January
31st, 2025.

As directed by the Legislature, staff
consulted with and sought input from nanagers of
both the Florida Division of Emergency Managenent
and Florida Digital Services. The resulting draft
report is presented for your consideration, and
staff nmenbers are avail able to answer questions.

CHAI RVAN LA ROSA: Conmm ssioners, are there
any questions or thoughts regarding this report?

Commi ssi oner Fay, you are recogni zed.

COWM SSI ONER FAY:  Thank you, M. Chair nan.

And, you know, | have a |l ot of thoughts on the
report and the topic. | thought this was done
well. Gbviously, it's a |legislative mandate, and

the turnaround was pretty fast. So | think the
Comm ssion did a pretty good job to get it out.
Wth that said, | think, you know, comm ssions

all over the country are, |ike, we have this
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chal | enge of what's brought forward in rate cases
or petitions, and then what process is put in place
to make decisions on those. And this gets alittle
bit into the difficulties of what that entails.

So it seens |ike, based on what the
Legi sl ature wanted, we start with this assessnent,
but then we will -- the Conm ssion, and |ikely the
i ndustry, will nove forward with trying to nmake the
best decisions as to what is maybe necessary for
themto stay protected at a | evel that we expect
with them

My concern is that to do that in a way that is
both transparent and protects national security is
extrenely difficult, if not, to a | arge degree,

I npossible to do both of those in a way that
doesn't put our own systens at jeopardy. So |

know, from our perspective, fromFlorida's
perspective, it's been no news i s good news. But
the threat, as pointed out here, is real. And it's
not just, you know, nation states, there is threats
com ng fromeverywhere to our utilities. And I
think that we will probably see in the next 10 to
20 years, this wll continue to be maybe, if not
the nost, but one of the nost critical investnents

or decisions that utilities are going to have to
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make. So | think when we go forward with this,
there is just going to have to be an assessnent of
how nmaybe staff could | ook at this information in a
way that's protected.

| know, Carl, you have an audit process in
pl ace that you work with our utilities. Thankfully
we have you at the Comm ssion to do that, because |
know it's taken a long tinme to build that.
Thankfully we have utilities that understand that
process and allow you to do that, but that's not
the case in every state.

And so we don't want to lose that. W don't
want to go backwards. But we al so need sone net hod
to be able to I ook at things but recognize, as an
agency, you know, specifically as a state agency,
we can't -- you know, we work hard enough to
guarantee to the confidentiality of proprietary
information that comes forward on our dockets.
There is no way that we can safely say that we
shoul d be holding any information related to the
national security of our country, our state and our
utilities.

So | think that's going to be really, really
hard to do. And | am hopeful that, like, this is a

start obviously, and it states that we are going to
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1 have sonme problens in doing that. But | stil

2 t hi nk we shoul d continue doi ng what we are doi ng,

3 even if it's deened naybe above and beyond what the
4 m ni mrum standards are for cyber. So the nore we

5 |l ook at it, | just hope that we will find a way to
6 do that.

7 Carl, 1 know you work with people all over the
8 country. You talk with experts on a national

9 |l evel. Maybe it's hiring a third party to conme in
10 and do is that with the utility, where they don't
11 have the mandates of public records requirenents

12 that coul d expose the security conponents. | think
13 New Yor k does sonething like that.

14 It mght be a process where they are able to
15 come, look at it, make sone assessnment, and then a
16 recommendation i s provided, and that reconmendati on
17 does not put in jeopardy our grid.

18 So | say all that | guess to say that this is
19 a great start. | did want to get your thoughts if
20 you see this going forward, what's put here going
21 forward as being the next step, A an actual

22 assessnent taking place statew de with our

23 utilities, if it's sonething |egislatively that

24 woul d potentially cone. | want to get your

25 t hought s on maybe what we are | ooking at next after
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this.

MR, HI NTON: Yeah. The bill required us to
recommend a plan, and that's what we put together
here, is a plan for assessnent, the subject
matters. But we are not advocating that this, you
know, the next step, we are not -- there is no
expectation what the next step will be. [It's nore
putting it back in the hands of the Legi sl ature.
They have asked for a plan. That, we produced.
And, you know, Carl, his group, | amassum ng are
going to continue to do the work they have been
doi ng.

But as far as this plan that we are sending
over -- sending dowmmtown, we are just -- it's kind
of back in the Legislature's court to decide if
they want to pull the trigger, assign an agency,
bring in a third party, that type of thing. W are
just trying to kind of lay out the possibilities
that they can approach it with.

COMWM SSI ONER FAY: Gotcha. kay.

And to your point, it mght sort of be punted
back. | know Emergency Managenent works on, |iKke,
an incident like this occurs, sonmetinmes we have
Emer gency Managenent activated where there is 12

obviously, but there is all of these other entities
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that are responsive. Wen you spoke to Energency
Managenent to work on this, and kind of put this
together, did they -- did ESF-20 actually weigh in,
or did you speak with anybody individually with
ESF-20, or was it nore just people been Energency
Managenent ?

MR HINTON: W didn't -- not -- we didn't
speak with themin the context of ESF-20. W had
people from DEM participate with us. W net with
them back in July initially for a -- on a Zoom cal
to just tal k about the project and our thoughts on
it; provided an outline to them a coupl e weeks
| ater in how we are planning on proceeding. And
then once we worked through the draft, gave them
the draft and got comments fromthem on what we
could include, and -- but that's been the extent of
it at this point.

COMM SSI ONER FAY: Good. So they did give you
pretty good feedback, | guess --

MR, HI NTON: Yes.

COMWM SSI ONER FAY: -- when you provided it.
It seens like -- this is just ny sort of
initial research. It seens |like there aren't,

ESF-20 is rare. There don't seemto be a | ot of

states that have set up a specific cyber security
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di vision to be responsive. And so it seens |ike
that, on the action side, | think people will | ook
to us if sonething were to occur in the state that
created outages. But | think the reality of it is
the response -- an incident response doesn't sit
within this agency. It sits within other agencies
to be responsive.

And | know that can seema bit convol uted
since we have, on the front end, this assessnent
process, and we coordinate with the utilities. But
| think that's soneti nes m sconstrued, that we
woul d be the entity to do that. So it sounds |ike
they would be the ones to be responsive if
sonet hi ng occurred, and then, to your point, on the
| egi slative side, if there was sonething that
needed to be changed, or nmaybe the assessnent
needed to go to the next level and | ook at what a
structural plan would actually | ook like, or the
i npl enentation of it, then we would probably be
part of that. But | amnot even sure we woul d be
the | ead based on what the incidents | ook |ike, or
what the historical context was. And of course, we
are limted on the confidentiality stuff too.

Wll, | appreciate it. You guys did a great

job on this. Once again, | know Carl has lived
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this stuff for years, and unfortunately it's not
goi ng anywhere, so you need to be at the right --
not just Florida, but to every state in their
critical infrastructure. And | am hopeful that we
can keep doi ng what we have done in the past, but I
amworried, as we see this high risk com ng
forward, that we are going to see things in the
future that will inpact our grid in a way that is
probably going to require | arge scal e i nvestnents.
And those will just be tough decisions down the
road, and how conm ssions | ook at themw ||
probably be tough deci si ons.

Wth that, M. Chairman, unless there is any
ot her comments, | am happy to --

CHAI RVAN LA RCSA: No, | have got sone
t houghts --

COW SSI ONER FAY: Go ahead.

CHAI RMAN LA ROSA: -- on -- because you are
asking good -- certainly a good |line of questions.

And | have been on the other side of trying to
under stand sonething. And our state government is
very efficient, and sonetines it does fall in the
hands of other agencies. It can be difficult to
try to pinpoint where does sonething maybe newer

and energing, and I would say the popularity and
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the concern of cyber security, and that's kind of
where the popul ated concern of cyber security is
emer gi ng as technol ogy and other threats occur, but
where does that ultimately fall?

| know the Legislature asked us -- you know, |
think that's where you are questions canme from as
far as coordinating with Enmergency Managenent.

They al so asked us to coordinate with the Florida
Digital Service.

Can you just opine a little bit on the
interaction with Florida Digital Service, and how
that interaction worked, and if there was
contributions, and so forth, and what we were able
to learn fromthat?

MR, HINTON: Very simlar. They were at --
attended the sane neeting where we initially kicked
things off. They reviewed that outline at the sane
time, and they received the draft at the sane tine.
They didn't have any input for the draft.

You know, limted -- they don't really cross
over into the realmof the electric grid --

CHAI RMAN LA ROSA: Sure. O course.

MR. HINTON: -- and natural gas facilities, so
they had imted input --

CHAl RVAN LA ROSA:  Right.
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MR HINTON. -- in this particular topic.

CHAl RVAN LA ROSA: Sure. Sure. Understood.
And, of course, as this expands, that's kind of
where it gets a little bit gray.

Al right. Simlar thought to where | believe
Conmm ssi oner Fay was goi ng, because | was -- when |
read this, | had to go back to the statute and say,
all right, let nme refresh ny nenory. What were the
di scussi ons points, and so forth, and understand
what type of report was this -- what should | get
out of this report.

And | think -- we had a robust briefing, so
thank you for all the staff wth going through
things, and I know I was asking sone kind of
hai r br ai ned questi ons because | was just really
trying to get to the bottomof things to best
understand, is that | wanted to nmake sure that as |
read through nore inportantly -- nost inportantly
maybe, from ny perspective, the executive sunmary
is that where does this fall? So, like, what is --
where do we concl ude?

And | -- ny thought process, and Conm ssi oner
Fay, correct ne if | amwong, was that are there
next steps? Do we -- were we supposed to reconmend

next steps? Because that's typically what a report
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does. And if | didn't read the statute, naybe |
didn't understand that necessarily.

So is that sonmething worthy of inproving in an
executive sunmary, not necessarily a, hey, we don't
suggest next steps, but naybe opine a little bit on
what -- how we consider next steps, and nmaybe not
telling the Legislature what to necessarily do, but
that, hey, this is not intended for a next step
report. Correct nme if I"'mwong. | should allow
you to explain that.

MR, HINTON: As far as next step, you know, in
the chapter where we really introduce the plan and
the recomended plan in the areas of assessnent
that were recommended that they | ook at, you know,
we tried to point out that, you know, the first
thing you have to do when you are going to do an
assessnment is identify the scope of your
assessnent, and then identify a | ead agency to take
the point in running that assessnent. And so that
-- you know, that's kind of the -- that's -- we are
presenting that as the next step --

CHAl RVAN LA ROSA:  Sure.

MR, HI NTON: -- of, you know, if they decide
to nove forward with this assessnent, that that

woul d be the first thing that they would need to
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do.

CHAI RVAN LA ROCSA: Okay. And is that -- |
don't feel necessarily that that was well-defined
in the executive summary. Can that be brought into
the executive summary? And Conm ssioners, correct

me if I amwong wth ny thought process on this.

COW SSI ONER FAY: | will just weigh in, M.
Chai r man.
| mean, | think -- | think even as this noved

through the Legi slature, sone of the |anguage
adapted as to what this would |l ook |ike, and see |

think, to your point, M. Chairman, it's -- the

directive, | think, we have acconplished, but | am
not sure the result is real -- is clear what that
| ooks |1 ke.

And that's the only reason I was kind of
hesitant to go further, in that | think this report
will, of course, go to the Legislature and the
Governor's Ofice, who is very involved in this
topic, and so | think they will have to nake these
decisions as to what to do with it.

And | think sonme states would | ook at
sonething like this and determ ne there should be
| egi sl ati ve mandates for certain things to be net,

and the inplenmentation of those would arguably be
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better for the state noving forward. And there is
ot hers that would probably go the other way and
say, | ook, you have got FERC. NERC has these

subst andards we have | ooked at. W have these N ST
I ndustry standards. W have basically all -- 1
mean, you guys did a great diagramto show you have
got all of these requirenments and suggestions

al ready out there on a federal level. The buck
power system | think, is what the big fear is.

| nean, of course we are Florida specific. W
care if our citizens and our residents | ose power.
| nmean, that's at the top of ny mnd every day that
we show up here. And so | think that's a priority.
But | just don't know that what the |egislative --
the statutory | anguage gave us directed us to go
beyond ki nd of what was provided and give them
directive, that next directive. And | amsure
that's probably how they wanted it to be able to
make a determ nation of what's occurring.

W have got an admi nistration change that's
happening in DC, what they will decide to do
related to FERC and NERC, and those decisions, wll
probably have a big inpact on what we deci de, we,
you know, as a state would want to do.

But | do want to give Carl his love. | nean,
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| think what he does is very hard, and | know we
have all read the audits and the reports that they
put out. It's a super difficult dance to do the
review and not put anything that would put our grid
at risk into a report, and so | -- yeah, | think
that's going to be just a huge chall enge going
forward

And if there is going to be open discussions
about it, you know, | just -- | don't see how we,
as a comm ssion, do that. It seens nuch better
driven by Carl or a third party, or maybe, you
know, a third party consultant or sonething that
could cone in and do it and then provide us, you
know, a report.

But | don't see this directive including any
sort of, to your point, legislative nmandates, or |
even policy mandates really going forward, just to
get a better idea of what it would entail to bring
everything in, and then to put it in witing I
think is just really to do.

CHAI RMAN LA ROCSA: Yeah. And | don't disagree
with you at all. | wll nmaybe narrow ny thought
process in the sense of ny takeaway is not
necessarily substance. | think the substance is

phenonenal . W had that discussion yesterday,
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1 | ayi ng out how the federal agencies naybe overlap a
2 little bit, but have a true coverall of nmjor

3 I nfrastructure, which, froman education

4 perspective, was an education to ne for sure,

5 because | | earned and understood that and al ways

6 will.

7 | am concerned froma Florida perspective, and
8 | think that picture was clear, but | guess ny

9 takeaway was that, do we understand -- like, if |
10 read this report, should I be | ooking for a

11 finding? And | think we have all followed, of

12 course, the | egislative process and, of course,

13 many tinmes the public service nane is thrown around
14 alittle, we can, and we want to understand what

15 they are asking us to do and foll ow ng as those

16 di scussions continue in the |egislative process.

17 But that kind of goes away in the sense of |
18 read this report next year, | didn't -- | may have
19 followed it, but others may have not foll owed what
20 was going on in the |legislative process, and don't
21 have a history of that because it's just not

22 witten anywhere, right, in the sense of, hey, |

23 had to be paying attention to it.

24 So I guess what | amtrying to narrow in on

25 and saying, as | read the executive summary, do |
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clearly under -- | don't believe | do clearly
understand that we are not making a recommendati on,
to Comm ssioner Fay's point, | don't think we -- |
have all the same concerns. | don't want to
i nclude certain things because | think that there
coul d be sone security, you know, risks involved.

But I want to nmake sure that the reader
understands that, hey, this is nowintended, if I
ama legislator, to nmake a decision, or intended
for sonmeone el se, say, okay, you know, it's useful.
It's -- but I -- 1 should not have expected the PSC
to tell nme exactly what to do. And that's what |
get concerned every tinme | read the report to say,
okay, great, this report was done, what is the end
product? And the end product wasn't intended to
say -- to pinpoint certain things. The end product
was to say, hey, here's the information, here's how
it's laid out, and then that's it. | don't know
that | get that.

MR. HI NTON:  Yeah.

CHAl RVAN LA ROSA: And | talk -- | ama little
|l ong-winded it in that description.

MR, HI NTON: Yeah. Wen we started planning
for this report in reading the statute, or the

bill, we didn't read it as asking us to reconmend a
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next step --

CHAI RVAN LA RCSA:  Right.

MR HINTON: -- but just to recommend a plan
for assessing.

CHAI RVAN LA RCSA:  Right.

MR, HINTON:. We can naeke it clear -- you know,
we can probably easily make it clear in the
executive summary by just addi ng a sentence,
sonething along the lines of if the Legislature
decides to do this, then -- so just nmaking it a
little bit clearer with just that one statenent
that it's back in their court, that we are not
recommendi ng the next step, but if you decide to
nove forward, then these are things you need to
consi der .

CHAI RMAN LA ROSA: And that's what | am
| ooking for, is that, okay, as a reader, read the
executive summary, now | have got the right m ndset
nmovi ng forward, | know what to expect in the next
30 to 40 pages of the report.

MR, HI NTON: Yeah. W can easily clarify that
to make it clear that it is -- we are just
providing this for themto make a deci si on novi ng
forward

COW SSI ONER FAY: Yeah, | nean, M. Chairnan,
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so that inthe -- | amon page two, but the process
reconmmendati ons that they include in there, where
they have these bullets, |I nmean, it sounds -- and |
don't nean to put words in your nouth, so feel free
to correct ne, but it sounds |like when you | ook at
this conm ssion that the Comm ssioners urge the
followng initial steps will be required. It

al nost sounds |i ke we are saying, you know, we
woul d I'i ke you to consider. So there is not this
directive that they have got to basically go this
rout e.

And these bullets are, to a certain degree,
sonewhat -- they create new questions, and so
maybe -- yeah, naybe being required was designed to
nmake sure that these were thought of before an
actual assessnent plan is conpl et ed.

But | think, to your point, | nmean, Cayce just
wor ked on -- you guys just worked on the rel ay
service stuff we have been working on, where the
statute clearly says, we want -- the Legislature
wants direction on changes that would nmake this run
better, and so we are responsive. To the Chair's
point, we don't have that and this report. W just
have, you know, |ook at the follow ng things and

gi ve us what we woul d be considering to nove
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forward with a pl an.

So wth that, M. Chairman, does that get a
little bit nore of what you are saying, if we kind
of soften the -- we renove sort of the necessity of
those bullets to be included, and just basically
said, like, here are sone things that --

CHAI RMAN LA ROSA: | think -- okay, we have
gone down the direction of a general approach
rat her than a requirenent --

COW SSI ONER FAY:  Yeah.

CHAl RMAN LA RCSA: -- neets that, and | will
kind of look to staff, if you feel that that
interferes with how you have laid this out in the
rest of that section being --

MR. HINTON: | amnot sure | understand. Are
you tal king about instead of saying, initial steps
will be required --

COW SSI ONER FAY:  Yeah.

MR, HINTON: -- changing that to soften it?

COW SSI ONER FAY: Correct. Yeah, because
then basically, to that point, if it's an agency or
the Legislature, there is sort of this clear
directive of what would be included in that next
step. And | think we are -- we are providing

i nformati on about, you know, what would |ikely be

Premier Reporting

premier-reporting.com
(850)894-0828 Reported by: Debbie Krick



26

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

-- 1 don't want to use the word necessary. Wat
woul d Iikely be material to that assessnent.

And we are not saying, like, these are the
only things, or this is howit has to be done. W
are just basically saying that, based on your
assessnment working with these other agencies, that
consi deration of these things, | think, would be
val uable to giving that full assessnent.

Because the only thing I thought, when | read
this, that would really be necessary, which is
actually on the last |ine of that sanme section, was
I nstead of saying, the use of outside subject
matter expertise may be advisable, | feel like if
it'"s us, it's necessary. W don't have the
I n-house ability to take that next step unless we
go out and hire some entity that does this type of
wor k, maybe even, you know, former mlitary that
has cl earance, like individuals who are able to
have us take that next step.

The reason | amnot -- | don't have a | ot of
heart burn about that one because | think the
concl usi on doesn't suggest that it's -- that we are
the only option. | think it could be really any --
I think the Legislature can nake it clear on their

own where they want the state to go, where they
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want utilities to go, where they want themto

i nvest; or | think they could say, we want DEM and,
you know, the fol ks who are involved in ESF-20,
they can sort of create a structure that then | ooks
at that and provides that actual, you know, ful

bl own assessnent, which is what you are |aying out
here. These are the things you consider when you
do it.

MR VINSON: | think that that's sonething
that we had in mnd, was to hel p them understand
t he magni tude of what they appeared to be -- and,
again, as was nentioned, they were a little bit
vague in the -- and probably on purpose -- the
magni tude fromthe nonitoring that we have been
doing for 11 years to the full blown technical down
in the weeds assessnment of these things.

And you nentioned a third party that -- the
consultant. This is what the utilities do, okay.
They have run a utility and, you know, information
technology for it forever. And when they get faced
with this challenge, they turn to consultants.

| think you are exactly correct, very hunble
about what we are able to do. W are nonitoring it
wel |, but we do not have the resources on our

staff. And | think it would take a conbing of
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everybody's abilities, and the experience nmay not
exi st anywhere in our state agencies. And so there
are consulting firnms out there that FPLs, Dukes and
TECGs are relying on, and they -- we wouldn't be
that different, | wouldn't think, if we wanted to
assess everything across the entirety gas industry
in Florida, the entire electric industry in

Fl ori da, the massive undertaking, | can't guess how
many mllions of dollars of consulting work woul d
need to be done.

COW SSI ONER FAY:  And we woul d have the
di stinction of not being -- of the public records
conponent, right? To your point, the utility can
work wwth a third party entity and that's
protected. There is sone protections that we have
in the statute for safety, but | nean -- we don't
have to --

MR. HETRICK: W don't need to --

COMWM SSI ONER FAY: -- the |l anguage isn't in
here, or whatever, so we don't have to get into
that, but, | nmean, | think --

MR, BAEZ: That's sort of an open question.

COMM SSI ONER FAY: Yeah. Yeah. It's probably
a distinction that's rel evant that makes obvi ously

easier to do if you don't have of that concern, and
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what you bring in-house, because |I think we tal ked
a |lot about the public records exenption side of
it.

When we -- when | was in the Attorney
General's Ofice, we worked on data breach stuff,
and so we got information from conpanies all the
time. We don't -- on the IT side, we don't invest
in that |evel of security that you would if you
have those types of, you know, infornmation assets.
And so | don't see how we can safely say we can
take in information |ike that, even if the public
records exenpt was exenpted that we could safely
say that we can provide these |ayers of protection
that the private sector is providing, |like, unless
you feel that there are states that are doing that,
| don't think we can.

MR. VINSON:. Different |egislatures around the
country have been, you know, engaged in
pronul gating statutes that handle problens -- this
problem and it's specific to cyber security. So |
assune the Florida Legislature is aware of what
their colleagues in other states have done.

But | do believe that the utilities already
wor ki ng with these consultants that m ght be the

ones that the state would turn to already have
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1 arrangenents and agreenents with them It wouldn't
2 necessarily have to do it with the sane statutes

3 that we have to conmply with --

4 COW SSI ONER FAY:  Sure.

5 MR, VINSON: -- but we have been working

6 around it through the nmethod of not taking

7 possessi on of docunents the entire tinme we have

8 been doing our nonitoring audits. And that's the
9 extreme step we have had to take. |t has not

10 handi capped our efforts or our ability to report
11 back on, you know, the status of and the efforts
12 bei ng undertaken by the utilities, but that's what
13 we have had to do.

14 So I don't know if they have envisioned any of
15 that problem W wanted to bring it out very

16 clearly that it's a major challenge to overcone,
17 the confidentiality issue.

18 COW SSI ONER FAY: Yeah. | amglad you

19 included it. | think it's -- yeah. And we have
20 such broad public records, you know, which that

21 transparency is great, but when it conmes to this
22 stuff, it just nmakes it really difficult.

23 MR. HINTON: Can | nmake a recommendati on t hat
24 -- or a proposal that m ght address both of the

25 t houghts that you guys have brought up on -- going
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1 back to that sentence on page two. |If we were to

2 nodi fy that, under B, process recomendations, that
3 first sentence: |In preparing an assessnent pl an,

4 t he Commi ssion observes that the following initial
5 steps woul d be advisable if the Legislature decides
6 to require the actual assessnent be inplenented.

7 COW SSI ONER FAY: Yeah, | think it's great.

8 MR, HINTON: It softens that part, but also

9 throws in that, yes, we're -- it's up to you now to
10 requi re sonet hi ng.

11 CHAl RMAN LA RCSA: Yeah, | think | turn the

12 corner wwth it if |I read it -- if | read that

13 right.

14 MR, HI NTON: Ckay.

15 COW SSI ONER FAY: Because then they can

16 include it -- like, if the Legislature decides they
17 want to do sonething, then, you know, it's not a

18 mandate like it is wth other statutes that we have
19 seen. |It's not a directive. Yeah. | never really
20 liked telling ny boss what to do, you know, that's
21 alittle nore open-ended for themto decide.

22 CHAI RVAN LA RCSA: Right. Yeah. And that was
23 the recomendati on to cover both?

24 MR. HI NTON: Yeah, | thought that m ght

25 address both concerns.
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CHAI RMAN LA ROSA: Ckay. Excellent.

Comm ssi oners, any additional further
questions or thoughts?

So | amgoing to go back to Conm ssi oner Fay.
You were about to initiate.

COW SSI ONER FAY:  Yeah, for our procedure on
this, we just nove to accept the report, and we
will send it to the Legislature and the Governor,
correct? So, yeah, so | nove to approve the
report.

CHAI RMAN LA ROSA: Wth that adjustnent?

COW SSI ONER FAY: Correct, with the | anguage
as proposed, yeah. And | don't -- | don't think we
need to give admnistrative authority, but let's
just do it anyways.

CHAl RVAN LA ROSA:  -- or sonet hing.

MR. HINTON: There is always a typo sonewhere.

CHAI RMAN LA ROSA: Ckay. So hearing a notion,
IS there a second?

COW SSI ONER PASSI DOMO SM TH:  Second.

CHAI RMAN LA ROSA: Al right. Hearing a
notion and hearing a second.

All those in favor signify by saying yay.

(Chorus of yays.)

CHAI RVAN LA ROSA:  Yay.
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1 Opposed no?

2 (No response.)

3 CHAI RMAN LA ROSA: Show that the report wll

4 nove forward.

5 Thank you all. Thank you guys for the

6 di scussion. That was very nuch appreci at ed.

7 Al right. Let's nove to our |egislative

8 update. W will recognize M. Frank when he is

9 ready.

10 MR, FRANK: Good norning, Conm ssioners.

11 CHAI RMAN LA ROSA: Good nor ni ng.

12 MR FRANK: Al right. | actually have a few
13 updates to share with you.

14 Organi zation session was held in Novenber. W
15 now have new | eadership in the House and Senate.

16 Senator -- Senate | eadership includes President Ben
17 Al britton, President Pro Jason Brodeur, Myjority

18 Leader Jim Boyd, and Mnority Leader Jason Pizzo.
19 House | eadershi p i ncludes Speaker Dani el

20 Perez, Speaker Pro Tenpore Wman Duggan, Mjority
21 Leader Tyler Sirois, and Mnority Leader Fentrice
22 Dri skel | .

23 Earlier this nonth, both the House and Senate
24 concluded their introductory commttee weeks, which
25 primarily focused on new nmenber education. Looking
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ahead, there will be two commttee weeks in
January, then three nore in February.

The 2025 | egislative session wll officially
begin on March 4th and end on May 2nd. And | just
want to highlight a few of the commttees we w ||
be working wth.

On the Senate side, we have Senate
Appropriations Conmttee, which will be chaired by
Senator Ed Hooper. Senate Appropriations Commttee
on Agriculture, Environment and General Governnent
will chaired by Senator Jason Brodeur. Senate
Regul ated I ndustries Commttee wll be chaired by
Senator Jennifer Bradley.

And then for the House, House Budget Committee
will be chaired by Representative Lawence M ure.
House State Adm nistration Budget Subcommttee wll
be chaired by Representative Vicki Lopez.

I nformati on Technol ogy Budget and Policy

Subconm ttee, this is a new subcomnmttee that wl|
recommend the | T budget for each agency to the
Budget Committee and provide |egislative oversight
regardi ng agency i nplenentation of the |IT budget.
That will be chaired by Representative John Snyder.
House Comrerce Committee will be chaired by

Representative Janes Buchanan

Premier Reporting

premier-reporting.com
(850)894-0828 Reported by: Debbie Krick



35

1 And one not abl e change fromthe | ast session
2 Is that the Energy Communi cations and Cyber

3 Security Subcomm ttee has been restructured. W

4 now have the Economi c Infrastructure Subcommttee,
5 whi ch considers matters related to transportation
6 infrastructure, energy, utilities,

7 t el ecomuni cati ons services, broadband services,

8 t el ephone solicitation and new and uni que

9 mar ket pl aces.

10 CHAI RMAN LA ROSA: That still falls under the
11 comer ce sil o?

12 MR, FRANK: Yes. Yes. This subcommttee wll
13 be chaired by Representative M chael Caruso.

14 O course, | wll be tracking those of

15 I nterest throughout the session and updating you on
16 any | egislative devel opnents.

17 One bill we are expecting to be filed soon is
18 | egi sl ation to noderni ze the Tel ecomruni cati ons

19 Access System Act, or TASA. Commi ssion staff has
20 wor ked closely with FTRI on legislation that aligns
21 with the Commi ssion's recommendations found in the
22 2024 Rel ay Report.

23 Thi s recommendati on i ncluded authorizing FTRI
24 to acqui re equi pnment that uses technol ogi es beyond
25 basi c | andline tel ecommunication services and
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broadening the eligibility of nmenbership on the
TASA Advisory Conmittee.

As you know, TASA does not support equi pnent
that uses wireless or broadband technol ogies. The
proposed | egislation incorporates definitions for
t echnol ogi es not existing or common at the tine of
t he passage of the original act. The revisions
will ensure FTRI has the authority to provide
nodern and nore updat ed equi pnent.

| will keep you informed as this |egislation
devel ops and any ot her proposed | egislation that
may i npact the Conm ssion.

| wll also continue to provide inportant
update to your advisors during our weekly neetings.
And that concludes ny update. | am happy to answer
any questions.

Thank you.

CHAI RMAN LA ROSA:  Conmi ssi oners, any
questions or thoughts?

This seens to be a busy tinme of the year for
you.

MR, FRANK: Right.

CHAI RVAN LA ROSA: Al right.

COW SSI ONER FAY: Didn't you used to chair

the Commerce Comm ttee?
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1 CHAI RVAN LA RCSA: | did.
2 COW SSI ONER FAY: They just keep expandi ng
3 t hat .
4 CHAI RVAN LA RCSA:  Yeah, man. A lot of things
5 going on in the state, man. People noving in every
6 day, and, you know, nore business activities and
7 lots to handl e in Conmerce.
8 Awesone. Well, thank you very nuch for your
9 report and | ook forward as the weeks cone for
10 session, you keep giving us updates. Thank you.
11 MR, FRANK: Thank you.
12 CHAl RVAN LA ROCSA: Let's nove to our General
13 Counsel 's report.
14 MR, HETRI CK: Thank you, M. Chairman. | have
15 not report this norning, but we are pretty busy.
16 CHAI RMAN LA ROSA:  Awesone. Awesone. Well,
17 thank you. | know | ast week, M. Rubottom who was
18 here earlier opining on the report did a great job
19 of representing the agency in front of the Suprene
20 Court. So thank you, Jon, for doing a great job --
21 are you still out there? There you are. So thank
22 you for your hard work on that.
23 Let's nove over to our Executive Drector.
24 MR. BAEZ: Thank you, M. Chairman.
25 Nothing -- no -- nothing official to roll out,
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but your nmention of the oral argunment is a great
segue of what a busy year we have had, and this
being the last Internal Affairs, to just take a
nmonment to consider the tail of the tape, as | cal
it, over this past year.

W -- naturally, we renmenber a couple of mgjor
rate cases that cane through the door. Not
unusual , but burdensone just the same. The
hurri cane season put a different -- you know,
sprinkled sone interesting nagic over even those
processes that were going on.

And | just want to take a nonent to thank the
efforts of our staff. It was all-hands-on-deck
pretty much the entire year, since the beginning,
and it was an extraordinary effort that everyone
put out. It was an extraordinary effort that the
Conmm ssi on put out, having to travel for service
heari ngs, and whatnot, and al so have to be engaged
during, as | said, a busy storm season, along with
the rate cases.

So a lot of very tall stack of transcript, and
official filings, and everything else that we all
collectively had to put together. And I think -- |
know | amvery proud of the staff. | hope you are

t 00.
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And with that, | will close and wi sh everyone
a Happy Holiday. Safe travels for those of you
that are hitting the highways and byways, i ncl uding
yours truly, and enjoy tine with famly and
friends.

Thanks.

CHAl RVAN LA ROSA: Excel l ent.

Well, thank you. And | appreciate you |aying
that out. It has been a busy year. And this tine
of the year, it's easy to | ook back, and you think
of some of the events that happened and say, wait,
did that happen this year? And | think this year
IS no exception to that.

It's certainly been a very busy year, and | am
very appreciative of all of staff's efforts and,
you know, we just -- you know, it's easy to plan.
And | know we | ook at our schedul es years in
advance and think that we can predict what's going
to happen in the future, but then sonetines Mot her
Nat ure m ght throw us a few curveballs, and we have
done very well to be able to adjust do that, and
really been on our toes and been able to pivot as
necessary.

So I congratulate our staff on a year and a

job well done. | amvery proud of all the
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contributors to our agency. And you heard ne say
many tinmes, | amdelighted to be able to chair this
conm ssion and be a part of |eading this agency,
and it's good to be in a happy place, so | am
thankful. | hope that everyone does have a great
hol i day season and a little bit of tinme that we
have of f, and we are very thankful to the Governor
for those extra few days. It's well deserved, and
certainly in this agency for sure.

So thank you all, and have a great year. |
know that we will probably hit the ground running
I n January, because there is already a few things
lined up, but the tinme is certainly well deserved.
So thank you all for a great year.

Comm ssioners, any further matters before us?
Not hi ng just popping out of your head that you
wants to di scuss?

COMM SSI ONER FAY: We will see you in, |ike,
10 m nut es.

CHAI RMAN LA RCSA:  Yeah, maybe 15 mnutes. 15
mnutes. So let's say -- that's a good segue. So
let's say it's, at 10:30, let's go ahead and neet
for Special Agenda in the hearing room

| f nothing else before us, let's go ahead and

adjourn this neeting.
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1 Thank you all.

2 (Proceedi ngs concl uded.)
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/ ﬁf,ﬂuﬁ K ‘7<¢/::& \

DEBRA R KRI CK

NOTARY PUBLI C

COMM SSI ON #HH575054
EXPI RES AUGUST 13, 2028
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